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106111 CONGRESS
18T SESSION S. 8 4

To protect the privacy and constitutional rights of Americans, to establish
standards and procedures regparding law enforcement access to location
information, decryption assistance for encrypted communications and
stored electronic information, and other private information, to affirm
the rights of Americans to use and sell encryption products as a tool
for protecting their online privacy, and for other purposes.

IN THE SENATE OF THE UNITED STATES
APRIL 21, 1999

Mr. LEAMTY introduced the following bill; which was read twice and referred
to the Committee on the Judiciary

A BILL

To proteet the privacy and constitutional rights of Ameri-
cans, to cstablish standards and procedures regarding
law cnforecement access to location information,
deeryption assistance for encrypted communications and
stored electronic information, and other private informa-
tion, to affirm the rights of Americans to use and sell
eneryption products as a tool for protecting their online
privacy, and for other purposes.

1 Be it enacted by the Senate and House of Representa-

2 tives of the United States of America in Congress assembled,
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1 SECTION 1. SHORT TITLE; TABLE OF CONTENTS.

(a) SHORT TIrrLE.—This Act may be cited as the
“Rlectronic Rights for the 21st Century Act”.

(b) TABLE oF CoNTENTS—The table of contents for

s W N

this Act is as follows:

See. 1. Short title; table of contents.
See. 2. Purposes.
See. 3. Findings.

See. 4. Definitions.

TITLE I—PRIVACY PROTECTION FOR COMMUNICATIONS AND
ELECTRONIC INFORMATION

See. 101. Enhanced privacy protection for information on computer networks.

See. 102, Government access to location information.

Sec. 103. Enhanced privacy protection for transactional information obtained
from pen registers and trap and trace deviees.

See. 104. Privacy protection for conference calls,

Sec. 105. Enhanced privacy protection for packet networks, ineluding the Inter-
net.

See. 106. Privacy safeguards for information collected by Internet registrars.

Sec. 107. Reports concerning governmental access to electronie communica-
tions.

Sec. 108. Roving wiretaps.

See. 109. Authority to provide customer location information for emergency
purposes.

See. 110. Confidentiality of subseriber information.

TITLE II—PROMOTING USE OF ENCRYPTION

See. 201. Freedom to use encryption.
See. 202. Purchase and use of encryption products by the Federal Government.
See. 203. Law enforcement decryption assistance.

TITLE III—PRIVACY PROTECTION FOR LIBRARY LOAN AND BOOK
SALE RECORDS

See. 301. Wrongful disclosure of library loan and book sale records.

TITLE IV—PRIVACY PROTECTION FOR SATELLITE HOME
VIEWERS

See. 401, Privacy protection for subscribers of satellite television serviees for
private home viewing.

6 SEC. 2. PURPOSES.

7 The purposes of this Act are—
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1 (1) to promote the privacy and constitutional
2 rights of individuals and organizations in networked
3 computer systems and other digital environments,
4 proteet the confidentiality of information and seeu-
5 rity of eritical infrastructure systems relied on by in-
6 dividuals, businesses and government agenecies, and
7 properly balance the nceds of law enforcement to
8 have the access to clectroniec communications and in-
9 formation in appropriate cirecumstances;

10 (2) to encourage Americans to develop and de-
11 ploy eneryption technology and to promote the use
12 of cneryption by Americans to protect the security,
13 confidentiality, and privacy of their lawful wire and
14 clectronic communications and stored electronic in-
15 formation; and

16 (3) to cstablish privacy standards and proce-
17 dures by which investigative or law enforecement offi-
18 cers and foreign governments may obtain decryption
19 assistance for encrypted eommunications and stored

20 clectronic information.

21 SEC. 3. FINDINGS.

22 Congress finds that—

23 (1) the digitization of information and the ex-

24 plosion in the growth of computing and eclectronic

25 networking offers tremendous potential benefits to
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1 the way Americans live, work, and arc entertained,
2 but also raises new threats to the privacy of the
3 American people and the competitiveness of Amer-
4 ican businesses;

5 (2) a sceure, private, and trusted national and

6 global information infrastructure is essential to pro-

7 mote economie growth, protect privacy, and meet the

8 needs of the American people and businesses;

9 (3) the rights of Americans to the privacy and
10 security of their communications and in the con-
11 ducting of personal and business affairs should be
12 promoted and protected;

13 (4) the authority and ability of investigative
14 and law enforeement officers to aceess and decipher,
15 in a timely manner and as provided by law, wire and
16 clectroniec ecommunications, and stored eleetronice in-
17 formation necessary to provide for public safety and
18 national security should also be preserved;

19 (5) individuals will not entrust their sensitive
20 personal, medical, financial, and other information
21 to eomputers and eomputer networks unless the se-
22 curity and privacy of that information is assured;

23 (6) businesses will not entrust their proprictary
24 and sensitive corporate information, including infor-
25 mation about produets, processes, customers, fi-
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1 nances, and employees, to computers and computer
2 networks unless the security and privaey of that in-
3 formation is assured;

4 (7) America’s critical infrastructures, including
5 its telecommunications system, banking and finan-
6 cial infrastructure, and power and transportation in-
7 frastructure, increasingly rely on vulnerable informa-
8 tion systems, and will represent a growing risk to
9 national security and public safety unless the secu-
10 rity and privacy of those information systems is as-
11 sured;

12 (8) enecryption technology is an essential tool to
13 promote and protect the privacy, security, eonfiden-
14 tiality, integrity, and authenticity of wire and clec-
15 tronic eommunications and stored electronic infor-
16 mation;

17 (9) eneryption techniques, technology, pro-
18 grams, and products are widely available worldwide;
19 (10) Americans should be free to use lawfully
20 whatever particular eneryption techniques, tech-
21 nologics, programs, or products developed in the
22 marketplace that best suits their needs in order to
23 interact clectronically with the government and oth-
24 ers worldwide in a sceure, private, and confidential
25 manmner;
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1 (11) government mandates for, or otherwise
2 compelled use of, third-party key recovery systems or
3 other systems that provide surreptitious aceess to
4 enerypted data threatens the security and privacy of
5 information systems;

6 (12) a national eneryption policy is needed to
7 advance the development of the national and global
8 information infrastrueture, and preserve the right to
9 privacy of Americans and the publie safety and na-
10 tional security of the United States;

11 (13) Congress and the Ameriean people have
12 recognized the need to balance the right to privacy
13 and the protection of the public safety with national
14 seeurity;

15 (14) the Constitution of the United States per-
16 mits lawful electronic surveillance and the use of
17 other investigative tools by law enforcement officers
18 and the seizure of stored eclectronic information only
19 upon compliance with stringent standards and proce-
20 dures designed to protect the right to privacy and
21 other rights protected under the fourth amendment
22 of the Constitution of the United States;
23 (15) there is a nced to clarify the standards
24 and procedures by which investigative or law en-
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1 forecement officers obtain deeryption assistance from

2 persons—

3 (A) who are voluntarily entrusted with the

4 means to deerypt wire and clectronic commu-

5 nications and stored cleetronie information; or

6 (B) have information that ecnables the

7 deeryption of such communications and infor-

8 mation;

9 (16) Americans are inerecasingly shopping online
10 and purchasing books from online vendors, and ex-
11 peet that their choices of reading or viewing mate-
12 rials will be kept confidential;

13 (17) protecting the confidentiality and privacy
14 of the books, other written materials, and movies
15 that a person chooses to read or view should be pro-
16 tected to ensure the free exercise of first amendment
17 rights regardless of medium;

18 (18) generally, under current law, teleecommuni-
19 cations carriers may not disclose individually identi-
20 fiable eustomer proprictary network information
21 without their customers’ approval, while providers of
22 clectronic communications serviees and remote com-
23 puting servieces may make such disclosure to anyone
24 other than a governmental entity and have no legal
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1 obligation to mnotify their subsecribers when they do
2 S0;

3 (19) subseribers of Internet services through fa-
4 cilities of eable operators must be given notice and
5 an opportunity to prohibit disclosure before the cable
6 operator may disclose any personally identifiable in-
7 formation, including name or address, about a sub-
8 seriber to any other person, while providers of clee-
9 tronic communications services and remote com-
10 puting services have no similar legal obligation to
11 protect the privacy of their subseribers; and

12 (20) given the convergence among wireless, wire
13 line, cable, broadeast, and satellite services, privacy
14 safeguards should be applied more uniformly across
15 different media in order to provide a level eompeti-
16 tive playing ficld and consistent privacy protections.
17 SEC. 4. DEFINITIONS.

18 In this Aet:

19 (1) AgeNCY.—The term ‘“‘agency”, in the case
20 of the United States Government, has the meaning
21 given the term in seetion 6 of title 18, United States
22 Code, and includes the United States Postal Service.
23 (2)  ENCRYPT; ENCRYPTION.—The terms
24 “enerypt” and “encryption” refer to the serambling
25 (and descrambling) of wire communications, clee-
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1 troniec communications, or clectronically stored infor-
2 mation using mathematical formulas or algorithms
3 in order to preserve the confidentiality, integrity, or
4 authenticity of, and prevent unauthorized reeipients
5 from accessing or altering, such communieations or
6 imformation.

7 (3) ENCrYPTION  PRODUCT—The term
8 “cncryption product” means a computing deviee,
9 computer hardware, computer software, or tech-
10 nology with encryption capabilities.

11 (4) Kizy.—The term “key” means the variable
12 mformation used in or produced by a mathematical
13 formula, code, or algorithm, or any eomponent
14 thercof, used to enerypt or deerypt wire communica-
15 tions, eleetronic communications, or ecleetronically
16 stored information.

17 (5) PERSON.—The term “person” has the
18 meaning given the term in seetion 2510(6) of title
19 18, United States Code.
20 (6) STATE.~—The term “State’” includes a State
21 of the United States, the Distriet of Columbia, and
22 any commonwealth, territory, or possession of the
23 United States.

24 (7) UNITED STATES PERSON.—The term
25 “United States person’” means any—
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1 (A) national of the United States; or
(B) legal entity that—
(i) is organized under the laws of the

United States or any State; and

in the United States.
TITLE I—PRIVACY PROTECTION
FOR COMMUNICATIONS AND
ELECTRONIC INFORMATION

10 SEC. 101. ENHANCED PRIVACY PROTECTION FOR INFORMA-

2
3
4
5 (ii) has its principal place of business
6
7
8
9

11 TION ON COMPUTER NETWORKS.
12 Scetion 2703(b) of title 18, United States Code, is
13 amended by striking paragraph (1) and inserting the fol-

14 lowing new paragraph (1):

15 “(1) IN GENERAL.—A governmental entity may
16 require a provider of remote computing serviee to
17 disclose the contents of any eclectronic communica-
18 tion to which this paragraph is made applieable by

19 paragraph (2)—

20 “(A) pursuant to a warrant issued under
21 the Federal Rules of Criminal Procedure or
22 cquivalent State warrant, a copy of which war-
23 rant shall be served on the subseriber or cus-
24 tomer of such remote computing serviee before
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1 or at the same time the warrant is served on
2 the provider of the remote computing service; or
3 “(B) pursuant to a Federal or State grand
4 jury or trial subpoena, a copy of which sub-
5 pocna shall be served on the subseriber or cus-
6 tomer of such remote computing service under
7 circumstances allowing the subseriber or cus-
8 tomer a meaningful opportunity to challenge
9 the subpoena.”.

10 (b) CONFORMING AMENDMENTS.—Paragraph (2) of
11 that scction is amended—

12 (1) by indenting the paragraph 2 cms;

13 (2) by inserting “APPLICABILITY.— after
14 “(2)”; and

15 (3) by indenting subparagraphs (A) and (B) 4
16 cIns.

17 SEC. 102. GOVERNMENT ACCESS TO LOCATION INFORMA-
18 TION.

19 (a) CourT ORDER REQUIRED.—Section 2703 of title
20 18, United States Code, is amended by adding at the end
21 the following:

22 “(g) DISCLOSURE OF LIOCATION INFORMATION TO

23 (GOVERNMENTAL ENTITIES.—

24 “(1) DISCLOSURE UPON COURT ORDER.—A
25 provider of mobile cleetronic communication service
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1 shall provide to a governmental entity information
2 generated by and disclosing the current physical lo-
3 cation of a subscriber’s equipment only if the gov-
4 ernmental entity obtains a eourt order issued upon
5 a finding that there is probable cause to believe that
6 the equipment has been used, is being used, or is
7 about to be used to commit a felony offense.

8 “(2) DISCLOSURE UPON SUBSCRIBER OR USER
9 CONSENT.—A provider of mobile clectronic commu-
10 nication service may provide to a governmental enti-
11 ty information described in paragraph (1) with the
12 consent of the subseriber or the user of the equip-
13 ment concerned.”.

14 (b) CONFORMING AMENDMENT.—Subsection
15 (e)(1)(B) of that seetion is amended by striking “(b) of
16 this section” and inserting ““(b), or wireless loeation infor-
17 mation covered by subsection (g)”.

18 SEC. 108. ENHANCED PRIVACY PROTECTION FOR TRANS-
19 ACTIONAL INFORMATION OBTAINED FROM
20 PEN REGISTERS AND TRAP AND TRACE DE-
21 VICES.
22 Scetion 3123(a) of title 18, United States Code, is
23 amended to read as follows:
24 “(a) INn GENERAL—Upon an application made under
25 section 3122, the court may cnter an ex parte order—
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1 “(1) authorizing the installation and use of a
2 pen register or a trap and trace deviee within the
3 jurisdiction of the court if the court finds, based on
4 the eertification by the attorney for the government
5 or the State law enforcement or investigative offieer,
6 that the information likely to be obtained by such
7 mmstallation and use is relevant to an ongoing crimi-
8 nal investigation; and

9 “(2) directing that the use of the pen register
10 or trap and trace device be conducted in such a way
11 as to minimize the recording or decoding of any elec-
12 tronic or other impulses that are not related to the
13 dialing and signaling information utilized in call
14 processing by the service provider upon whom the
15 order is served.”.
16 SEC. 104. PRIVACY PROTECTION FOR CONFERENCE CALLS.
17 Scction 2518 of title 18, United States Code, is
18 amended by adding at the end the following:

—
\O

“(13) The intereeption of wire or ecleetronic commu-

|\
(]

nications pursuant to an order under this scction must

N
—

be terminated when the facility identified in the order au-

[\
[\

thorizing such intereeption is no longer being used, unless

N
W

the judge determines on the basis of facts submitted by

o
S

the applicant that there is probable cause to believe that

[\
W

an individual continuing as a party to the communication
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—

is committing, has committed, or is about to commit a

particular offense enumerated in the order and there is

probable cause to believe that particular communications

concerning that offense will be obtained through such con-

tinuing interception.”.

SEC. 105. ENHANCED PRIVACY PROTECTION FOR PACKET
NETWORKS, INCLUDING THE INTERNET.

Seetion 3121(c) of title 18, United States Code, is

O 0 NN N R W N

amended by striking “other impulses” and all that follows

—
o

and inserting ‘“‘other impulses—

fa—y
ja—y

“(1) to the dialing and signaling information

i
[\

utilized in call processing; or

—
w

“(2) in the case of a packet-switched network,

,__‘
I

to the addressing information.”.

W=y
Lh

SEC. 108. PRIVACY SAFEGUARDS FOR INFORMATION COL-

oy
=)}

LECTED BY INTERNET REGISTRARS.

—t
~J

(a) IN GENERAL.—Section 2703 of title 18, United

—_
oo

States Code, as amended by section 102(a) of this Act,

[
\©

is further amended by adding at the end the following:

=)
(o]

“(h) RECOrDS CONCERNING DOMAIN NAME REG-

[y
—

ISTRATION SERVICE.—A provider of domain name reg-

N
el

istration service may disclose a record or other informa-

N
W

tion pertaining to a subscriber or customer of such

)
=

service—

N
(9}

“(1) to any person—
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1 “(A) if the provider has provided the sub-
2 seriber or customer, in a clear and conspicuous
3 manner, the opportunity to prohibit such diselo-
4 sure;

5 “(B) in the case of information that identi-
6 fies the serviee provider hosting the website of
7 the subseriber or eustomer; or

8 “(C) to the extent such disclosure is neec-
9 essary ineident to the provision of such serviee
10 or for the protection of the rights or property
11 of the provider of such serviee; or

12 “(2) without notice or consent of the subseriber
13 or customer in response to a subpocna or warrant
14 authorized by a Federal or State statute.”.

15 (b) DoMAIN NAME REGISTRATION SERVICE DE-

16 FINED.—Section 2711 of such title is amended—

17 (1) in paragraph (1), by striking “and” at the
18 end;

19 (2) in paragraph (2), by striking the period at
20 the end and inserting “; and”; and

21 (3) by adding at the end the following:

22 “(3) the term ‘domain name registration serv-
23 ice’ means a service to the public for the assignment
24 and management of domain names and Internet
25 Protocol addresses.”.
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1 SEC. 107. REPORTS CONCERNING GOVERNMENTAL ACCESS

2 TO ELECTRONIC COMMUNICATIONS.

3 Scetion 2703 of title 18, United States Code, as

4 amended by seetion 106(a) of this Aet, is further amended

5 by adding at the end the following:

6 “(1) RePORTS.—In April cach year, the Attorncy

7 General shall transmit to Congress a full and complete re-

8 port on—

9 “(1) the number and kind of warrants, orders,
10 and subpocnas applied for by law cenforcement agen-
11 cies of the Department of Justice under this seetion;
12 “(2) the number of such applications granted or
13 denied; and
14 “(3) with respect to cach warrant, order, or
15 subpoena issued under this seetion—

16 “(A) the number and type of communica-
17 tions disclosed;

18 “(B) the approximate number and fre-
19 quency of ineriminating communications dis-
20 closed;

21 “(C) the offense specified in the applica-
22 tion; and

23 “(D) the approximate number of persons
24 whose communications were intereepted.”.
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1 SEC. 108. ROVING WIRETAPS.

2 (a) ScorE OF WIRETAPS.—Subsection (11)(b) of see-
3 tion 2518 of title 18, United States Code, is amended by
4 striking clauses (ii) through (iv) and inserting the fol-

5 lowing new clauses:

6 “(11) the application identifies the person
7 believed to be committing the offense and whose
8 communieations are to be intercepted and the
9 applicant makes a showing that—
10 “(I) the person changes facilities in a
11 way that has the cffect of thwarting inter-
12 ception from a speeified facility; or
13 “(II) the person intends to thwart
14 intereeption by changing facilities; and
15 “(iii) the judge finds that such showing
16 has been adequately made.”.
17 (b) LaiMrraTioN.—Subsection (12) of that scetion is

18 amended—

19 (1) by inserting “(a)” after “(12)”; and
20 (2) by adding at the end the following:
21 “(b) Each order and extension thereof to which the

22 requirements of subsections (1)(b)(ii) and (3)(D) of this
23 scction do not apply by reason of subsection (11) of this
24 scetion shall provide that the authorization to intercept

25 only applies to communications to which the person be-

HeinOnline -- 6 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National
Commerce Act, Public Law No. 106-229 (2000) 17 2002



18

1 Heved to be committing the offense and named in the order
2 is a party.”.

3 SEC. 109. AUTHORITY TO PROVIDE CUSTOMER LOCATION
4 INFORMATION FOR EMERGENCY PURPOSES.
5 (a) USE OF CALL LOCATION AND CRASH NOTIFICA-
6 TION INFORMATION.—Subscetion (d) of seetion 222 of the
7 Communications Act of 1934 (47 US.C. 222) is
8 amended—

9 (1) by striking “or” at the end of paragraph
10 (2);

11 (2) by striking the period at the end of para-
12 graph (3) and inserting a semicolon; and

13 (3) by adding at the end the following new
14 paragraphs:

15 “(4) to provide call location information con-
16 cerning the user of a commereial mobile service (as
17 such term is defined in section 332(d))—

18 “(A) to a public safety answering point,
19 emergency medical serviece provider or emer-
20 geney dispateh provider, publie safety official,
21 fire secrviee official, law cnforcement official,
22 hospital emergency facility, or trauma care fa-
23 cility in order to respond to the user’s call for
24 CINCIZCNEY SCrViees;
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1 “(B) to inform the user’s legal guardian or
2 members of the user’s immediate family of the
3 user’s location in an emergency situation that
4 involves the risk of death or serious physical
5 harm; or
6 “(C) to providers of information or data-
7 base management services solely for purposes of
8 assisting in the delivery of emergency services
9 in response to an emergency; or
10 “(5) to transmit automatic crash notification
11 information as part of the operation of an automatic
12 crash notifieation system.”.
13 (b) CUSTOMER APPROVAL OF USE OF CALL LOCA-
14 710N AND CRASH NOTIFICATION INFORMATION.—That
15 scetion is further amended—
16 (1) by redesignating subsection (f) as sub-
17 seetion (h); and
18 (2) by inserting after subsection (c¢) the fol-
19 lowing new subsection (f):
20 “(f) CUSTOMER APPROVAL OF USE OF CALL LOCA-

21 TION INFORMATION AND CRASH NOTIFICATION INFORMA-
22 TioN.—FHor purposes of subscetion (¢)(1), without the ex-
23 press prior authorization of the customer, a customer shall
24 not be considered to have approved the use or disclosure

25 of or aceess to—
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“(1) eall loeation information concerning the

[om—y

user of a commereial mobile service (as such term is
defined in seetion 332(d)), other than in aecordance
with subscetion (d)(4); or

“(2) automatic crash notification information to
any person other than for use in the operation of an
automatic crash notifieation system.”.
(¢) USE oF LISTED AND UNLISTED SUBSCRIBER IN-

FORMATION FOR EMERGENCY SERVICES.—That seetion is

O 00 N N R W

P
(o]

further amended by inserting after subsection (f), as

[e—y
—

amended by subsection (b) of this section, the following

ja—y
[\

new subseetion (g):

o
W

“(g) SUBSCRIBER LISTED AND UNLISTED INFORMA-

p—
SN

TION FOR EMERGENCY SERVICES.—Notwithstanding sub-

f—
W

seetions (b), (e), and (d), a telecommunications carrier

—
(=)

that provides telephone exchange service shall provide in-

P—
i

formation deseribed in subsection (h)(3)(A) (including in-

—
co

formation pertaining to subseribers whose information is

—t
\©

unlisted or unpublished) that is in its possession or control

b
o

(including information pertaining to subscribers of other

|\
fum—y

carriers) on a timely and unbundled basis, under non-

N
N

diseriminatory and reasonable rates, terms, and eonditions

N
w

to providers of emergeney serviees, and providers of emer-

)
NN

geney support services, solely for purposes of delivering

[\
Ch

or assisting in the delivery of emergeney services.”.
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1 (d) DerFNITIONS.—Subsection (h) of that section, as
2 redesignated by subsection (b)(1) of this seetion, is
3 amended—
4 (1) in paragraph (1)(A), by inserting “loca-
5 tion,” after “destination,”; and
6 (2) by adding at the end the following:
7 “(4) PUBLIC SAFETY ANSWERING POINT.—The
8 term ‘public safety answering point’ means a facility
9 that has been designated to receive emergency calls
10 and route them to emergency service personnel.
11 “(5) EMERGENCY SERVICES.—The term ‘emer-
12 geney services’ means 911 emergeney services and
13 emergency notification services.
14 “(6) EMERGENCY NOTIFICATION SERVICES.—
15 The term ‘emergency notification services’ means
16 services that notify the public of an emergeney.
17 “(7) EMERGENCY SUPPORT SERVICES.—The
18 term ‘emergencey support scrvices’ means informa-
19 tion or data basc management services used in sup-
20 port of emergeney services.”.

2] SEC. 110. CONFIDENTIALITY OF SUBSCRIBER INFORMA-

22 TION.
23 Section 2703(e) of title 18, United States Code, is
24 amended—
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1 (1) in paragraph (1)(A), by inserting before the
2 period at the end the following: “only if such diselo-
3 sure 18—
4 “(i) nceessary to initiate, render, bill, and eol-
5 leet for such serviee;
6 “(ii) neeessary to protect the rights or property
7 of the provider of such serviee;
8 “(iii) required by law;
9 “(iv) made at the request of the subseriber or
10 customer; or
11 “(v) if the provider has provided the subscriber
12 or customer, in a clear and conspicuous manner,
13 with the opportunity to prohibit such disclosure.”;
14 and
15 (2) by adding at the end the following:
16 “(3) Nothing in this subsection may be eonstrued to
17 prohibit a provider of cleetronic communication serviee or
18 remote computing serviee from using, disclosing, or per-
19 mitting access to aggregate subscriber information from
20 which individual subseriber identities and characteristics
21 have been removed.”.
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TITLE II—PROMOTING USE OF
ENCRYPTION
SEC. 201. FREEDOM TO USE ENCRYPTION.

(a) No DoMESTIC ENCRYPTION CONTROLS.—It shall
be lawful for any person within the United States, and
for any United States person in a forcign eountry, to use,
develop, manufacture, sell, distribute, or import any

eneryption product, regardless of the encryption algorithm

O 00 N N Ut AW N

seleeted, eneryption key length chosen, existenee of key re-

10 covery or other plaintext access capability, or implementa-
11 tion or medium used.

12 (b) PROHIBITION ON GOVERNMENT-COMPELLED
13 Kgy EsCrROW OR KEY RECOVERY.—

14 (1) IN GENERAL.—Except as provided in para-
15 graph (3), no agency of the United States may re-
16 quire, compel, sct standards for, condition any ap-
17 proval on, or condition the reeeipt of any benefit on,
18 a requirement that a decryption key, access to a
19 deeryption key, key recovery information, or other
20 plaintext access capability be—

21 (A) required to be built into computer
22 hardware or software for any purpose;

23 (B) given to any other person, including
24 any agency of the United States or a State, or
25 any entity in the private seetor; or

HeinOnline -- 6 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National
Commerce Act, Public Law No. 106-229 (2000) 23 2002



24

1 (C) retained by the owner or user of an
2 encryption key or any other person, other than
3 for eneryption products for the use of the Fed-
4 eral Government or a State government.

5 (2) USE OF PARTICULAR PRODUCTS.—No agen-
6 ¢y of the United States may require any person who
7 is not an cmployee or agent of the United States or
8 a State to use any key recovery or other plaintext
9 access features for communicating or transacting
10 business with any ageney of the United States.

11 (3) ExcrEpTioNs.—The prohibition in para-
12 graph (1) does not apply to—

13 (A) encryption used by an ageney of the
14 United States, or the employees or agents of
15 such agency, solely for the internal operations
16 and telecommunications systems of the United
17 States Government; or

18 (B) the authority of any investigative or
19 law enforeement officer, or any member of the
20 intelligence community (as defined in scetion 3
21 of the National Security Aet of 1947 (50
22 U.S.C. 401a)), acting under any law in cffect
23 on the date of enactment of this Act, to gain
24 aceess to encrypted communications or informa-
25 tion.
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(¢) USE OF ENCRYPTION FOR AUTHENTICATION OR

o

INTEGRITY PURPOSES.—No agency of the United States
shall establish any condition, tie, or link between
encryption products, standards, and services used for con-
fidentiality purposes and those used for authentication, in-
tegrity, or aceess control purposes.

SEC. 202, PURCHASE AND USE OF ENCRYPTION PRODUCTS

BY THE FEDERAL GOVERNMENT.

O 0 N N R W N

To ensure that secure clectronie aceess to the Federal

—
o

Government is available to persons outside of and not op-

[y
[y

crating under contract with agenecies of the United States,

—_
[\®]

the Federal Government may not purchase any encryption

—_
w

product with a key recovery or other plaintext access fea-

,_.
N

ture if such key recovery or plaintext aceess feature would

—_
(9}

interfere with use of the full encryption capabilities of the

F—t
(o)

product when interoperating with other commercial

Ju—
~J

encryption products.

[y
oo

SEC. 203. LAW ENFORCEMENT DECRYPTION ASSISTANCE.

Ju—
O

(a) IN GENERAL.—Part I of title 18, United States

N
(]

Code, is amended by adding at the end the following:

“CHAPTER 124—ENCRYPTED WIRE OR
ELECTRONIC COMMUNICATIONS AND
STORED ELECTRONIC INFORMATION

NN
[

“See.
“2801. Definitions.
“2802. Access to deeryption assistance for communications.
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“9803. Acvess to deervption assistance for stored electronic communications or
records.
“2804. Foreign government access to deeryption assistance.

1 “§2801. Definitions

2 “In this chapter:

3 “(1) DRECRYPTION ASSISTANCE.—The term
4 ‘decryption assistance’ means assistance that pro-
5 vides or facilitates aceess to the plaintext of an
6 enerypted wire or electronic communication or stored
7 electronic information, including the disclosure of a
8 deeryption key or the use of a decryption key to
9 produce plaintext.

10 “(2) DECRYPTION KEY.—The term ‘decryption
11 key’ means the variable information used in or pro-
12 duced by a mathematical formula, code, or algo-
13 rithm, or any component thereof, used to deerypt a
14 wire communication or eleetronie ecommunication or
15 stored clectronic information that has heen
16 encrypted.

17 “(3) ENCRYPT; ENCRYPTION—The terms
18 ‘enerypt’ and ‘eneryption’ refer to the serambling
19 (and desecrambling) of wire communications, elee-
20 tronic communications, or clectronically stored infor-
21 mation using mathematical formulas or algorithms
22 in order to preserve the confidentiality, integrity, or
23 authenticity of, and prevent unauthorized recipients
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1 from accessing or altering, such communications or
2 information.

3 “(4) FOREIGN GOVERNMENT.—The term ‘for-
4 cign government’ has the meaning given the term in
5 section 1116.

6 “(5) OFFICIAL: REQUEST.—The term ‘official
7 request’ has the meaning given the term in seection
8 3506(c).

9 “(6) INCORPORATED DEFINITIONS.—Any term
10 used in this chapter that is not defined in this chap-
11 ter and that is defined in section 2510, has the
12 meaning given the term in section 2510.

13 «“§2802. Access to decryption assistance for commu-

14 nications

15 “(a) CRIMINAL INVESTIGATIONS.—

16 “(1) IN GENERAL.—An order authorizing the
17 intereeption of a wire or cleetronic communication
18 under section 2518 shall, upon request of the appli-
19 cant, direet that a provider of wire or cleetronic
20 communication service, or any other person pos-
21 sessing information capable of decrypting that com-
22 munication, other than a person whose communica-
23 tions are the subject of the interception, shall
24 promptly furnish the applicant with the neecessary
25 deeryption assistance, if the court finds that the
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1 decryption assistance sought is neccessary for the
2 decryption of a eommunication intercepted pursuant
3 to the order.

4 “(2) LiymrraTioNs.—Each order deseribed in
5 paragraph (1), and any extension of such an order,
6 shall—

7 “(A) contain a provision that the
8 deeryption assistance provided shall involve dis-
9 closure of a private deeryption key only if no
10 other form of deeryption assistance is available
11 and otherwise shall be limited to the minimum
12 necessary to deerypt the communications inter-
13 cepted pursuant to such order; and

14 “(B) terminate on the carlier of—

15 “(i) the date on which the authorized
16 objective is attained; or

17 “(ii) 30 days after the date on which
18 the order or extension, as applicable, is
19 issued.
20 “(3) NoticE.~—If deeryption assistance is pro-
21 vided pursuant to an order under this subsection,
22 the court issuing the order shall cause to be served
23 on the person whose eommunications are the subject
24 of sueh decryption assistance, as part of the inven-
25 tory required to be served pursuant to seetion
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1 2518(8), notice of the receipt of the deeryption as-
2 sistanee and a speeific deseription of the deeryption
3 keys or other deeryption assistance disclosed.

4 “(b) FOREIGN INTELLIGENCE INVESTIGATIONS.—

5 “(1) IN GENERAL.—An order authorizing the
6 interception of a wire or electronic communication
7 under section 105(b)(2) of the Foreign Intelligenece
8 Surveillance Act of 1978 (50 U.S.C. 1805(b)(2))
9 shall, upon request of the applicant, direct that a
10 provider of wire or clectronic communication serviee,
11 or any other person possessing information capable
12 of decrypting such communications, other than a
13 person whose communications are the subjeet of the
14 interception, shall promptly furnish the applicant
15 with the neecessary deeryption assistance, if the court
16 finds that the deeryption assistance sought is nee-
17 essary for the deeryption of a communication inter-
18 cepted pursuant to the order.

19 “(2) LivrtaTioNs.—Each order described in
20 paragraph (1), and any extension of such an order,
21 shall—
22 “(A) econtain a provision that the
23 deeryption assistance provided shall be limited
24 to the minimum necessary to deerypt the com-
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1 munications intercepted pursuant to such order;
and
“(B) terminate on the carlier of—

“(i) the date on which the authorized

2

3

4

5 objective is attained; or
6 “(ii) 30 days after the date on which
7 the order or extension, as applicable, is
8 issued.

9 “(¢) GENERAL PROHIBITION ON DISCLOSURE.—
10 Other than pursuant to an order under subsection (a) or
11 (b), no person possessing information capable of
12 deerypting a wire or electronic communication of another
13 person shall disclose that information or provide
14 decryption assistance to an investigative or law enforee-
15 ment officer.

16 “§2803. Access to deeryption assistance for stored
17 electronic communications or records

18 “(a) DECRYPTION ASSISTANCE.—No person may dis-
19 close a decryption key or provide decryption assistance
20 pertaining to the contents of stored electronic communica-
21 tions or reeords, including those disclosed pursuant to see-

22 tion 2703, to a governmental entity, except—

23 “(1) pursuant to a warrant issued under the
24 Federal Rules of Criminal Procedure or an equiva-
25 lent, State warrant, a copy of which warrant shall be
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1 served on the person who created the clectronie com-
2 munication or record before or at the same time
3 service is made on the keyholder;
4 “(2) pursuant to a subpoena, a copy of which
5 subpoena shall be served on the person who created
6 the eleetronic eommunication or record, under ecir-
7 cumstanees allowing the person meaningful oppor-
8 tunity to challenge the subpoena; or
9 “(3) upon the consent of the person who cre-
10 ated the eleetronic communication or record.
11 “(b) DELAY OF NOTIFICATION.—In the case of com-
12 munications disclosed pursuant to section 2703(a), service
13 of the copy of the warrant or subpoena on the person who
14 created the clectronic communication or record may be de-
15 layed for a period of not to execeed 90 days upon request
16 to the court by the governmental entity requiring the
17 deeryption assistance, if the court determines that there
18 is reason to believe that notification of the existence of
19 the court order or subpoena may have an adverse result
20 deseribed in scetion 2705(a)(2).
21 “§2804. Foreign government access to decryption as-
22 sistance
23 “(a) IN GENERAL.—No investigative or law enforce-
24 ment officer may—
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1 “(1) release a decryption key to a foreign gov-
2 crnment or to a law enforeement agency of a foreign
3 government; or

4 “(2) exeept as provided in subscetion (b), pro-
5 vide deeryption assistance to a forcign government
6 or to a law enforeement agency of a foreign govern-
7 ment.

8 “(b) CONDITIONS FOR COOPERATION WITH FOREIGN
9 GOVERNMENT —

10 “(1) APPLICATION FOR ORDER.—In any case in
11 which the United States has entered into a treaty or
12 convention with a foreign government to provide mu-
13 tual assistance with respect to providing deeryption
14 assistance, the Attorney General (or the designee of
15 the Attorncy General) may, upon an official request
16 to the United States from the forcign government,
17 apply for an order described in paragraph (2) from
18 the distriet court in which the person possessing in-
19 formation capable of decrypting the enerypted com-
20 munication or stored eclectronic information at issue
21 resides—
22 “(A) directing that person to release a
23 deeryption key or provide decryption assistance
24 to the Attorney General (or the designee of the
25 Attorney General); and
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1 “(B) authorizing the Attorney General (or
2 the designee of the Attorney General) to furnish
3 the foreign government with the plaintext of the
4 communiecation or information at issue.

5 “(2) CONTENTS OF ORDER.—An order de-

6 seribed in this paragraph is an order directing the

7 person possessing information eapable of decrypting

8 the communiecation or information at issuc to—

9 “(A) release a deeryption key to the Attor-
10 ney General (or the designee of the Attorney
11 General) so that the plaintext of the eommu-
12 nication or information may be furnished to the
13 foreign government; or
14 “(B) provide decryption assistance to the
15 Attorney General (or the designee of the Attor-
16 ney General) so that the plaintext of the com-
17 munication or information may be furnished to
18 the foreign government.

19 “(3) REQUIREMENTS FOR ORDER.—The court
20 deseribed in paragraph (1) may issuc an order de-
21 seribed in paragraph (2) if the eourt finds, on the
22 basis of an application made by the Attorney Gen-
23 eral under this subscetion, that—

24 “(A) the deeryption key or deeryption as-
25 sistanec sought is necessary for the deeryption
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1 of a communieation or information that the for-
2 cign government is authorized to intercept or
3 seize pursuant to the law of the foreign eountry;
4 “(B) the law of the foreign country pro-
5 vides for adequatc protection against arbitrary
6 interference with respect to privacy rights; and
7 “(C) the deeryption key or decryption as-
8 sistance is being sought in connection with a
9 criminal investigation for eonduct that would
10 constitute a violation of a criminal law of the
11 United States if committed within the jurisdie-
12 tion of the United States.”.

13 (b) CLERICAL AMENDMENT.—The analysis for part
14 1 of title 18, United States Code, is amended by adding

—
()]

at the end the following:

“124, Encrypted wire or electronic communications and
stored electronic information ... 2801”.

16 TITLE III—PRIVACY PROTEC-
17 TION FOR LIBRARY LOAN
18 AND BOOK SALE RECORDS

19 SEC. 301. WRONGFUL DISCLOSURE OF LIBRARY LOAN AND

20 BOOK SALE RECORDS.
21 (a) IN GENERAL,—Section 2710 of title 18, United

22 States Code, is amended—

23 (1) by redesignating subsections (¢) through (f)
24 as subseections (d) through (g), respectively; and
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1 (2) by striking the section designation and all
2 that follows through the end of subsection (b) and
3 inserting the following:

4 “§2710., Wrongful disclosure of video tape rental or
5 sale records and library loan and book
6 sale records

7 “(a) DEFINITIONS.—In this scetion:

8 “(1) The term ‘book seller’ means any person,
9 engaged in the business, in or affecting interstate or
10 foreign commeree, of selling books, magazines, or
11 other printed material, or any person or other entity
12 to whom a disclosure is made under subparagraph
13 (D) or (E) of subsection (b)(2), but only with re-
14 speet to the information eontained in the disclosure.
15 “(2) The term ‘consumer’ means any renter,
16 purchaser, or subseriber of goods or serviees from a
17 video tape service provider or book seller.

18 “(3) The term ‘library’ means an institution
19 that operates as a publie library or serves as a li-
20 brary for any university, school, or college.
21 “(4) The term ‘ordinary course of business’
22 means only debt colleetion activities, order fulfill-
23 ment, request processing, and the transfer of owner-
24 ship.
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1 “(5) The term ‘patron’ means any individual
2 who requests or receives—

3 “(A) services within a library; or

4 “(B) books or other materials on loan from
5 a library.

6 “(6) The term ‘personally identifiable informa-
7 tion’ includes the following:

8 “(A) Information that identifies a person
9 as having requested or obtained specific video
10 materials or services from a video tape service
11 provider.

12 “(B) Information that identifies a person
13 as having requested or obtained specific books,
14 magazines, or other printed material from a
15 book seller.

16 “(C) Information that identifies a person
17 as having requested or obtained any materials
18 or services from a library.

19 “(7) The term ‘video tape serviee provider’
20 means any person, engaged in the business, in or af-
21 feeting interstate or foreign commeree, of rental,
22 sale, or delivery of prerecorded video cassctte tapes
23 or similar audio visual materials, or any person or
24 other entity to whom a disclosure is made under
25 subparagraph (D) or (E) of subsection (b)(2), but
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1 only with respect to the information contained in the
2 diselosure.
3 “(b) VIDEO TAPE RENTAL AND SALE AND BOOK
4 SALE RECORDS.—
5 “(1) IN GENBRAL.—A video tape service pro-
6 vider or book seller who knowingly diseloses, to any
7 person, personally identifiable information con-
8 cerning any consumer of such provider or seller, as
9 the case may be, shall be liable to the aggrieved per-
10 son for the relief provided in subsection (d).
11 “(2) DISCLOSURE.—A video tape service pro-
12 vider or book scller may disclose personally identifi-
13 able information eoncerning any consumer—
14 “{A) to the consumer;
15 “(B) to any person with the informed,
16 written consent of the consumer given at the
17 time the disclosure is sought;
18 “(C) to a law enforeement agency pursuant
19 to a warrant issued under the Federal Rules of
20 Criminal Procedure, an equivalent State war-
21 rant, or a court order issued in aceordanee with
22 paragraph (4);
23 ‘(D) to any person if the disclosure is sole-
24 ly of the names and addresses of consumers
25 and if—
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1 “(i) the video tape serviee provider or
2 book scller, as the case may be, has pro-
3 vided the consumer, in a clear and con-
4 spicuous manner, with the opportunity to
5 prohibit such disclosure; and

6 “(ii) the disclosure does not identify
7 the title, description, or subjeet matter of
8 any video tapes or other audio visual mate-
9 rial, or books, magazines, or other printed
10 material, except that the subjeet matter of
11 such materials may be disclosed if the dis-
12 closurc is for the exclusive use of mar-
13 keting goods and services directly to the
14 consumer;

15 “(B) to any person if the disclosure is inei-
16 dent to the ordinary course of business of the
17 video tape serviee provider or book seller; or

18 “(F) pursuant to a court order, in a ¢ivil
19 proceeding upon a showing of compelling need
20 for the information that cannot be aecommo-
21 dated by any other means, if—
22 “(i) the consumer is given reasonable
23 notice, by the person secking the disclo-
24 sure, of the court proceeding relevant to
25 the igsuance of the ecourt order; and
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1 ““(ii) the consumer is afforded the op-
2 portunity to appear and contest the claim
3 of the person seeking the disclosure.

4 “(3) SAFEGUARDS.—If an order is granted pur-
5 suant to subparagraph (C) or (F) of paragraph (2),
6 the court shall impose appropriate safeguards
7 against unauthorized disclosure.

8 “(4) COURT ORDERS.—A. court order author-
9 izing disclosure under paragraph (2)(C) shall issue
10 only with prior notice to the consumer and only if
11 the law enforeement agency shows that there is
12 probable cause to believe that a person has engaged,
13 is engaging, or is about to engage in eriminal activ-
14 ity and that the records or other information sought
15 are material to the investigation of sueh aetivity. In
16 the ease of a State government authority, such a
17 court order shall not issue if prohibited by the law
18 of such State. A court issuing an order pursuant to
19 this subsection, on a motion made promptly by the
20 video tape service provider or the book seller, may
21 quash or modify such order if the information or
22 records requested are unreasonably voluminous in
23 nature or if compliance with such order otherwise
24 would cause an unreasonable burden on such pro-
25 vider or seller, as the ease may be.
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1 “(¢) LIBRARY RECORDS.—
2 “(1) IN GENERAL.—Any library that knowingly
3 discloses, to any person, personally identifiable infor-
4 mation econcerning any patron of the library shall be
5 liable to the aggrieved person as provided in sub-
6 section (d).
7 “(2) DISCLOSURE.—A library may diselose per-
8 sonally identifiable information coneerning any
9 patron—
10 “(A) to the patron;
11 “(B) to any person with the informed writ-
12 ten eonsent of the patron given at the time the
13 disclosure is sought;
14 “(C) to a law enforeement ageney pursuant
15 to a warrant issued under the I'ederal Rules of
16 Criminal Procedure, an equivalent State war-
17 rant, or a court order issued in accordance with
18 paragraph (4);
19 “(D) to any person if the disclosure is sole-
20 ly of the names and addresses of patrons and
21 if—
22 “(i) the library has provided the pa-
23 tron with a written statement that affords
24 the patron the opportunity to prohibit such
25 disclosure; and

HeinOnline -- 6 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National
Commerce Act, Public Law No. 106-229 (2000) 40 2002



41

1 “(i1) the disclosure does not reveal, di-
2 rectly or indircetly, the title, deseription, or
3 subject matter of any library materials
4 borrowed or services utilized by the patron;
5 “(E) to any authorized person if the diselo-
6 sure is neeessary for the retrieval of overdue li-
7 brary materials or the recoupment of compensa-
8 tion for damaged or lost library materials; or
9 “(F) pursuant to a court order, in a civil
10 proceeding upon a showing of compelling need
11 for the information that cannot be accommo-
12 dated by any other means, if—
13 “(i) the patron is given reasonable no-
14 tiee, by the person seeking the disclosure,
15 of the court procceding relevant to the
16 igsuance of the court order; and
17 “(ii) the patron is afforded the oppor-
18 tunity to appear and contest the claim of
19 the person seeking the disclosure.
20 “(3) SAFEGUARDS.—If an order is granted pur-
21 suant to subparagraph (C) or (F') of paragraph (2),
22 the court shall iImpose appropriate safeguards
23 against unauthorized disclosure.
24 “(4) COURT ORDERS.—A court order author-
25 izing disclosure under paragraph (2)(C) shall issue
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1 only with prior notice to the patron and only if the
2 law enforcement ageney shows that there is probable
3 cause to believe that a person has engaged, is engag-
4 ing or is about to engage in criminal activity and
5 that the records or other information sought are ma-
6 terial to the investigation of such activity. In the
7 case of a State government authority, such a court
8 order shall not issue if prohibited by the law of such
9 State. A court issuing an order pursuant to this sub-
10 section, on a motion made promptly by the Library,
11 may quash or modify such order if the information
12 or records requested are unrcasonably voluminous in
13 nature or if compliance with such order otherwise
14 would cause an unreasonable burden on the li-
15 brary.”.
16 (b) CLERICAL AMENDMENT.—The item relating to

17 section 2701 in the analysis for chapter 121 of title 18,

18 United States Code, is amended to read as follows:

“2710. Wrongful disclosure of video tape rental or sale records and library loan
and book sale records.”.
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TITLE IV—PRIVACY PROTEC-
TION FOR SATELLITE HOME
VIEWERS

SEC. 401. PRIVACY PROTECTION FOR SUBSCRIBERS OF

(U

SATELLITE TELEVISION SERVICES FOR PRI-
VATE HOME VIEWING.,
(a) IN GENERAL.—Scetion 631 of the Communica-

tions Aet of 1934 (47 U.S.C. 551) is amended to rcad

O 0 NN N R W N

as follows:

p—
[

“SEC. 631. PRIVACY OF SUBSCRIBER INFORMATION FOR

—y
—

SUBSCRIBERS OF CABLE SERVICE AND SAT-

—
o

ELLITE TELEVISION SERVICE.

—
w

“(a) NOTICE TO SUBSCRIBERS REGARDING PERSON-

._.
i~

ALLY IDENTIFIABLE INFORMATION.—At the time of en-

—
W

tering into an agreement to provide any cable serviee, sat-

—_
=)}

cllite home viewing service, or other serviee to a sub-

—_
~)

seriber, and not less often than annually thereafter, a

jo—y
o0

cable operator, satellite carrier, or distributor shall provide

fam—y
\O

notice in the form of a separate, written statement to such

-]
o

subseriber that clearly and conspicuously informs the sub-

N
p—t

seriber of—

N
"]

“(1) the nature of personally identifiable infor-

N
(O]

mation colleeted or to be collected with respect to

[\
£

the subscriber as a result of the provision of such
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1 serviee and the nature of the use of such informa-
2 tion;
3 “(2) the nature, frequency, and purpose of any
4 disclogure that may be made of such information, in-
5 cluding an identification of the types of persons to
6 whom the disclosure may be made;
7 “(3) the period during which such information
8 will be maintained by the cable operator, satellite
9 carrier, or distributor;
10 “(4) the times and place at which the sub-
11 seriber may have aceess to such information in ac-
12 cordance with subseetion (d); and
13 “(5) the limitations provided by this section
14 with respect to the colleetion and disclosure of infor-
15 mation by the cable operator, satellite earrier, or dis-
16 tributor and the right of the subscriber under this
17 section to enforee such limitations.
18 “(b) COLLECTION OF PERSONALLY IDENTIFIABLE
19 INFORMATION.—
20 “(1) IN GENERrRAL.—Except as provided in para-
21 graph (2), a eable operator, satellite earrier, or dis-
22 tributor shall not use its ecable or satellite system to
23 collect personally identifiable information concerning
24 any subseriber without the prior written or eleetronic
25 consent of the subseriber.
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1 “(2) EXCEPTION.—A cable operator, satellite
2 carrier, or distributor may use its cable or satellite
3 system to collect information deseribed in paragraph
4 (1) in order to—

5 “(A) obtain information necessary to
6 render a cable or satellite service or other serv-
7 ice provided by the cable operator, satellite car-
8 rier, or distributor to the subseriber; or

9 “(B) deteet unauthorized reeeption of eable
10 or satellite communications.

11 “(¢) DISCLOSURE OF PERSONALLY IDENTIFIABLE
12 INFORMATION.—

13 “(1) IN GENERAL.—Exeept as provided in para-
14 graph (2), a cable operator, satellite carrier, or dis-
15 tributor may not diselose personally identifiable in-
16 formation concerning any subseriber without the
17 prior written or electronic consent of the subseriber
18 and shall take such actions as are neeessary to pre-
19 vent unauthorized aceess to such information by a
20 person other than the subsecriber or the cable oper-
21 ator, satellite carrier, or distributor.
22 “(2) EXCEPTIONS.—A cable operator, satellite
23 carrier, or distributor may disclose information de-
24 seribed in paragraph (1) if the diselosure is—
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1 “(A) necessary to render, or conduct a le-
2 gitimate business activity related to, a cable or
3 satellite service or other serviee provided by the
4 cable operator, satellite earrier, or distributor to
5 the subscriber;
6 “(B) subject to paragraph (3), made pur-
7 suant to a court order authorizing such disclo-
8 sure, if the subseriber is notified of such order
9 by the person to whom the order is directed; or
10 “(C) a disclosure of the names and ad-
11 dresses of subscribers to any other provider of
12 eable or satellite serviee or other service, if—
13 “(i) the cable operator, satellite car-
14 rier, or distributor has provided the sub-
15 scriber the opportunity to prohibit or limit
16 such disclosure; and
17 “(ii) the disclosure does not reveal, di-
18 rectly or indirectly—
19 “(I) the extent of any viewing or
20 other use by the subseriber of a cable
21 or satellite service or other serviee
22 provided by the cable operator, sat-
23 ellite earrier, or distributor; or
24 “(II) the nature of any trans-
25 action made by the subsecriber over
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1 the cable or satellite system of the
2 cable operator, satellite carrier, or dis-
3 tributor.

4 “(3) CoOurT ORDERS.—A governmental entity

5 may obtain personally identifiable information con-

6 cerning a cable or satellite subseriber pursuant to a

7 court order only if, in the court proceeding relevant

8 to such court order—

9 “(A) such entity offers clear and con-
10 vincing evidence that the subject of the infor-
11 mation is reasonably suspected of engaging in
12 criminal aectivity and that the information
13 sought would be material evidence in the case;
14 and
15 “(B) the subject of the information is af-
16 forded the opportunity to appear and contest
17 such cntity’s claim.

18 “(d) SUBSCRIBER ACCESS TO INFORMATION.—A
19 cable or satellite subseriber shall be provided access to all
20 personally identifiable information regarding that sub-
21 seriber that is colleeted and maintained by a cable oper-
22 ator, satellite carrier, or distributor. Such information
23 shall be made available to the subscriber at reasonable
24 times and at a convenient place designated by such cable
25 operator, satellite carrier, or distributor. A cable or sat-
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1 ellite subseriber shall be provided reasonable opportunity
2 to correct any crror in such information.
3 “(e) DESTRUCTION OF INFORMATION.—A eable oper-
4 ator, satellite carrier, or distributor shall destroy person-
S ally identifiable information if the information is no longer
6 necessary for the purpose for which it was colleeted and
7 there are no pending requests or orders for aceess to such
8 information under subsection (d) or pursuant to a court
9 order.
10 “(f) RELIBF.—
11 “(1) IN GENERAL.—Any person aggricved by
12 any act of a cable operator, satellite earrier, or dis-
13 tributor in violation of this section may bring a civil
14 action in a distriet court of the United States.
15 “(2) DAMAGES AND COSTS.—In any action
16 brought under paragraph (1), the court may award
17 a prevailing plaintiff—
18 “(A) actual damages but not less than lig-
19 uidated damages computed at the rate of $100
20 a day for cach day of violation or $1,000,
21 whichever is greater;
22 “(B) punitive damages; and
23 “(C) reasonable attorneys’ fees and other
24 litigation costs reasonably incurred.
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1 “(3) NO EFFECT ON OTHER REMEDIES.—The
2 remedy provided by this subsection shall be in addi-
3 tion to any other remedy available under any provi-
4 sion of law to a cable or satellite subsecriber.
5 “(g) DEFINITIONS.—In this scetion:
6 “(1) DiSTRIBUTOR.—The term ‘distributor’ has
7 the meaning given that term in seetion 119(d)(1) of
8 title 17, United States Code.
9 “(2) CABLE OPERATOR.—
10 “(A) IN GeNERAL.—The term ‘cable oper-
11 ator’ has the meaning given that term in sece-
12 tion 602.
13 “(B) INCLUSION.—The term includes any
14 person who—
15 “@d) is owned or controlled by, or
16 under common ownership or control with,
17 a cable operator; and
18 “(ii) provides any wire or radio com-
19 munications service.
20 “(3) OTHER SERVICE.—The term ‘other serv-
21 ice’ includes any wire, clectronie, or radio commu-
22 nications serviee provided using any of the facilities
23 of a cable operator, satellite carrier, or distributor
24 that are used in the provision of cable serviee or sat-
25 ellite home viewing service.
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1 “(4) PERSONALLY IDENTIFIABLE INFORMA-
2 TION—The term ‘personally identifiable informa-
3 tion’ does not include any record of aggregate data
4 that does not identify particular persons,

5 “(5) SATELLITE CARRIER.—The term ‘satellite
6 carrier’ has the meaning given that term in section
7 119(d)(6) of title 17, United States Code.”.

8 (b) Norice WITH RESPECT TO CERTAIN AGREE-

9 MENTS.—

10 (1) IN GENERAL.—Except as provided in para-
11 graph (2), a cable operator, satellite carrier, or dis-
12 tributor who has entered into agreements referred to
13 m scetion 631(a) of the Communications Act of
14 1934, as amended by subsection (a), before the date
15 of enactment of this Act, shall provide any notice re-
16 quired under that scction, as so amended, to sub-
17 seribers under such agreements not later than 180
18 days after that date.

19 (2) ExceprioN.—Paragraph (1) shall not
20 apply with respeet to any agreement under which a
21 cable operator, satellite carrier, or distributor was
22 providing notice under scction 631(a) of the Com-
23 munications Act of 1934, as in effect on the day be-
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1 fore the date of enactment of this Act, as of such

2 date.
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