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INTRODUCTION

Three major pieces of copyright legislation were passed by the 105th.
Congress. The first to be enacted was the No Electronic Theft NET) Act,
passed in response to a federal district court decision finding no criminal
liability in the distribution of copyrighted software where there was no
financial gain. Under the NET Act, liability is determined by the retail
value of the work in question. Reproduction of works worth over $1,000
is a misdemeanor, while copying works valued over $2,500 ranks as a
felony. Those convicted face fines and imprisonment of up to three years
for the first offense, and up to six years for a second conviction. The act
also extends the statute of limitations from three to five years and
mandates “victim impact statements.”

More controversial was the issue of copyright term extension. Oppo-
nents viewed such proposals as a move by major publishers and produc-
ers to deprive the public of access to copyrighted works soon to enter the
public domain with the expiration of the old copyright term, most
notably Disney’s Mickey Mouse in 2002. Proponents claimed the exten-
sion of the copyright term by twenty years would promote creativity by
offering artists and authors a greater return on their work, and would
bring the United States into line with the copyright term in effect
overseas.

Their views prevailed with the passage of the Sonny Bono Copyright
Term Extension Act. Title I of the Act amends federal law so as to extend
from fifty to seventy years the duration of copyrights. Most notably this
includes copyrights on works created after Jan. 1, 1978, for which it
extends the term to the life of the author plus seventy years. Section 104
of the Act provides an exception for libraries and archives, allowing
reproduction for preservation, scholarship, or research during the last
twenty years of the copyright term. This limited exception applies only
if it can be determined that the work in question is not subject to normal
commercial exploitation, cannot be obtained at a reasonable price, and
the copyright holder has not provided notice that either of these condi-
tions applies. Title II consists of the Fairness in Music Licensing Act of
1998. This provides that the use of transmission or retransmission of a
non-dramatic musical work originated by a radio or television broadcast
is not a copyright infringement if the establishment is a food service or
drinking establishment, no direct charge was made to see or hear the
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transmission, and such, and that the transmission or retransmission
was licensed by the copyright holder.

The final and most important copyright enactment of the 105th
Congress was the Digital Millennium Copyright Act. The most notable
part of the legislation was Title I, the WIPO Copyright and Perform-
ances and Phonograms Treaties Implementation Act of 1998. This Act,
which amends federal law to conform to these treaties, sparked contro-
versy because of its “anti-circumvention” provisions which opponents
claimed would render unlawful such legitimate activities as encryption
research and reverse engineering. The remainder of the legislation
includes:

Title II - the Online Copyright Infringement Liability Limitation
Act which limits the liability for copyright infringement of Internet
service providers;

Title ITI - the Computer Maintenance Competition Assurance Act
providing that under certain conditions there is no copyright viola-
tion where copies of computer programs are made solely in conjune-
tion with the repair of computer equipment;

Title IV - Miscellaneous Provisions;

Title V - Vessel Hull Design Protection Act which amends federal
copyright law to protect original hull designs which make vessels
distinctive or attractive.

Notably absent from the Act was any provision extending copyright
protection to databases. Such a provision had been a last minute
addition by the House to H.R. 2281, but was dropped from the final bill
version by the Conference Committee.

This compilation includes the full text of all three enactments, prior
bill versions, relevant congressional reports and hearings, Congres-
sional Record references, and presidential statements. Also included are
the full texts of the WIPO treaties.

St. John’s University
June 1999

iv
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Doc. No. 130 144 Cong. Rec. S12985 (daily ed. Nov. 12, 1998) (Reso-
lution of Ratification of the Treaties).

VII. Related Reports

Doc. No. 131 Vessel Hull Design Protection Act, H. Rep. No. 105-436,
105th Cong., 2d Sess. (Mar. 11, 1998).

Doc. No. 132 Digital Millennium Copyright Aect of 1998, S. Rep. No.
105-190, 105th Cong., 2d Sess. (May 11, 1998).

Doc.No. 133 Collections of Information Antipiracy Act, H. Rep. No.
525, 105'" Cong., 2d Sess. (May 12, 1998).

Doc. No. 134 WIPO Copyright Treaty (WCT) (1996) and WIPO Per-
formances and Phonograms Treaty (WPPT) (1996),
Exec. Rep. No. 105-25, 105th Cong., 2d Sess. (Oct. 14,
1998).

HeinOnline -- 4 William H. Manz, Federal Copyright Law: The Legidlative Histories of the Major Enactments of the 105th
Congress xvi 1999



VIILI Related Hearing

Doc. No. 135 The Copyright Infringement Liability of On-Line and
Internet Service Providers, Hearing before the Commit-
tee on the Judiciary on S. 1146, 105th. Cong., 1st Sess.
(Sept. 4, 1997).

IX. WIPO Treaties and Documents

Doc. No. 136 WIPO Copyright Treaty adopted by the Diplomatic Con-
ference on Dec. 20, 1996.

Doc. No. 137 WIPO Performances and Phonograms Treaty adopted
by the Diplomatic Conference on Dec. 20, 1996.

Doc. No. 138 Resolution Concerning Audiovisual Performances (Dec.
2-20, 1996).

Doc. No. 139 Agreed Statements Concerning the WIPO Copyright
Treaty (Dec. 20, 1996).

Doc. No. 140 Agreed Statements Concerning the WIPO Perform-
ances and Phonograms Treaty (Dec. 20, 1996).
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LEGISLATIVE CHRONOLOGY

1. No Electronic Theft (NET) Act

Jul. 25, 1997:
Aug. 5, 1997:

Sep. 11, 1997:
Sep. 30, 1997:

Sep. 30, 1997:

QOct. 7,1997:
Oct. 7, 1997:
Oct. 23, 1997:

Oct. 23, 1997:
Nov. 4, 1997:

Now. 5,1997:

Nov. 13, 1997:

Nov. 14, 1997:

Nov. 13, 1997:
Dec. 5,1997:

House Actions
Referred to the House Committee on the Judiciary.

Referred to the Subcommittee on Courts and Intellec-
tual Property.

Subcommittee Hearings held.

Subcommittee Consideration and Mark-up Session
held.

Forwarded by Subcommittee to Full Committee
(Amended) by Voice Vote.

Committee Consideration and Mark-up Session held.
Ordered to be Reported (Amended) by voice vote.

Reported to House (Amended) by House Committee
on the Judiciary. H. Rep. No. 105-339.

Placed on the Union Calendar, Calendar No. 198.

Called up by House under suspension of the rules.
Considered by House as unfinished business. Passed
House (Amended) by voice vote.

Senate Actions

Received in the Senate and read twice and referred to
the Committee on the Judiciary.

Passed Senate without amendment by unanimous
consent.

Message on Senate action sent to the House.

Executive Actions
Cleared for White House.
Presented to President.

HeinOnline -- 4 William H. Manz, Federal Copyright Law: The Legidlative Histories of the Major Enactments of the 105th

Congress xix 1999



Dec. 16, 1997: Signéd by President. Became Public Law No: 105-147.

I1. Sonny Bono Copyright Extension Act

Senate Actions

Mar. 20, 1997: S. 505 read twice and referred to the Committee on
the Judiciary.

Mar. 26, 1998: H.R. 2589 received in the Senate and read twice and
referred to the Committee on Judiciary.

Oct. 7, 1998: S. 505 discharged by Senate Committee on the Judi-
ciary. Measure laid before the Senate by unanimous
consent. Amendment SP 3782 proposed by Senator
Lott for Senator Hatch agreed to in Senate by unani-
mous consent. Passed Senate with an amendment by
unanimous consent. Message on Senate action sent to
the House.

House Actions

Qect. 1, 1997: H.R. 2589 referred to the House Committee on the
Judiciary.

Mar. 3,1998: Committee Consideration and Mark-up Session held
on H.R. 2589.

Mar. 4, 1998: H.R. 2589 ordered to be Reported (Amended) by voice
vote.

Mar. 18,1998: H.R. 2589 reported to House (Amended) by House
Committee on Judiciary. H. Rep. No.105-452.

Mar. 18, 1998: H.R. 2589 placed on the Union Calendar, Calendar
No. 258.

‘Mar. 24,1998: ELR. 2589 reported to House.

Mar. 25, 1998: H.R. 2589 Amendments: HA 531 Amendment offered
by Representative Coble, and ageed to by voice vote;
HA 533 Amendment Offered by Representative
McCollum, and failed by recorded vote: 150 - 259; HA
532 Amendment Offered by Representative Sensen-
brenner, and agreed to by recorded vote: 297 - 112.
Rule H. Res. 390 passed House. Called up by House
under the provisions of rule H. Res. 390. The House
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Oct. 7, 1998:

Oct. 7, 1998:
Oct. 15, 1998:
Oct, 27, 1998:

adopted the amendment in the nature of a substitute
as agreed to by the Committee of the whole House on
the state of the Union. H.R. 2589 passed House
(Amended) by voice vote.

S. 505 called up by House under suspension of the
rules and passed by voice vote.

Executive Actions
Cleared for White House.
Presented to President.
Signed by President. Became Public Law No: 105-298.

IIT, Digital Millennium Copyright Act

July 29, 1997:

Aug. 7, 1997:

Sep. 16, 1997:
Apr. 1, 1998:
Apr. 1, 1998:
May 22, 1998:

May 22, 1998:

Jun. 5, 1998:

Jun. 17, 1998:

Jul. 17, 1998:
Jul. 17, 1998:

Jul. 22, 1998:

House Actions
Referred to the House Committee on the Judiciary.

Referred to the Subcommittee on Courts and Intellec-
tual Property.

Subcommittee hearings held.
Committee consideration and mark-up session held.
Ordered to be Reported (Amended) by voice vote.

Reported to House (Amended) by House Committee
on 105-551, Part 1.

Referred jointly and sequentially to the House Com-
mittee on Commerce.

Subcommittee hearings held.

Subcommittee consideration and mark-up session
held.

Committee consideration and mark-up session held.

Ordered to be Reported (Amended) by Yeas- Nay vote:
41-0.

Reported to House (Amended) by House Committee
on Commerce. H.Rep No. 105-551,Part II.
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May 22, 1998:

Jul. 22, 1998:

Aug. 4, 1998:

Apr. 30, 1998:

May 6, 1928:

May 11, 1998:

May 14, 1998:

Sep. 17, 1998:

Aug. 31, 1998:

Sep. 17, 1998:

Sep. 18, 1998:

Referred jointly and sequentially to the House Com-
mittee on Ways and Means.

House Committee on Ways and Means discharged.
Placed on the Union Calendar, Calendar No. 362.

Called up by the House under suspension of the rules.
Passed House (Amended) by voice vote.

Senate Actions

S. 2037 ordered to be reported by the Committee on
Judiciary.

S. 2037 reported to Senate by Senator Hatch without
areport, and is placed on Senate Legislative Calendar
under General Orders. Calendar No. 358.

By Senator Hatch from Committee on Judiciary filed
written report on S. 2037. Report No. 105-190. Addi-
tional views filed.

S. 2037 laid before Senate by unanimous consent.
Amendment SP 2411 proposed by Senator Hatch, and
agreed to in Senate by voice vote. Passed Senate with
an amendment by Yea-Nay vote. 99-0.

Senate incorporated S. 2037 in H.R. 2281 as an
amendment. Senate passed companion measure H.R.
2281 in lieu of this measure by unanimous consent.
Senate vitiated previous passage. Indefinitely post-
poned by Senate by unanimous consent.

Received in the Senate. Read twice. Placed on Senate
Legislative Calendar under General Orders. Calen-
dar No. 535.

Measure laid before Senate by unanimous consent.
Senate struck all after the Enacting Clause and sub-
stituted the language of S. 2037 amended. Passed
Senate in lieu of S. 2037 with an amendment by
unanimous consent.

Message on Senate action sent to the House.

xxii
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QOct. 8,1998: Conference papers: Senate report and managers
statement official papers held at the desk in Senate.
Message on Senate action sent to the House.

Conference Actions

Sep. 17,1998: Senate insists on its amendment asks for a conference
and appoints as conferees Sens. Hatch; Thurmond
and Leahy.

Sep. 23,1998: On motion that the House disagree to the Senate
amendment, and agree to a conference Agreed to
without objection. The Speaker appoints as conferees
Reps. Hyde, Coble, Goodlatte, Conyers, Berman
Bliley, Tauzin, and Dingell..

Sep. 24,1998: Conference held.

Oct. 8, 1998: Conference report H. Rep No. 105-796 filed in House.
Senate agreed to conference report by unanimous
consent. Conferees agreed to file conference report.

Oct. 12,1898: House agreed to conference report by voice vote.

Executive Actions
Oct. 12,1998: Cleared for White House.
QOct. 20,1998: Presented to President.
Oct. 28,1998: Signed by President. Became Public Law No: 105-304.
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THE WIPO COPYRIGHT TREATIES
IMPLEMENTATION ACT

FRIDAY, JUNE &5, 1998

HOUSE OF REPRESENTATIVES,
COMMITTEE ON COMMERCE,
SUBCOMMITTEE ON TELECOMMUNICATIONS,
TRADE, AND CONSUMER PROTECTION,
Washington, DC.

The subcommittee met, pursuant to notice, at 10 a.m., in room
2123, Rayburn House Office Building, Hon. W.J. “Billy” Tauzin
(chairman) presiding.

Members present: Representatives Tauzin, Oxley, Schaefer,
Stearns, Klug, Deal, White, Rogan, Shimkus, Bliley (ex officio),
Markey, Boucher, Gordon, Sawyer, Eshoo, Klink, Wynn, McCarthy,
and Dingell (ex officio),

Staff present: Justin Lilley, majority counsel; Mike O'Rielly, leg-
islative analyst; Cliff Riccio, legislative clerk; and Andy Levin, mi-
nority counsel.

Mr. TauzIN. The committee will please come to order. We will
ask our guests to take the seats so we can get organized.

Good morning. Article I, Section 8 of the Constitution provides:
“Congress shall have power...to promote the progress of science
and useful arts, by securing for limited times to authors and inven-
tors exclusive right to their respective writings and discoveries.”
Article I, Section 8 also provides that Congress shall have the right
to regulate commerce among the foreign nations and the several
states. And that is why we are here today, to strike a balance be-
tween these two constitutional directives.

In the Information Age, the concept of copyright and intellectual
property law is a keystone to developing electronic commerce. Just
as oil and gas law defined the growth of that industry in that age,
so too must intellectual property law keep pace with the techno-
logical developments of today, such as the Internet and the elec-
tronic commerce that is so rapidly expanding. Indeed, as technology
changes and converges, the law must do so as well, and that is the
foundation and core mission of the WIPO treaties.

The subcommittee meets this morning to take testimony relating
to H.R. 2281, the WIPO Copyright Treaties Implementation Act.
This bill was favorably reported by the House Judiciary Committee
by voice vote just a few weeks ago. In addition, the Senate has also
considered and overwhelmingly approved a similar bill by a vote of
99 to nothing. What an extraordinary act by the other body. These
actions indicate the policy goals of the bill are generally sound.

¢ })
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The principle of copyright is buried deep within the moral fiber
of American society. Just as it is wrong to steal the physical prop-
erty of another, it is equally wrong to steal the creative ideas of an-
other without providing acknowledgment and, in most instances,
remuneration to the creator of the work. The copyright is basically
a code of conduct that prevents users from stealing the creative
property of others. Those whose work is often tied to ideas and con-
cepts is also included within tangible goods, such as consumer
products.

Historically, copyright law has provided creators of copyright
work with the exclusive right to distribute their own work. One ex-
ception to this general principle is the doctrine of fair use, which
recognizes there is a benefit to allowing the public the use of copy-
righted work under certain circumstances. This unique balance has
worked well in the past and should in fact be the basis for policy
into the future digital age. As we move this bill, we must maintain
indeed this delicate balance between the competing sides of this de-
bate to ensure neither flourishes at the other’s expense. And if this
bill favors the copyrii t community, consumers, manufacturers,
users of copyright work, and society as a whole may in fact suffer.
Similarly, if the bill favors the users of copyright work, then cre-
ativity might be stiffed in some respect. Today we start the com-
mittee’s examination as to whether the bill draws this necessary
balance into policy.

The timing of the debate before us, of course, is important. As
the committee continues its effort to examine issues relative to
electronic commerce, examining how copyright law interacts with
electronic commerce is an important facet of that discussion. As
electronic commerce develops, we as policymakers must indeed es-
tablish clear policy for consumers, network and hardware provid-
ers, and copyright owners which protects the integrity and value of
electronic commerce. Today we will consider and debate the worthi-
ness of legislation to enact additional copyright law relative to elec-
tronic communications in networks.

Accordingly, let me take a moment to thank Chairman Bliley and
his staff for their efforts to ensure that the Commerce Committee
indeed had a chance to take up this bill in this hearing today.
There are particular reasons why this committee is rightly suited
to consider the issues before us. First, we are char%ed by the
House, and by the House rules, with jurisdiction over telecommuni-
cation matters and we have an obligation to do so and we intend
to make sure that duty is carried out. More importantly, the mem-
bers of the Commerce Committee and the members of this sub-
committee, have unique expertise on technology issues which is un-
paralleled in the House or other committees. Legislation of this na-
ture indeed should be considered by members of this committee.

I want to welcome the extraordinary panel we assembled this
morning. Our panels seem to be getting big§er and bigger and big-
ger as the electronic industry and the whole technology and com-
munications expands, and I want to thank you for agreeing to at-
tend in such a large measure for us to educate us on this treaty.

Let me also mention something that was in the news today that
I think will be of particular interest to all the members of the sub-
committee. Apparently, 17-year-old hackers were able to com-
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promise the integrity of the Indian nuclear science program, indi-
cating, again, how critical it is that security in the world of the
Internet and in commerce and in matters as sensitive as nuclear
programs are critical, and, again, indicating why the work of this
committee, in promoting adequate encryption and security and pri-
vacy in the exploding area of Internet services is a critical work for
this Congress, and I wanted to call that to the members’ attention
because it again indicates how small the community of this world
?as become with the explosion of the Internet onto the global sur-
ace.

Let me again thank you all for being a part of this learning expe-
rience for us, and the Chair will now yield to—Mr. Markey is not
here. I will yield to Mr. Boucher for an opening statement for the
minority.

Mr. BoUcHER. Thank you very much, Mr. Chairman. I also want
to congratulate Chairman Bliley and his staff for their very excel-

" lent and successful effort to make sure that H.R. 2281 received con-
sideration by the Committee on Commerce. And I would like to
thank you, Chairman Tauzin, for scheduling the hearing today on
a subject that is of great importance to the users of information,
from libraries to universities, to individuals and their places of
work, and in their homes, and to the manufacturers and users of
consumer electronics products.

Let me say at the outset that we all share a deep-seated commit-
ment to protect from piracy the intellectual property rights of
American creators of movies, books, records and computer software.
No nation on Earth exhibits the creative genius that is found here
in the United States, and these works contribute richly to our do-
mestic economy and to our balance of trade.

There is no debate about the need to afford adequate protection
from theft to creative works. I would also acknowledge that in the
digital network environment these works are at greater risk than
before. Digital reproduction enables copying without degradation,
and the Internet enables the rapid dissemination of information
from a single source to numerous recipients. And so I think it is
appropriate that new legislation be adopted to address these new
concerns. And I share the desire of copyright owners to have those
protections put in place. But it is essential that we legislate these
new protections for copyright owners in a manner that is narrowly
targeted to achieve the intended purpose and in a manner that
does not undermine traditional fair use principles. Nor should we
impede the introduction of useful new technology that has multiple
uses, some of which could be put to copyright infringing purposes.

Unfortunately, H.R. 2281, as reported from the House Judiciary
Committee, does not meet that test. It intrudes greatly upon the
established doctrine of fair use, to the detriment of libraries, uni-
versities and potentially every American citizen. Its new copyright
liability provisions are so broad and so poorly defined that it will
hinder the willingness of manufacturers of equipment to introduce
much useful new consumer technology. For example, the bill pro-
hibits and imposes felony punishment on any circumvention of a
technological protection measure. This provision is truly astonish-
ingly broad. The circumvention does not have to be for the purpose
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of infringing a copyright for the prohibitions and the criminal pen-
alties of that provision to apply. ~

We will hear from witnesses this morning some of the many un-
acceptable consequences that arise from this poorly drafted provi-
sion.

In my group of proposed amendments, there is a simple remedy
that would only punish circumvention when the circumvention oc-
curs for the purpose of infringing a copyright. That amendment
would adequately and fully protect the interests of the copyright
owner, and at the same time, allow circumventions to take place
where today they occur for legitimate uses and occur under the pro-
visions of today’s application of fair use principles. :

The bill imposes liability on the manufacturers and sellers of
consumer products, which can make copies, if it is determined that
their primary intent was for the purpose of copyright infringement.
Manufacturers will not know in advance of the litigation how their
intent ultimately will be judged when their products have multiple
potential uses. Even though their actual intent would be for legiti-
mate uses of their technology, their willingness to introduce the
new devices will be chilled by the potential of broad copyright li-
ability that is imposed in a manner that is not knowable at the
time that they design and produce and put into the market their
new technology.

Another of the amendments that I am suggesting would address
that concern by qualifying the primary intent test and by assuring
manufacturers that they will not be held to a standard that re-
quires their devices to accommodate what will be hundreds of tech-
nological protection measures, many of which will be incompatible
with others. And so through the amendment, I am suggesting we
would not be requiring manufacturers to do something that is tech-
nically impossible, and that is accommodate all of these disparate
and internally inconsistent technological protection measures.

My suggested amendments also address user concerns through
these approaches, by enabling distance learning to employ digital
platforms for data transmission, as well as the closed circuit analog
TV platforms that are in use today and that are sanctioned by to-
day’s copyright law, making lawful under the copyright law the
ephemeral copies of material that are made on a user’s computer
when that user browses the World Wide Web, by firmly implanting
the first sale doctrine into the digital era, by reaffirming the doc-
trine of fair use, by permitting libraries and other repositories of
information to make an appropriate number of archival copies of
the works so that education and research can be facilitated.

Mr. Chairman, I very much hope for the subcommittee’s favor-
able consideration of this set of narrowly drawn and well targeted
amendments that will achieve the kind of balance that you refer
to in your opening statements, and I very much look forward to the
testimony of today’s witnesses.

Mr. TAUZIN. I thank my friend.

The Chair is now pleased to recognize the chairman of the full
]c3011ixl1mittee, the honorable gentleman from Richmond, Virginia, Mr.

ey.

Chairman BLILEY. Thank you, Mr. Chairman.
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In 1948, George Orwell published his now famous novel, 1984.
The book told of a society ruled by Big Brother, who appeared into
all of our lives through a telescreen. The book’s fundamental
premise was that technology would ruin democratic society. Today,
50 years after the book’s publication, we now know that Orwell was
wrong, dead wrong. Technology is a democratizing force. It enriches
us, it educates us and it provides equal opportunity. The digital
revolution is a liberating force in the Internet; personal computers
and other consumer electronics devices are the tools we use to get
a view of the world.

Pending before the Committee on Commerce and the subject of
today’s hearing is one of the most important technology-related
bills of the 105th Congress, H.R. 2281, the WIPO implementing
legislation. We are here today to discuss, whether, as some argue,
this legislation would limit technological innovation and thereby
deny us the promise of technology. Copyright holders insist, how-
ever, it is only through enactment of this legislation that authors
will feel secure in releasing their works into the digital environ-
ment, thus facilitating technological innovation.

One can see immediately that this debate will not be settled eas-
ily, but we intend to try and I speak for all the members when I
say we could use the help of all of the interested parties. I there-
fore urge all of you to redouble your efforts over the course of the
next several weeks to try and resolve these outstanding issues.
Otherwise, we will proceed without the benefit a nongovernmental
resolution.

Meanwhile, let me say that we need to understand precisely
what impact this legislation will have on the, quote, fair use doc-
trine. Educators and researchers rely on fair use to enrich all of us.
Consumers rely on it as well. And I know these groups have con-
cerns with the legislation. We therefore need to explore whether
the anti-circumvention provisions reach too broadly, as my col-
league from Virginia just pointed out.

In the end, the Commerce Committee will do what it does best,
we will add value to this bill. We will be adding value to a familiar
subject, telecommunications communications and information tech-
nology. The committee is in the process of a wide ranging review
of electronic commerce. This hearing is thus very timely, and it is
an important component of the committee’s inquiry into electronic
commerce.

Mr. Chairman, I want to commend you for assembling this dis-
tinguished panel of witnesses. I look forward to working with you
and the other members of the subcommittee.

Mr. TauziN. I thank the chairman.

The Chair is now pleased to recognize the ranking minority
member, the gentleman from Michigan, Mr. Dingell, for an opening
statement.

‘Mr. DINGELL. Thank you, Mr. Chairman. I commend you for
holding this important hearing today on H.R. 2281, the WIPO
Copyright Treaties Implementation Act. Questions involved in this
legislation are very intimately involved in the broad jurisdiction of
this committee over the general subject of telecommunications, and
I am pleased that you are inquiring into this matter.
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The United States is a world leader in the creation of intellectual
property. Continued leadership of this Nation is important, eco-
nomically, socially, and culturally, to the people and to the industry
of the United States.

Millions of people around the world are entertained by movies,
television shows, sound recordings produced in the United States.
Millions glean knowledge from books authored in the United States
that rely on access to the vast array of information placed on the
World Wide Web by American citizens and companies, It is impera-
tive that we do our best to protect these works, and that is why
we are here today.

Unfortunately, the right of a creator to realize the benefits of his
or her labor and ideas is being undermined by the piracy of these
works. Often the pirates reside in foreign countries, such as China,
leaving cogfrri%ht owners little ability to protect themselves against
theft of valuable properties. That is why the issues addressed in
the World Intellectuaf Property Organization Copyright Treaty and
its implementing legislation, H.R. 2281, are important for us to ex-
plore today.

I understand there are concerns associated with this legislation,
not the least of which comes from consumer electronic manufactur-
ers. The manufacturers are also concerned that the implementation
of the protections and penalties contained in .this bill will frighten
manufacturers so that innovation is stifled. The definition of the
groducts that would be outlawed by this bill appears to be narrowly

road—rather, narrowly drawn.

The witnesses today will discuss whether the bill truly targets
only those manufactured products that have been produced to cir-
cumvent protective measures around copyrighted works or whether
it will inhibit legitimate technology and innovation which is a mat-
ter of very special concern to this committee.

Another concern that has been raised about this bill, particularly
by libraries and electronic—rather, and users of electronic services,
as well as academic institutions is that the legislation will greatly
diminish the availability of the fair use doctrine, currently well es-
tablished as a part of copyright law. If that were to happen, I be-
lieve it would be extremely unfortunate. The concern of these peo-
ple stems from the prohibition in the bill against a circumvention
of protective features that allow access to copyrighted works. This
prohibition is a bedrock of copyright law. A producer of a creative
work does not need to provide access to his or her work to anyone
who wants it free of charge. The copyright owner is allowed, and
properly so, to earn a profit from the creative work. Allowing the
public to gain access to the works, without necessary authorizing
steps, would strip copyright law of its very essence. These propri-
etary interests need to be protected. But we must at the same time
ensure that the public’s fundamental right to make fair use of
these works is not diminished in any way.

I look forward to hearing from the witnesses today about this im-
portant legislation that will implement the WIPO treaty and pro-
tect the prosperity of an important segment of American industry.
It is my hope we can identify a middle ground that will address
all legitimate concerns and that accomplishes the overall goals of
encouraging the creation of intellectual property, protecting copy-
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righted works, advancing technological progress, and I thank the
witnesses for coming today.

Thank you, Mr. Chairman.

Mr. TAUZIN. Thank you, Mr. Dingell. ‘

The Chair is now pleased to recognize the vice chairman of our
subcommittee, the gentleman from Ohio, Mr. Oxley, for an opening
statement.

Mr. OXLEY. Thank you, Mr, Chairman.

I am pleased the committee is examining this issue. I am sure
that today’s hearinf will be most informative. X

The digital revolution presents both possibilities and problems
for our motion picture, sound recording and software industries. On
the positive side, digital technology is allowing the global distribu-
tion of an author’s work in nearly perfect quality. Consumers from
Findlay, Ohio to Tokyo, Japan are able to download the latest
Internet browser software or the latest release from the Spice
Girls, if in fact anyone would want to do so.

On the negative side, users of digital works are not limited to
just browsing or enjoying the musical wonders of Britain’s latest
pop sensation. Indeed, the Internet provides questionable char-
acters the ability to download or decode pictures, music or lit-
erature without the consent of the author for illegal redistribution,
alteration or attribution.

The WIPO treaties approved by the United Nations in December
1996 were a tremendous first step to protect intellectual property.
This bill is clearly the next step in that direction.

Thank you again, Mr. Chairman. I yield back the balance of my
time.

Mr. TAUzIN. I thank the gentleman.

The Chair is now pleased to recognize the gentleman from Ten-
nessee for an opening statement.

Mr. GORDON. Thank you, Mr. Chairman, for calling this meeting
and also for bringing such a really distinguished, well-informed
panel before us. I think we are going to find a lot of good informa-
tion today. I am going to ask my formal remarks be made a part
gf the record and would like to make just a couple quick observa-

ions.

Mr. TauzIN. Without objection, all formal statements of members
will be accepted into the record. Without objection, so ordered.

Mr. GORDON. Thank you, Mr. Chairman.

Like so much of the legislation that faces us today, our challenge,
really, is how do you reach down and regulate the bad guys, the
very few bad guys, that are causing problems for everyone, without
imposing on the rest of, not only the country, but the world. That
is the challenge here.

I think everyone agrees that the work of an artist, a writer,
someone who is doing computer software, is a product just like that
of a physician or a carpenter. Certainly we wouldn't want anyone
to go into a carpenter’s workshop and steal a chest that they have
been working on, just as we wouldn’t want someone to steal the
product of a writer.

But we have to keep in mind that this theft is more than just
the theft of an individual, this really is theft of our whole country
because this segment of our economy amounts to $280 billion, 3.5
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million individuals, and is our largest area of balance of trade, $60
billion. So when the rest of the world starts stealing from these in-
dividuals, they are stealing from us as a Nation. So we all have to
be concerned about that.

Now, amazingly, the U.S. Senate has looked at this issue and
given us something of a benchmark with, as the chairman said, a
99 to 0 vote. Now that kind of bipartisan vote in the Senate is
harder than Dan Burton getting a consensus in his committee, so
certainly I think we would think that we have a very good product
to start with. And I think that we also have to keep in mind that
this is only really the beginning of—this is the ceiling, because once
we pass something here, it has to go to the international commu-
nity. Thirty other countries have to pass it. They are really waiting
for us to see what we are going to do. So whatever we do is the
ceiling, it is not the floor. It is going to be probably watered down,
because when is the last time you heard of anybody in Thibodaux,
Louisiana trying to pirate something out of China or Hong Kong.
That is not what is happening, it is the rest of the world that is
trying to pirate our good products, and so they have an interest in
watering this down, we have an interest in protecting our country
and our citizens. So, remember, this is the ceiling. It is certainly
not the basement.

I know that we are going to have some good discussion later on
on my friend from Virginia’s thoughts and concerns and his amend-
ments. And he brings up a very legitimate concern, and that is not
wanting to impede our future technology growth. And, again, this
bill, I think, sets a very good balance.

And let me just, for folks who may not have had a chance to re-
view it, tell you the three-part process before you are held with any
kind of liability for any kind of new equipment. It has to, one, be
primarily designed or produced for the purpose of circumventing a
technology protection measure that effectively controls access to a
work protected under this title. Two, it has only limited commercial
significant purpose or use, other than to circumvent this tech-
nology. And, three, it is marketed by that person or another acting
in concert with that person, with the person’s knowledge for the
use of circumventing. So it is very, very clear that there is not col-
lateral use here. It is someone who is trying to, for their own pur-
poses, steal, they are making something that steals from others.

It is very clear. I think we have a good product here. I look for-
ward to hearing this the rest of this information, and thank you,
Mr. Chairman, for bringing this issue before us.

Mr. TAUZIN. I thank my friend from Tennessee.

Let me point out, Louisiana has known pirates in the past. Jean
Lafitte comes to mind. But the interest in Thibodaux is mainly
keeping Chinese crawfish out.

We have been called to the floor for a 15-minute vote, followed
by a 5-minute vote, so those are really the bad guys, calling us to
the floor. We are going to have time for one more opening state-
ment.

Mr. Rogan from California was here early, and I want to give
him the chance to make an opening statement if he wants to and
then we will take a break.
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Mr. ROGAN. Mr. Chairman, I am pleased to submit my opening
statement for the record.
[The prepared statement of Hon. James E. Rogan follows:]

PREPARED STATEMENT OF HON. JAMES E. ROGAN, A REPRESENTATIVE IN CONGRESS
FROM THE STATE OF CALIFORNIA

Without intellectual proiearty, libraries would have no books; theaters would have
no films; Broadway would have no plays.

Without the creations of our most creative citizens, radios would have no songs;
televisions would have no soaps; and museums would have fewer masterpieces.

The products of the intellect educate, enrich, uplift and entertain. They have im-
mense worth to America’s economy and America’s soul.

New economic studies show that America's copyright industries contributed 3.65%
of the Gross Domestic Produce in 1996, That is $278.4 billion in added value.

If you factor in a growth rate of 4.66 from 1977 to the present for the core copy-
right industries, which, I might add, is three times the growth rate of the economy
during the same time span, the dollar value today is much higher than $278 billion.

Copyright revenues from abroad exceed $60 billion, which makes the industry re-
sponsible for the nation’s largest trade surplus. It hires people at twice the national
average and contributes more to the economy than autos, aircraft or apparel.

Without intellectual property, the pursuit of happiness would be infinitely more
difficult. It is our duty and responsibility to protect these goods from those individ-
uals and entities, both foreign and domestic, who would steal them.

In the past, we have done this with vigor and foresight. But with the emergence
of the Internet, which Jack Valenti calls a “fascinating, revolutionary presence,” we
must take the protection to a new and previously unknown level.

The World Intellectual Property Organization treaties assists in this upward leap.
The WIPO Copyright Treaties Implementation Act, overwhelmingly approved by the
House Judiciary Committee, completes the leap.

If we do this right, the Internet will flourish.

If we do it wrong, everyone involved loses.

It may not be much of a stretch to suggest that the whole world is watching what
Congress does with this legislation because many of the WIPO treaty signatories
will follow our lead.

1 appreciate the participation of today’s panelist, I trust the end product of our
deliberations will be a product of the intellect. Thank you Mr. Chairman.

Mr. TAUzZIN. And I am very pleased to accept it, Mr. Rogan.

What we will do is take a break until 11. That will give us all
a chance to vote and come back timely and finish up with any
opening statements and hear from a very broad panel about this
im,Fﬁrtant bill,

ank you very much. The committee stands in recess.

[Brief recess.]

Mr. TAUZIN. The subcommittee will please come to order.

The Chair will ask, are there any other members who wish to
make an opening statement?

[Additional statements submitted for the record follow:]

PREPARED STATEMENT OF HON. CLIFF STEARNS, A REPRESENTATIVE IN CONGRESS
FROM THE STATE OF FLORIDA

Dear Mr. Chairman: I thank you for holding this hearing and I thank our full
Commerce Committee Chairman, Mr. Bliley, for requesting a committee referral on
this important legislation.

After doing preliminary research on this bill, I have come to the quick under-
standing of how overwhelmingly important ratifying the additional grovisions of the
Geneva Conference to the World Intellectual Progerty Organization have become.

But at the same time, I am greatly interested in making sure there is a proper
balance within the implementing legislation. Congress needs to balance the nec-
essary needs of the content community who requires a modern, global copyright in-
frastructure to be in place, with the legitimate concerns of the manufacturing com-
munity who rely on innovation and new products, and with the needs of the edu-
cational network of schools and libraries in our nation.
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The lifeblood of hi-tech industry is the innovative nature of the business and the
capacity to improve upon existing products. I have heard from various businesses
and manufacturing groups who feel, without some basic change, that H.R. 2281 will
do harm upon their abilities to respond with new products in the digital world.

I understand the Senate equivalent of this bill has already passed, but some nec-
essary changes were made to improve the bill. I also understand that Chairman
Howard Coble is willing to make similar changes in order to improve the bill here.

One change I would Iike to see carried through here is the protection for reverse
enﬁ’neering. My understanding of the software industry is that they rely on the
ability to use software programs from other companies to improve upon them, to
make the new products interoperable with other products, or to make ancillary
products to complement the software they are attempting to improve upon.

If the legislation remains as written, this simple procedure to access others intel-
lectual property in order to create new products could be harmed. I think we need
to preserve this reverse engineering ability in this legislation and I am considering
offering an amendment when we mark this bill in our Committee.

I am also concerned with allowing cryptographers a similar ability to access
encrypted material in order to allow them to design newer and better encrypted
products. Therefore, I look forward to the testimony today from both sides of this
issue to learn more about the state of intellectual prom 1ﬁrotection and to learn
more about the legislative affects on the industry that this bill will have.

ank you Mr, Chairman.

PREPARED STATEMENT OF HON. ANNA G. ESHOO, A REPRESENTATIVE IN CONGRESS
FROM THE STATE OF CALIFORNIA :

Mr, Chairman, today’s hearing on H.R. 2281, the bill to implement the WIPO

copyright treaty, is about the value of digital products in the new electronic market-
lace. The power of the Internet is being harnessed quickly, easily, and cheaply to
ring music, writing, pictures and software to people across the world. But it's es-

sential that Congress, as the Constitution so eloquently puts it, “promote the
progress of science and useful arts, by securing for limited times to authors and in-
ventors the exclusive right to their respective writings and discoveries.” We must
keep this basic tenant of our Constitution and demonstrate to the world its impor-
tance in a global economy.

A great example of the success of this principle is Silicon Valley, where software
that has revolutionized the world is written. Programmers have helped stretch the
imagination of the marketplace, producing software that can be downloaded and
used for free for a limited time to allow potential buyers to “kick the tires” before
buying. The Internet also allows authors, musicians and artists to distribute their
works to anyone, anywhere.

This hearing, I hope, will shed light on the need for copyright legislation to pre-
serve producers right to expect that their works will not be stolen here or sbroad.

There are technological means that producers can and are using to protect this
right. ILR. 2281 seeks to make illegal the tools designed solely to break through
these protections for the purpose of stealing those works. This bill seeks to avoid
the escalation of measures and countermeasures that, in the end, will greatly in-
crease the cost of products, and limit access to these works.

It’s very difficult to write legislation that can keep up with the dynamic and ever
chan%ing digital economy. We need to know if libraries, the great repositories of
knowledge, will be able to afford to provide students and researchers access to
digitally recorded information in an environment where each page, and each view
of each page, may cost money. Obviously our libraries must not be reduced to break-
ing through the necessary copyright protections as the only means to provide free
and continual access for students.

The carriers of information, the road builders of the Internet, need to know that
their technologies are consistent with any law that is passed. And the makers of
the products that allow people to view and store information, need to have clear di-
rections on what they can and cannot produce. It helps no one to slow down innova-
tion due to legislation which has ambiguous definitions.

In closing, I want to thank the Chairman for this opportunity to discuss how mod-
ernizin%gaifyﬁght protection is so clearly a linchpin to a vibrant digital economy.
Silicon ey has created new channels and new tools to allow artists and writers
to bring their work to new audiences. And it has relied on copgight protection to
protect its sbility to invest in new technologies. I hope here in ashington we can
reach an agreement on creating a gold standard for copyright protection that others
countries can follow. .
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I want to welcome all the witnesses, but particularly Jonathan Callas, Chief Tech-
nology Officer of Network Associates from Santa Clara, California and Chris Byrne,
Director of Intellectual Property for Silicon Graphics from Mountain View, Califor-
na.

Mr. TAUZIN. Then the Chair is pleased to recognize our extraor-
dinary panel today. Let me first indicate for the committee that we
are considering the House bill which does not, of course, contain ei-
ther the exceptions or the compromises that are now presently in
the Senate bill that indeed was so overwhelmingly approved on the
Senate side. And what I will ask all of you as witnesses today to
do is to kindly do this for us. No. 1, recognize that this will go on
forever, unless we abide by some good ground rules. The ground
rules are going to be that your written statement is a part of the
record, without objection. That what I would like you to do, as we
call upon you to testify, is to not read to us the written statement,
but simply to summarize key points of your testimony as much in
a conversational matter as you can so that we can hear from all
of you and then get some exchange with the membership of the
subcommittee.

And then, also, to make it clear, whether your comments are di-
rected at the House bill as it is currently written or whether your
comments are directed at the Senate bill after it has been amended
with the exception, so we can understand exactly what you are ob-
jecting to or what you would like to see changed, in terms of the
two drafts that we know about. So that if the problem you want
to talk about or the change you want to suggest to us has already
been adopted by the Senate, at least tell us that so we can under-
fﬁtlnd where we are relative to the Senate, as well as this House

I am now pleased to welcome you all and we will start with Mr.
Marc Rotenberg, the Director of the Electronic Privacy Information
Center here in Washington, DC.

Again, let me remind you, please hit the highlights. It will be
limited to 5 minutes. At the end of 5 minutes I am going to call
a halt to your testimony, so make sure you get it all in so we can
?glar from everybody, and we will abide strictly by the 5-minute

e.
Mr. Rotenberg, please.
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STATEMENTS OF MARC ROTENBERG, DIRECTOR, ELECTRONIC
PRIVACY INFORMATION CENTER; GARY J. SHAPIRO, CHAIR- .
MAN, HOME RECORDING RIGHTS COALITION AND, PRESI-
DENT, THE CONSUMER ELECTRONICS MANUFACTURERS AS-
SOCIATION; JONATHAN CALLAS, CHIEF TECHNOLOGY OFFI-
CER, NETWORK ASSOCIATES, INC.; CHRIS BYRNE, DIRECTOR,
INTELLECTUAL PROPERTY, SILICON GRAPHICS, INC.; ROB-
ERT W. HOLLEYMAN II, PRESIDENT AND CEO, BUSINESS
SOFTWARE ALLIANCE; HILARY B. ROSEN, PRESIDENT AND
CHIEF EXECUTIVE OFFICER, RECORDING INDUSTRY ASSO-
CIATION OF AMERICA; WALTER H. HINTON, VICE PRESI-
DENT, STRATEGY AND MARKETING ENTERPRISE OPER-
ATIONS, STORAGE TECHNOLOGY CORPORATION, ON BE-
HALF OF THE COMPUTER AND COMMUNICATIONS INDUS-
TRY ASSOCIATION; GEORGE VRADENBURG, IH, SENIOR VICE
PRESIDENT AND GENERAL COUNSEL, AMERICA ONLINE,
INC., ON BEHALF OF THE AD HOC COPYRIGHT COALITION;
STEVEN J. METALITZ, SMITH & METALITZ, L.L.P., ON BEHALF
OF MOTION PICTURE ASSOCIATION OF AMERICA; SETH
GREENSTEIN, ON BEHALF OF THE DIGITAL MEDIA ASSOCIA-
TION; ROBERT L. OAKLEY, LIBRARY DIRECTOR, GEORGE-
TOWN UNIVERSITY LAW CENTER; AND CHARLES E. PHELPS,
PROVOST, UNIVERSITY OF ROCHESTER, ON BEHALF OF AS-
SOCIATION OF AMERICAN UNIVERSITIES

Mr. ROTENBERG. Thank you very much, Mr. Chairman and mem-
beé's of the committee. I appreciate the opportunity to be here
today.

I am going to speak with you briefly about the privacy issue. It
has not been central to the debate of the copyright legislation to
date, but I think it is a critical issue for you to consider.

As you know, Mr. Chairman, this week the Federal Trade Com-
mission released a report finding few web sites, few Internet sites .
had adequate privacy policy and is now suggesting legislation. I "~
know that you and other members of the subcommittee have been
working on important legislation in this area.

For Internet users, this is a great concern, and I point this out
in the context of H.R. 2281 because there are aspects of this bill
that could severely change the type of privacy protection that peo-
ple have enjoyed up until this point in the off-line world and that
could also limit the ability for %iople to protect their own privacy
ta?r using some of the new tec olo%ical means that are coming

ong to enable greater privacy, and this is the key point.

But if I could just take a step back for a moment and trﬁ' to ex-
plain for you the relationship between privacy and co%yrig t. Tra-
ditionally, these two interests have peacefully coexisted. Copyright
holders have been compensated for their works, people have re-
ceived the works, but the readers and the listeners and the viewers
of copyrighted works have always enjoyed a high level of privacy.

When you turn on your radio, listen to the news, watch the TV,
pick up a book or magazine, the copyright owner is being com-
pensated, that that person doesn’t necessarily know who you are.
In fact, in most of these settings you are really anonymous. You
have the ability today in this country to receive a tremendous

HeinOnline -- 4 William H. Manz, Federal Copyright Law: The Legidlative Histories of the Major Enactments of the 105th
Congress 12 1999



13

amount of information without ever actually disclosing your iden-
tity.

One of the critical concerns of H.R. 2281, in Section 1202, is that
it could change this. It could make it possible, in the design of new,
what are called copyright management information systems, to
track every time you look at a copyrighted work. And I am not just
talking about the fact you might be a subscriber to Sports Illus-
trated because, as you know, copyright is not just about the maga-
zine, it could be about the picture, it could be about the article. The
fact you are looking at one advertiser’s page and not someone else’s
is an important issue to think about. And one of the provisions that
I think was in H.R. 8048 that may be considered as an amendment
that Mr. Boucher has been working on, I think deals with the prob-
lem very sensibly. It says in effect we have to be clear that in the
design of these systems, we are protecting the ownership interests
of copyright holders. We don’t want to confuse the privacy issue, we
want to keep the personal information separate, and I think that
is a very smart way to deal with this problem and I think a lot of
people who care about the privacy issue on the Internet would sup-
port that effort,

The other big area I want to talk about very briefly concerns cir-
cumvention, and there are many experts on this panel who are
going to go into this in some detail. I want to tell you a brief story
about circumvention and encryption because we spent a lot of time
working on encryption. Several years ago you may remember the
administration proposed an encryption scheme called Clipper, and
when it was proposed, people thought it would be a great new way
to keep the computer systems in the Federal Government secure.

I will be 1 minute—30 seconds.

They classified it, someone got access to the algorithm, they went
after it, they examined the algorithm, and guess what, Clipper
didn’t work. If the government had used that encryption scheme to
protect the Nation’s computing systems, we all would have been at
risk. For people who work on technology and protecting privacy,
the ability to test these things even when they may be copyrighted
is critical.

Thank you, sir.

[The prepared statement of Marc Rotenberg follows:]

PREPARED STATEMENT OF MARC ROTENBERG, DIRECTOR, ELECTRONIC PRIVACY
INFORMATION CENTER

My name is Marc Rotenberg. I am the executive director of the Electronic Privacy
Information Center, a public interest research organization based in Washington,
DC. I am also an adjunct professor at Georgetown University Law Center and sen-
ior lecturer at the Washington College of Law. I have taught privacy law for almost
ten years and I have been involved in many debates and discussions concerning pri-
vacy protection. I appreciate the opportunity to testify today on the WIPO treaty
legislation and privacy issues. Privacy is an important concern of Internet users,
and sensible copyright legislation should have minimal impact on the privacy inter-
ests of Internet users.

I also appreciate the efforts of Chairman Tauzin and Representative Markey and
the other members of the Subcommittee in support of privacy protection. The Sub-
committee has already shown a strong interest in protecting consumer interests in
the online world. Consistent with your earlier efforts on this issue and your ongoing
concerns, I believe that certain changes to HR 2281 are crucial to ensure protection
of this essential freedom.
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PROTECTION OF PRIVACY TODAY

For many years copyright protection and J;rivacy protection have peacefully coex-
isted. Owners of copyrighted workers could receive compensation for their efforts
from users of the works, while those same users could protect their privacy. In the
traditional world of print publication and electronic broadcast, recipients of informa-
tion had a high e?ectation of privacy. You could read the morning paper, listen to
the radio, or watch TV and no one would know that you were doing any of these
particular things. This is not simply tlE:rivacy protection, but the specific ability to
withhold disclosure of your identity—the right to remain anonymeous. Co%right pro-
tection for authors coupled with respect for the privacy of the reader, the viewer,
and the listener has produced a vibrant and flourishing information world.

The need to preserve a high level :flﬁrivacy is all the more important as you con-
sider a new copyright regime that will be in place in the digital world for many

ears to come. you may be aware, privacy is now the number one concern of
ternet users. A report released this week by the Federal Trade Commission found
that few web sites even have privacy policies. People are aware that information is
often collected without their knowledge or consent. This is not a new problem. But
the WIPO imglementing legislation threatens to fundamentally transform many
areas of life where privacy is routinely protected.

Apart from tgrivacy as an important personal riﬁ?t, there is also the very real
problem that the absence of privacy safeguards in the new on-line world may have
significant economic costs. In fact, Commerce Secretary William Daley recentlg de-
scribed privacy protection as a “make or break” issue for electronic commerce. d-
ies by consulting groups and others find that public concern about the loss of pri-
vacy contributes to a reluctance to use new online services.

PROBLEMS CREATED BY COPYRIGHT MANAGEMENT INFORMATION

One of the central problems with H.R. 2281 is section 1202 concerning Co&yright
Management Information. CMI ig information related to a digital work. A CMI sys-
tem could be used appropriateiy to help ensure that copyright holders are able to
clearly establish the ownership of a copyrighted work in a digital enyironment. For
example, making sure that a cogyright notice could not be removed. But CMI could
&lso be used, inappropriately I believe, to track the activities and interests of users
of co;zgﬁghted works. In this design, it is not just the information necessary to pro-
tect the ownership interests of the copyright holder that is recorded, but also the
specific uses of the cogyrighted work.

As currently drafted, section 1202 defines the type of information that may be col-
lected in the course of establishing a system for copyright management information.
The focus is clearly on probectin% ownership, but the section does not preclude the
collection of personally identifiable information. As a Ega}.{ctical matter, this could
mean that every use of a cogyrighted work would be linked to a particular user.
This would produce far more detailed information about individual preferences, likes
and dislikes that was ever collected in the past.

In our current world, the Washington Post might know that your are a subscriber
if you have home delivery, though of course you could still pick d:g the paper at a
newsstand. Rut the world created by this legislation will be very different.

The reason for this is that copyright exists at a much higher level of specificity
than the purchase information that might generally be known to businesses. A copy-
right attaches to a single article, a single photograph, a single piece of music. It is
one thing to say that you are a subscriber to Sports Hlustrated, quite another to
know that you read articles on gymnastics, but not football, look at pictures of
swimmers but not boxers.

That the drafters of HR 2281 were aware of the privacy problem in this section
is apparent in the language of 1202(c)(6) which makes clear that the Register of
Copyrights, who could otherwise issue reEdaﬁom, may not collect any information
regarding the user of the cop%'righted work. But this provision is far too narrow, and
leaves open the opportunity for virtually anyone other than the Register—including
copyright holders, OSPs, and develolpers of new systems—to hardwire the collection
of personal information into the CML.

t should be clear first that copyright holders have no special claim on what you
or I wish to read, watch, or hear. Copyright law has never established a right to
know the identity of a user of a copyrighted work. Where identity has been dis-
closed, it is generally pursuant to a licensing scheme (ASCAP) or some secondary
purpose (shipping a product) and not federal legislation. It may also be necessary
to determine the identity of a user of a work to establish infringement. But there
is no general right of a copyright owner to know the identity of the user. The CMI
provision, if left unchanged, could radically alter this fundamental arrangement.
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I believe many others are well aware of this problem. Bruce Lehman made clear
that CMI should not include tracking or usife information in testimony before the
House Judiciary Committee. He said, “It would be wholly inconsistent with the pur-
pose and construction of this bill to include tracking and usage information within
the definition of CML”]

To create databases that would record each person’s use of co;ﬁrrighbed works
would be to establish the most intrusive and far-reaching data collection systems
ever conceived. We have seen similar proposals to track users private communica-
tions. The Administration tried, by means of the Clipper scheme, to establish an un-
breakable technique to track all communications in the digital world. No proposal
has been more widely criticized on the Internet. Even the Administration conceded
that Clipper was ultimately a failure,

It is not enough to note the special circumstances when users may be required
to defeat ctzgyrig t management schemes to further important ends, it is necessary
to ask whether it is appropriate and fair for copyright holders to demand disclosure
of one’s identity as an additionsal cost of gaining access to a copyrighted work.

If this issue is unresolved, then the other provisions of 1202, notably subsections
(a) and (b), become problematic. I would agree for example, that a user does not gen-
erally have the right to alter copyright management information pertaining to the
owner of the work. But if the CMI also includes information about the individual,
how could we say presumptively that he could not alter it, if it was for example,
inaccurate, incomplete, or out of date. In such a setting the copyright interest would
always trump the privacy interests. That can’t be right and it certainly isn't nec-
essary to achieve the purpose of section 1202,

I believe that a very clear line must be drawn between the information that is
necessary to establish the ownershaif of copyrighted works and the very different in-
formation relating to one’s personal activities and private preferences. Without the
ability to defeat unreasonable claims on users identity, individuals will face a harsh
choice: sacrifice privacy and receive information or &rl;)tect privacy and be cut off
from information world. There is nothing in the technology or our legal tradition
that requires this result.

There is a possible solution. Section 1202 of the Boucher-Campbell measure freats
privacy issues more directly and more sensibly. It explicitly excludes from the defi-
nition of copyright management systems any personally identifiable information re-
lating to the user of the work (“including but not limited to the name, account, ad-
dress or other contact information of or pertaining to the user.”) [new gection 1202]
In this manner it avoids the very serious problems that could arise if 1202 is left
in its current form.

The attempt by the Senate to address privacy concerns through section 1205,
while well intended, will slmgg not do the job. A sweeping new data collection sys-
tem—which is the essence of CMIs—must make clear how personal information is
to be protected. Section 1205 fails to establish the privacy rights that are necessa).ﬂ;
to protect the information that could be collected as a result of passage of this bill.
In effect, it recognizes the problem, but proposes no solution.

If this is not clarified, then it is necessary before any copyright management
scheme is enacted into law, to establish a legal right and the technical means to
obtain information anonymously. Then it is necessary to make clear the privacy
safeguards, established by statutory t1grovisions similar to those found elsewhere,
that will apply when personally identifiable information is obtained.

THE ISSUE WITH COOKIES

Several of the sponsors of the Senate measure have expressed concern about the
treatment of cookies. The issue is this: could a copyright owner use a particular fea-
ture of the Internet protocols to log the activities of a user, by placing a small file
on the user’s disk, and effectively by means of this Act prevent the user from dis-

. abling the file.

The Senate wrestled with this problem. Some expressed concern about the poten-
tial privacy gzoblems. Others said that there was in fact no problem. In the end,
I think the Senate may have misunderstood the cookies problem. The Senate fo-
cused on the problems that could result if the cookie was encrypted or special copy-
right interest attached. Certain provisions in the bill suggested that defeating such
“hardened” cookies would not be allowed.

This could well be a problem in the near future. But the much clearer problem
today is found section 1201(a)1) which says simply that “No person shall cir-
cumvent a technological protection measure that effectively controls access to a
work protected under this title.” This prohibition coupled with the definitions of cir-
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cumvention and technological protection mechanism would produce many unin-
tended consequences.

For example, a cookie can be used to control access to a web site. This is done
with many web sites toda%' to make it easier for people to use web sites without
having to remember lots of passwords. For example, the New York Times web site
requires a password. The first time I went to the site, I registered and was given
a password. The New York Times stored some information in a file on my computer,

ed the “cookie” file, so that when I returned to the New York Times web site
my password would be automatically uploaded and I could get access to the site.

ow, what happens if I decide to delete the cookie file that the New York Times
has placed on my computer? Perhaps I don’t want others who use my computer to
have access to the New York Times web site through my password. Perhaps I am
concerned that the cookie might also contain some information about my interests
that I don’t think the New York Times should be collecting about me. Under the
terms of HR 2281 as currently drafted, I believe it could be argued that this it is
an unlawful circumvention of a technological protection system for me to remove
this cookie from my own computer.

This result is reached for several reasons. First, the definition of technological
grotection mechanism is very broad. Second, the definition of circumvention is very

road. The language is such that it covers far more than extensive decrypting, re-
verse engineering, or cracking. Under the current language, simply “removing” or
“deactivating” a bit of software would be considered circumvention. And, of course,
the technology is changing rapidly.

It ig very important to narrow the language in sections 1201 (a)(1), 1201 (a}(3)(4),
and 1201 (a)(3)(B) to avoid this result. Here again, HR 3048 offers a better approach
by making clear that the circumvention conduct must be done for the “purpose of
facilitating or engaging in an act of infringement,” of a technological measure used
by the co; ZSﬁght owner “to preclude or limit reproduction of work.” Section 1201(a)
in HR 3 makes much clearer what the prohibited conduct is and avoids the
%a(.)nly(unintended consequences that would likely result from adoption of the current

a) language.
IDENTIFICATION OF DIRECT INFRINGER

There is also a Ls.fgniimécant privacy problem in the way HR 2281 treats the problem
of investfﬁaﬁng infringement. The industry agreement to resolve the problem of
OSP liability has, unfortunately, created new privacy risks for users,

The provision on “Identification of Direct Infringer” (Proposed Section 512(g)
would grant broad new rights to obtain access to information about the activities
of Internet users grior to any showing of actual infringement. While this provision
may shield the OSPs from liability, it opens the door to new actions against users
whether or not they are in fact engaging in infringing uses of copyrighted works.

Section 512 lacks adequate safe, ds to ensure that inaccurate, incomplete, or
outdated information does not result in improper or unreasonable intrusions on pri-
vacy. It grants too much latitude to those who might pursue fishing expeditions.
While the declaration process is useful, there are no means set out to ensure that
this process is not abused. Particularly in circumstances involving competitors or
critics, it is not difficult to imagine that copyright holders might use their rii:Ehts
under 512(g) to investigate and gather information about the activities of others
that would not generally be available in the off-line world.

Procedural safeguards should be established that would require a threshold show-
ing of the likelihood of success on the merits, the o(f%ortunity for motion to oppose,
and judicial review. At the very least, notice should be provided by the OSP to the
subscriber within some reasonable time after information about the subscriber is
disclosed to a third party. This perhaps the surest guarantee that this new author-
ity is not abused.

ABOUT ENCRYPTION

One of the central technologies to protect privacy tolcll)}y is encryption. It is the
means to hide information and also to authenticate information. Encryption re-
search is proceeding at a fast pace, driven by the need to enable a secure environ-
ment for data transmission and to promote electronic commerce. We have a particu-
lar interest in the privacy community in ensuring that techniques to promote con-
fidentiality and to protect identity are robust and secure.

It is central to the development of encryption, as it is to other scientific enter-
prises, that basic research be open, unrestricted, and subject to comment and criti-
cism, An excellent example of the problem with the alternative a&proach was pre-
sented when the government announced the Clipper encryption scheme that would
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have been a standard across the federal government to protect the security of gov-
ernment information, A cryptography expert was able to show that the scheme could
be easily broken. Efforts to restrict this testing that may even raise concerns about
natio security—attacking the governments own codes—could have devastating
Mf)aﬁ on privacy and network security. .
believe that 1201 takes the wrong approach in trying to limit the use of
encryption techniques. The provision casts a long shadow over efforts to promote
interoperatibility, to encourage innovation, and to strengthen network security. The
simple problem is the attempt to criminalize a new technique rather than a bad act.
I u.r%e you to narrow the language in 1201 to focus on the bad act and not the
technology.

LAW ENFORCEMENT ACCESS

Mr, Chairman, I am concerned also about the current language in 1201(f) and
1202(d) that ufrants sweeping authority to agents of the government to engage in
acts that would otherwise be prohibited by this measure, I appreciate that there are
important circumstances necessary to the protection of the public and the investiga-
tion of crime that requires law enforcement officials to engage in certain activities,
But these exceptions, when they are incorporated in law, are typically done by ref-
erence to explicit statutory authoritg and with the recognition that our Constitu-
tional form of government places ill between the investigatory authority of the gov-
ernment and the people an independent judiciary that has the responsibility to as-
seas the claims of the government against the privacy interests of the citizenry.

This bill contemplates many circumstances where personally identifiable informa-
tion will be collected and potentially disclosed. In the investigation of copyright in-
fringement, for example, 1t is clearly the case that information about individuals
could be obtained by law enforcement. Where such a search by a government agent
occurs, it is taﬁ)pmpriat:e and necessary to establish some form of judicial review to
ensure that the search is not improger. Many of our modern privacy laws, dealing
with everything from cable subscriber records to electronic ‘mail, recognize that
there are circumstances where law enforcement will need to get access to similar
personal information to investigate allegations of wrongdoing. But all of these laws
establish a requirement for a warrant, subpoena, or similar lawful process, to en-
sure that the interests of the individual are preserved.

No such language is found in HR. 2281.'] believe this a serious omission and I
would strongly urge the committee to revise 1202(f) and 1202(d) so as to make clear
that when personal information in the possession of a third party is sought by an
aEent of the government, a lawful warrant, subpoena, or other lawful process is first
obtained. It 18 not sufficient to say that the activity is “lawfully authorized.” To be
consistent with the core Fourth Amendment principle, that authorization must be
pursuant to a judicial determination.

On this particular point, I am afraid that the Senate measure goes even further
in the wrong direction. So much so, in fact, that it even calls into question whether
the United States will be complying with its obligations in the O treaty if it
permits not only agents of the government but also “contractors” and “other per-
sons acting at the direction of government officials to engage in acts otherwise pro-
hibited ny the Act. I am not aware of such a sweeping exception in ana{' other federal
statute. It goes far beyond the “order public” doctrine in international law that rec-
ognizes the ggecial concerns of law enforcement.

Again, H.R. 3048 takes a more sensible approach. Relying on existing legal doc-
trines that permit law enforcement officials to engage in acts necessary to inves-
tigate crime and protect the public, it creates no new exemption that could under-
mine existing Fourth Amendment safeguards or even raise questions about compli-
ance with the WIPO Treaty.

ADDITIONAL PRIVACY ISSUE—PROTECTION OF ANONYMITY

Addressing ﬂrivacy concerns in legislation is often a defensive measure and raises
the concern whether law can ever keep up with technology. I'd like to suggest that
there may be a way to get out ahead of the privacy issue with the legislation with
a proactive provision that could enable electronic commerce and protect rivacy in-
terests, The Subcommittee should consider a new provision that would explicitly
guarantee the right of individuals to receive information without disclosure of iden-
tity—a right of anonymig.

uch a provision would follow well established practices in the off-line world
where it is possible for individuals to routinely buy books in bookstores, read news-
papers at newsstands, and view aiﬁctu.res in museums, without ever disclosing their
actual identity. Anonymity has also been central to the growth of the Internet and
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the vibrant intellectual traditions of this country. The Supreme Court has also re-
cently affirmed that the right to speak anonymously is protected by the First
Amendment.

A similar provision was recently adopted in the German multi-media law and is
specifically intended to promote consumer confidence in new on-line services. Other
governments, including Canada and the Netherlands are exploring new techniques
to promote anonymity because they also believe that this could be one of the best
ways to develop long-term solutions to the piracy problem.

T am not proposing any particular product, technical means or government stand-
ards. There may be dozens or hundreds of companies that could develop new prod-
ucts and services to enable anonlggmus payment for digital works and anonymous
viewing of information in the on-line world. The critical point is to take this oppor-
tunity to encourage the creation of these systems by establishing a right for individ-
uals to gam access to a copyrighted work without being compelled to disclose their
actual identity. As long as the copyright holder receives value, I do not see a pos-
sible objection.

Such pro-active privacy measures could be the seeds of new privacy safeguards
in the on-line world. Short of a legislative right, a study examining the prospects
for such opportunities could certainly be pursued by the National Research Council.
An earlier report on encryption has been quite useful for policy development. A simi-
lar report on means to promote anonymity in the on-line world could be useful.

NEED FOR PRIVACY SAFEGUARDS IN HR 2281

Privacy protection is central to the American tradition. It has long coexisted with
copyright, and by practice, has enabled a rich and vigorous of information and ideas.
It is particularly important with the development of new information technologies
to ensure that privacy is protected.

Congress has recognized the importance of protecting the privacy of one’s pref-
erences, particularly in new information services. In 1984 as part of the Cable Act,
privacy provisions were incorporated to protect the privacy of subscriber informa-
tion. The Video Privacy Protection Act of 1988 extended safeguards to customers of
video rental stores. Even the Telecommunication Reforms Act of 1996 makes clear
the need to protect privacy in this new information world.

The combination of a draconian copyright management regime with an absence
of privacy protection enforceable in law, will allow information owners to extract
personal information from consumers that would never have been disclosed in the
off-line world. It is an unfair choice that no one should have to confront.

As currently drafted, H.R. 2281 will create many privacy problem. But there are
ways to address these problems that still respect the interests of the copyrights
holders. I have proposed several in my statement. I hope you will give them all full
consideration.

The Internet is still in the very early stages of development. There is every oppor-
tunity to shape the on-line environment to promote electronic commerce, protect in-
tellectual property and still preserve privacy. There is no reason to enact provisions
that will sacrifice this essential freedom.

1 appreciate your attention. I will be pleased to answer your questions.

Mr. TAUZIN. Thank you, sir.

Next is Mr. Gary Shapiro, president of Consumer Electronics
Manufacturers Association.

Mr. Shapiro.

STATEMENT OF GARY J. SHAPIRO

Mr. SHAPIRO. Thank you very much.

At the outset, I want to make it clear that we actually support
passage of legislation to implement the WIPO treaties, and we sup-
port you, Mr. Gordon, and we oppose black boxes.

I do represent the manufacturers of consumer electronics prod-
ucts. There are about 1.6 billion in American homes, and our mem-
bers do not produce black boxes, they produce legitimate products.
But we can’t support the legislation before this committee, and in-
stead we ask you to support the well-crafted and narrowly drawn
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a}:lnendments that are being proposed by Congressman Rick Bou-
cher. .

And, Mr. Chairman, we greatly appreciate your initiative and
that of Chairman Bliley to obtain referral of this legislation be-
cause it does provide you with an opportunity to address the prob-
lems, and I would like to, in my 5 minutes, identify three problems.

First, this legislation, as well as the Senate legislation, would
make designers of new devices, such as computers and VCRs, as
well as high definition TV sets and set top boxzes responsible for re-
sponding to implementing any and all technical anti-copy measures
chosen by anyone, any copyright owner. This would chill or even
freeze product design innovation.

Now this committee has focused on other legislation affecting our
products, electronics products: The V-chip, closed captioning, scan-
ners. Every one of those laws has been very narrowly drafted to
focus on a specific aspect of the technology. The challenge we face
in this is broad and undefined.

The bill would outlaw certain design choices, even if they are un-
dertaken for good reasons, such as ensuring consumers can actu-
ally receive a viewable picture on their new television sets. This
legislation is simply a “one size fits all” approach. All electronics
products and components would be forced to respond to every tech-
nological protection scheme invented.

Third, the bill lacks any definition whatsoever of what is called
a technological protection measure. In the interest of brevity, I am
going to call that TPM from now on. This bill has no definition of
TPM, yet it would punish the device designs for conduct that may
be viewed as circumventing such measures. This committee can ad-
dress the deficiencies.

First, the bill needs a clear provision stating it does not impose
a design mandate on products or their components and force them
to respond to a TPM, unless it is specifically required by the law.

Second, the bill really means a playability provision. That is, con-
sumers should be able to receive what they pay for, the products
and the programs that they are actually buying should be able to
play a program. We are very concerned about that as people who
sell to the public. If as a result of some TPM a product cannot
properly perform the work in an authorized fashion, it ought to be
lawful to make product adjustments to give consumers the device
and program performance to which they are entitled.

And, third, and significantly, the bill needs a definition of what
actually this TPM or technological protection measure is. There is
no description, there is not a noun or description defining the term
with respect to the bill’s coverage of device design. Such bills are
not limited to protecting copyrights, such measures, they are not
limited to avoiding copyright infringement and they are not limited
i‘:io technologies that may be reasonably anticipated by our product

esigns.

That is why today you are hearing from people concerned about
f)riva , about pornography filters and other parts. We have spent
ots of time meeting with the copyright owners and talking about
copyright protection technologies for more than a decade. Only a
few are worthy of support. For everyone implemented, many are
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found not to work or work too well, that is they totally obliterate
authorized as well as unauthorized performances.

For example, legislation was once offered and was considered by
this committee to require audio recording products to respond to a
TPM proposed by the recording industry. It took a year, and this
committee’s request for a government study, the government,came
back with a study and it showed that that protection measure, pro-
posed by the recording industry association, would harm the qual-
ity of recorded works. You could hear that the music was bad and
it was ruining our product and it was ruining the music.

I have a lot more to say, but I am going to summarize by saying
we have some specific fixes, and I want to emphasize we are will-
ing to work with the committee. They are very narrow fixes. We
are almost there. We buy into the process and we know we are be-
yond the legislative process, but there are some narrow amend-
ments proposed by Congressman Rick Boucher, which we support.

[The prepared statement of Gary J. Shapiro follows:]

PREPARED STATEMENT OF GARY J. SHAPIRO, ON BEHALF OF THE HOME RECORDING
RIGHTS COALITION AND THE CONSUMER ELECTRONICS MANUFACTURERS ASSOCIATION

I. INTRODUCTION AND SUMMARY

I am pleased to appear today on behalf of the Home Recording Rights Coalition
(HRRO), of which I am Chairman, and the Consumer Electronics ufacturers As-
sociation (CEMA), which I serve as President.

CEMA is an association sector of the Electronic Industries Alliance (EIA). CEMA
represents manufacturers of television and stereo receivers, video and audio record-
ers and players, personal computers, multimedia devices, and hundreds of other con-
sumer electronics products. Our members represent about 250,000 U.S. manufactur-
ing jobs and about $64 billion in annual sales.

e HRRC was formed in 1981, in résponse to a Ninth Circuit appellate opinion,
and proposed legislation, that would have banned the sale of home recording devices
to consumers, Although the Supreme Court reversed that decision and preserved the
right to sell home video recorders in its 1984 “Betamax” opinion, in almost every
Congress someone has proposed k:lluig off, crippling, or taxing the “golden eggs”
from the technology innovation “goose.” HRRC has therefore remained active. It in-
cludes consumer electronics manufacturers and retsilers, consumer organizations,
service associations, and others interested in the personal, non-commercial use of
consumer electronics recording %?ﬁiﬁment'

On behalf of both CEMA and C, 1 want to thank you for asserting jurisdiction
over H.R. 2281 and for giving us the opportunity share our concerns about this anti-
consumer, anti-technology legislation. The bill before you, H.R. 2281, would impose
new regulation on technologies and devices, including consumer electronics and com-
puter products. The subject matter of this bill strikes to the very core of this Sub-
committee’s long standing concerns with respect to broadcast and cable television,
comtguter technologies, the Internet and electronic commerce. H.R. 2281, as reported
by the Judiciary Committee, threatens each and every one of those interests.

Before turning to our concerns with H.R. 2281, let me underscore a few basic
points. We have no fundamental objection to ratification of the WIPO {reaties or to
enactment of appropriate implementing leiislation. We support legislative and other
efforts to outlaw true “black boxes” that have no legitimate purpose other than to
defeat copy protection technologies, in order to infringe copyrighted works.

We support the private efforts that have been on-going for over two years now
to brin% together the interested companies and industries to develop truly effective,
workable copy protection technologies for the digital environment and to find inno-
vative ways to brintg those technologies to the marketplace with adequate legal
backing. Members of the consumer electronics industry have spent countless hours
and very large sums of research and development money to work with the computer
and motion picture industries to develop the most advanced technologies and prac-
tical approaches and legal documents to support these bechnoh&;ies.

We appreciate the initiative taken by the Chairmen of both this Subcommittee
and the full Commerce Committee to obtain the referral of this legislation. I am
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here today because I believe that this Subcommittee and the full Committee have
an opportunity to provide a badly needed balance to H.R. 2281,

Let me also emphasize our a%preciation for the work of Congressman Boucher on
this legislation. We have joined with many, many others in supporting his alter-
native legislation, H.R. 3048, and continue to believe that it would be a preferable
way of approaching these issues. We are gleased that nine Members of this Commit-
tee have joined as cosponsors of H.R. 3048. Beyond the issues of implementation of
the 1996 WIPO treaties, this legislation provides for up-dating the Co&)yright Act
to carry forward concepts that have been relied upon by libraries and education in-
stitutions in legitimate uses of analog technologies so that the new digital tech-
no‘l“olﬁ'i.s may be used for the same purposes.

ile we have supported alternative approaches to im%gamentation of the WIPO
treaties, we recognize where the legislative process is today. Accordingly, we have
a small goup of concrete pgfosals to change this legislation in ways that would
address the most fundamental concerns that we have with its current form. These
proposals are:
(1) addition of a definition of “technological protection measure”;
(2) addition of a clear statement that the failure to respond to any particular techno-
logical protection measure is not “circumvention”; and
(3) an exemption for product manufacturers and servicers to allow them to mitigate
noticeable adverse effects on the ordinary, authorized functioning of products,
where such effects are caused by a technological protection measure or copy-
right management information.

II. GENERAL CONCERNS WITH H.R. 2281

A. H.R. 2281 Is Essentially About Regulation of Technology, Not Copyright

While it may have oﬁ&}ﬂﬁted in the Judicia.rg Committee, this legislation is not
really about copyrights. ile amending Title 17 of the U.S. Code, the bill does not
amend the Copyright Act, and the acts prohibited by its terms are not tied to in-
fri.nﬁement of copyrights. Though it & orts to implement intellectual property-re-
lated international accords, it is a b t will directly affect and, in some signiﬁ-
cant respects, threaten future technological development and the availability of new
consumer products. The core issues addressed by the bill's device regulations—tech-
nological innovation, product standards-making, and actual commercial practices—
are those that this Subcommittee and Committee deal with all of the time. For this
reason, in our view, this Subcommittee ought to play a major substantive role in
reformulating this bill.

Quite simply, the bill outlaws tproducts that circumvent “effective technological

rotection measures.” The first of the mgjor conce%tual and practical problems in

R. 2281 as reported out of the House Judiciary Committee (8. 2037, the Senate
companion bill has the identical flaw) is that Section 1201(b) utterly lacks a defini-
tion of just what are the “technological protection measures” to which a product
must respend or that it must imﬂ;l)lement. The uncertainty that will be created by
this lack of definition will chill the introduction of new products and new designs
and the ambiguity created by the bill’s drafters is, in our view, altogether inappro-
priate for a federal criminal statute.

Essentially, there are two problems with the new Section 1201, First, it would
meke designers of new devices, such as computers and VCRs, as well as high defini-
tion television sets and set top boxes, responsible for responding to and implement-

1:;5 any and all technical anti-copy measures chosen by anyone who transmits a sig-
or distributes a program. It would require manufacturers to accommodate in
their most advan consumer products even outdated technological protection
measures that would have outlived their usefulness in a_competitive environment.
These requirements present enormously difficult design challenges for manufactur-
ers and aten the introduction of new features desired by consumers. It would
invite courts to declare new models unlawful based only on their designs, compo-
nents, and capabilities.

Second, the bill would outlaw certain design choices, even if they are undertaken
for entirely legitimate reasons, such as ensuring that consumers can actually receive
a viewable picture on their new television sets, can hook up their set top boxes to
television sets and expect them to work, or can engage in practices, such as time
ghifting over-the-air broadcast or other programming—or other fair uses—that have
long been permitted under the law.

e bill would toss entirely into the hands of the federal judiciary the question
of when devices can be kept from the market by copiyl;ight proprietors, without giv-
ing the courts any sensible, useful or workable guidelines as to what to do. In short,
we would be back to the chaos that existed before the Betamax opinion. But at risk
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would be not only new versions of the familiar VCRs and audio recorders, but also
all of the computer and telecommunications hardware and software products that
have come on the scene in the past two decades, as well as the utility and success.
of high definition television sets and set top boxes, both of which have been of such
interest to this Subcommittee over the past few years.

B. This Legislation Directly Threatens The Design of VCRs and Other Products

Mr. Chairman, I want to be clear about two things. First, contrary to what you
may have heard from the proponents of this bill, H.R. 2281, as drafted, directly af-
fects current models of Vi and other ordinary consumer products. Although 3ro~
ponents of this legislation have repeatedly argued that the bill is not intended to
capture VCRs and other general pufgose consumer products, when asked directly
by Senator John Ashcroft, however, they do not deny that they do, in fact, want to
be abl:s to sue manufacturers of such products on the basis of their design and com-
ponents.

In short, the problem u)iresented by the bill is not that a general purpose VCR or
computer might run afoul of standards set out in Section 1201(b). Rather, given the
statements of the bill’s champions, there are ample reasons to be concerned that a
litigant could and would allege that a component or part of the VCR or other multi-
function product, either on a stand-alone basis or as integrated in that device, would
do so, thereby tying up either the component necessary for the product, the product
itself, or both, in protracted litigation.

Second, the essential ’?roblem with H.R. 2281 is that its Section 1201 provision
is, itself, the “black box.” Unless the bill adequately describes its terms and scopes,
properly circumscribes the activities and devices that it prohibits and grounds its
provisions in existing cop!right law and consumer expectations, then it is anyone’s
guess what is really inside this “box.” The proposals we make below are intended,
in large part, to address and alleviate this problem,

C. H.R. 2281 Ignores the Balance of Current Copyright Law

1. Section 1201 Nullifies The ‘Betamax” Case—When VCRs were first introduced
as consumer products, a lawsuit was filed to keep them off the market. But the U.S.
Supreme Court acted with restraint: it ruled that products having any commercially
significant non-infrin?ing use may be lawfully gold. This does not legitimize the
often cited example of a toaster attached to a “black box.” The Supreme Court held
that the non-infringing use had to be integral to the purpose of the device and that
time-shift home recording is such a lawful use.

Section 1201(b), however, would allow a court to ban a new VCR or computer if
a jury should decide that any component or part is designed, used, or marketed for
the purpose of failing to resgond to any anti-copy measure applied to any signal or

rogram. The device would be banned even though it has commercially significant
air, or otherwise noninfringing, uses under the tCe%ﬂyn t Act.

For example, a content owner could use a nological protection measure to
eniﬁ?t over-the-air or other television programming. Nothing in the legislation
would prohibit this result. Thus, to the extent that consumers—and Congress—ex-
pect to preserve time-ghifting, H.R. 2281 would give movie companies the legal
means to frustrate that expectation under the force of law. VCRs, of course, would
be rendered largely useless in this circumstance,

Nonetheless, even the motion picture industry has recognized that keeping home
VCRs off the market would have been an enormous mistake. Inhibiting consumers’
access to television programming and inviting the courts to issue edicts against new
and valuable consumer products was bad policy in the 1970s and 1980s and would
be worse policy now. .

2. Section 1201 Outlaws Circumuvention Without Regard to Copyn'fht Infringe-
ment—Section 1201 goes much further than nullifying the Betamax holding. {t does
not even require that the “circumvention” be in aid of copyright infringement. Sec-
tion 1201 outlaws devices that do not meet its vague design standards, without any
requirement that the so-called “circumventing” use is a copyrigl:: infringement. So,
while the fair use rights of librarians, scholars, computer software engineers and
others are not attacked directly, they are also effectively nullified because these
users will not be able to obtain the devices that allow them to exercise these rights,
The measure would deny to technical, scholastic, and other creative users the hard-
ware and software tools necessary to do their work, whether or not that work would
infrin%e any copyright right of any pro rietor.

3. The 1201(d) *Savings Clause” Saves Nothing and Nobody—Much has been
made of the so-called “savings clause,” Section 1201(d), which purports to preserve
existing user rights, including fair use. This provision is simply irrelevant to the ac-
tual damage done by Section 1201. If a device is banned on the basis of its use to
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“circumvent” some technological protection measure, the user never gets to make
any use of it, fair or otherwise.

Nor does this provision allow “fair use” to be invoked as a defense for a product
design that enables fair uses by consumers. Since Sections 1201(a) and (b) establish
a new right of proprietors to have devices declared illegal irrespective of their fair
uses, Section 1201(d) does nothing whatever to limit the scope or application of
these subsections.

I, SPECIFIC PROBLEMS AND PROPOSALS FOR AMENDMENTS
A. Problem: Lack of a Definition of “Technological Protection Measure”

Solution: Insert a Meaningful Definition of “Technological Protection Measure”

1. Omission of a Definition of “Technological Protectior. Measure Threatens Legiti-
mate Consumer Products.—As 1 mentioned, the first VCRs and digital audio tape
recorders were met with court cases to ban them from the market on copyright
grounds, This Subcommittee played an instrumental role in forging an accommoda-
tion with respect to d%gital audio tape recorders, in the form of the Audio Home Re-
cording Act of 1992 (“AHRA”), which identifies the copy protection technology, the
Serial Copy Management System, as to which circumvention was made awful.

Section 1201 would invite the banning of new generations of such products on the
grounds of “circumvention.” A device might be declared illegal if it, or even any com-
ponent or any part of a component, is found to “circumvent” a “technological protec-
tion measure.” According to Section 1201(b) of the bill, a device may not be sold if
it, or any component or part thereof, is found to:

A. be primarily designed or produced,

B. have only limited commercial use other than, OR

C. be marketed by a person or another acting with that person’s knowledge, so as
to “circumvent” a Btechnological protection measure.”

Unlike the AHRA, which was much clearer in describing the technologies with
which manufacturers must comply, Section 1201(b)—the section addressed to mak-
ing devices, components and parts thereof unlawful—neither defines nor limits the
term “technological protection measure.” As described below, such an obligation is
unreasonably onerous because hardware and software designers would be under an
open-ended obligation to comply with any present or future techno%gfical marking,

teration, or distortion technology applied to any analog or digital signal. Su
technologies might be technically unreasonable, inefficient, costly and ir to con-
sumers.

The only colorable “definition” of “technological protection measure,” in Section
1201(b)2)B), reads as if a line has been dropped by the printer. It says, in its en-
ta':etg (emphasis added):

(B) a technological protection measure ‘effectively protects a right of a copy-
right owner under Title 17’ if the measure, in the ordi course of its oper-
ation, PREVENTS, RESTRICTS, OR OTHERWISE L S THE EXERCISE
OF A RIGHT OF A COPYRIGHT OWNER UNDER TITLE 17.”

This is, of course, not a “definition” at all, but rather a statement of the goal that
a “technological protection measure” is intended to meet. For an engineer esigning
a product that may encounter a “technological protection measure,” it is of no help
at all, since it does not identify the technologies that must be accommodated or
what a consumer electronics or computer product must actually do in order to avoid
“circumventing” all of the technological protection measures that may be in use at
any given time,

2. Omission of a Suitable Definition Invites Adverse Consequences—Passing this
bill in its present form would mean that computer products, recorders, or accessories
would be subject to suit if any component or é;art thereof could be accused of being
included in the device design (A) primarily, (B) substantially, or (C) is marketed by
one or more people, so as to “circumvent” any and all present and future techno-
logical protection measures. The absence of a meaningful definition of “technological
g:otecﬁon measure” in Section 1201(b) means that such a measure can and might

adopted on a unilateral basis, by a single proprietor, or by a single class of copy-
right owners. This possibility has several adverse consequences that concern us and,
we believe, are of concern to this Subcommittee:

First, some future technological protection measures used by some copyright pro-
prietors might, for example—as a technical matter—actually be directly inconsistent
with other measures used by other proprietors. In this case, it might well be tech-
nically infeasible for a manufacturer to design a product that responds to or imple-
ments all such measures.
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Second, other measures might, as noted below, cause adverse effects in television
monitors, including new high definition television sets. Such effects could not be ad-
dressed without modifying either the display device itself or the set top box or other
device that communicates with the television set, with such modifications running
the risk of violating Section 1201(b).

Third, the requirement to respond to all technological protection measures will
freeze technology. Some “protection” measures operate on mere happenstance—
known differences in the design of particular products—to produce the desired ef-
fect. If a television design has a “fast” synchronization circuit and a VCR a slow
one, a “protection” measure can work off this difference so as to “fool” the VCR, but
not the TV. But this measure works only so long as the designs of the TV and the
VCR remain unchanged. To assure continued response to such a measure, the de-
signs of the TV and the VCR would need to remain frozen.

adherence to such a “protection” measure required in the design of VCRs? Con-
versely, if a designer s a way to make a faster, better, less costly device by
modifying or entirely eliminating the VCR's circuit in the next generation device,
is the manufacturer circumventing under Section 1201(b)(1)(A), (B) or (C)? In short,
the bill would make marketplace incentives subservient—in all circumstances—to
the threat of liability for a violation of Section 1201.

Fourth, the bill would stick American consumers with products that implement
even anti%uated technological protection measure, while elsewhere more effective
and less obtrusive measures are coming into use. Why should such outmoded tech-
nologies enjoy the protection of federal law?

In the absence of any definition of or limit to “technological protection measure,”
designing products to accommodate all these concerns in order to avoid circumven-
tion may well present an insoluble problem for the device designer. Yet, a manufac-
turer, to avoid the risk and expense of civil litigation and the threat of federal pros-
ecution, would be faced with the near-impossible burden of designing its products
to respond to any and every technol%gical measure used by even a single copyright
owner, If it does not design its products to do so, it risks, at 2 minimum, being
hauled into court and then having its purposes or intentions in designing a product
become an issue of fact for juries.

It is simply bad regulatory policy for Congress to force manufacturers of entirely
legitimate products to have to defend themselves in court over the purposes or uses
for their products. Indeed, under the definition-less aYproach of %:sent Section
1201(b), the more innovative the designer, the more likely it is that his or her com-
pany’s products will wind up in court. As a prominent member of the computer soft-
ware industry recently observed, having to enter the marketplace under threat of
a lawsuit is like running in a track meet with an anvil around your neck.

One thing we have learned is that we should never make general assumptions
about where new product design will go. For example, two years ago, the consumer
electronics and motion picture industries worked out a proposed signal “marh'ng’
system that would be useful as part of a limited and balanced copy protection -
nology. We learned, however, that con:guter designers would be severely constrained
if computers were forced to “look” for these particular marks.

We also learned that the analog inputs of computers do not, and cannot easily
be made to, respond to a proprietary copy protection technology owned by
Macrovision Corporation. Indeed, even the computer board that allows monitors in
congressional offices to receive C-SPAN cannot operate without filtering out this
copy protection signal. The board is made by a small company on Long Island that
could not possibly revise the product to account for such a “technological protection
measure.” So even where several parties sit down together, with full information
and the best faith in the world, they might make assumptions that are not valid
across the board. To impose open-ended and unilaterally-imposed design obligations,
as this legislation would do, would be to court disaster.

3. A Definition of “Technological Protection Measure” Would Limit The Adverse
Consequences—Based on our ex?erience, we believe that this Subcommittee can cure
this fatal flaw—Section 1201(b)’s failure to define a “technological protection meas-
ure”—by adggting a definition that meets real world concerns. There are two ways
to accomplish this: either adopt the scrambling/encryption/secure watermark ap-
proach proposed by our colleagues from the Information Technology Industry Coun-
cil (and incorporated in H.R. 3048); or require that, to enjoy the umbrella protection
of federal law, a technological protection measure must reflect a consensus among
copyright owners, manufacturers of computing products, and consumer electronics
companies. Including such a definition in H.R. 2281 would also be wholly consistent
with the way in which new technologies are currently developed, that is, throu
the cooperation of those who create copyrighted works and those of us who make
the devices by which such works can be enjoyed by consumers. The second approach
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wi)uld draw on a similar provision already agreed to in the OSP portions of this leg-
islation.

Either formulation would eschew the possibility of giving federal sanction to uni-
laterally imposed copy grotection measures that designers and manufacturers can
easily le over and thereby would address one of our fundamental concerns
with the bill—that devices would have to be designed to respond to any and every
technological protection measure—regardless of the cost or other technical con-
sequences of doing so. (We note that, if the ITI/HLR. 3048 formulation is used, the
other changes discussed in this testimony remain particularly critical.)

B. Problem: The Bill Can Be Read to Require Product Designers to Ensure that
Products Respond to Every Technological Protection Measure on the Market.

Solution: Include a Clear Statement that the Bill Does Not Require that Products Re-
spond to Any Particular Technological Protection Measure

1. Section 1201 Will Put the Courts in Charge of the Design of—and the Legality
of Parts and Components Intended for—Integrated, Multipurpose Devices—The cov-
erage in Section 1201 of “parts and components,” coupled with the omission of any
adequate definition of “technological grotection measure,” poses significant problems
for both manufacturers of integrated devices and manufacturers of the parts and
components themselves. Throughout the legislative process, CEMA/HRRC has been
concerned that the overly vague definition of “circumvent” might justify a court con-
cluding that if a component or part in a device failed to have an affirmative re-
sponse to (as opposed to actively stripping out) a technological measure, then that

art or component (or the device as a whole) might be subject to suit and even out-
awgd.eer. Chairman, in this regard our concerns are neither hypothetical nor
strained.

Today, we are aware of perfectly legitimate devices, such as certain format gen-
eral purpose VCRs, that do not respond to a particular progrietary copy protection
technology of Macrovision. The fact that they do not respond to this measure is not
a result of any design intention to circumvent, but simply that the Macrovision tech-
nology is predicated on a technological circumstance that is not present in a key
component of such VCRs.

e preceding example illustrates our concern that the manufacturer of an inte-
E:ated device, such as a personal computer, player and VCR, or of accessories, might
required to defend the legitimacy of the design of such device—the inclusion of
a particular non-responsive part or component—in court. Why the part or compo-
nent was selected would inevitably become an issue of fact to be sorted out by courts
and juries. Courts would have to decide, after years of fact-finding and argument,
whether the selection or function of particular components in the design of a re-
corder or a personal computer runs afoul of the vague and broad intention and pur-
pose criteria of Section 1201(b)1), subparts (4), (B), and (C).

These criteria are difficult enough to interpret as they might apply to the devices
themselves; to agply them to the selection or function of each and every &m and
component of a device is nothing less than inviting the courts to design these de-
vic:g g‘om the ground up. The arbiters of new product design should be consumers,
not judges.

oreover, even if the non-responsive parts and components as integrated into a
multifunction device, were immune from attack (because the device, as a whole, is
not designed for the purpose of circumvention), those who manufacture such parts
and components might themselves be sued. Such a suit might be predicated on the

ose or function of the parts or components prior to the point that they are phys-
1cally integrated in a general purpose, multifunction product.

If a parts or components manufacturer were sued, it might then be called on to
defend its product on a stand-alone basis. And, if a litigant were to succeed in con-
vincing a court to outlaw such parts or components on the basis that their non-re-
sponse was a form of circumvention that violated Section 1201(b), the manufacturer
of the integrated device, such as a VCR or a computer, could well be deprived of
parts that are vital for its product. The device manufacturer would then be required
to redesign—or exclude new part-dependent features from—its product, all {o the
detriment of technology and American consumers,

Again, we think that the Subcommittee can play a constructive role in trying to
%‘eserve technology and design options for manufacturers and American consumers.

e believe that Section 1201(b) should contain a clear statement that products do
not need to be designed, or parts or components designed or selected, in order to
respond to any and all technological protection measures. (In this regard, we do not
believe that Section 1201(cX3) of S. 2037 is sufficiently clear to alleviate our con-
cerns.) Coupled with an appropriate definition for a technological protection meas-
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ure, such a legislative statement would clarify that a device cannot be outlawed sim-
ply because it does not respond to a unilaterally imposed copy protection technology.

C. Problem: Manufacturers and Service Technicians May Be Liable under the Bill
%-They Modify Products in Order to Mitigate Adverse Effects of Technological
otection Measures on the Ordinary Functioning of the Products

Solution: Include an Exemption for Product Manufacturers and Product Servicers to
Allow Them to Adjust ucts So As to Mitigate Adverse, Noticeable Adverse
Effects on the Authorized Performance or Display of Works !

H.R. 2281, as reported by the Judiciary Committee elevates copy protection over
all other objectives in designing and using technology. In so doing, it destroys the
proper balance between the use of technology for purposes of copy protection and
the use of technology to enhance consumers’ experience with movies, music and
other creative works. We know that consumers buy consumer electronics products
for many different purposes, such as watchixflﬁ television pro, 8 on a real-time
or time-shift basis, glaying back movies that they rent or ase and listening to
music that is distributed in prerecorded form, or is broadcast over-the-air or sent
through cable or the Internet. Our CEMA member companies design theif products
it?l a myrifsd of ways to include features that allow the American public to enjoy

ese works. .

In making copy protection the “be all and end all” of product design, however,
IHLR. 2281, m its current form, fails to recognize that product designers, in making
their design decisions based on the priority that products must respond to certain
technological protection measures and cop; EJ.t management information schemes,
may be constrained in their ability to satis! e legitimate needs and desires of con-
sumers and that, accordingly, the benefits noted above will simply be lost. Again
our concerns are based on our experience.

For example, in the past, certain prolgrietmiy Macrovision technologies, which are
enerated at the output of a VCR or DVD player have caused noticeable artifacts
such as picture distortion) on some television sets; manufacturers of VCRs and tele-

vision sets have had to design their products to minimize these artifacts in order
to forestall anticipated, or to address actual, consumer complaints. In some cases,
these 1;groblems have been acute and have reciuired CEMA companies to work closely
with the technology proprietor to fix the problem,

In another example, in 1987, the Chairman and Ranking Member of this very
Subcommittee requested that the National Bureau of Standards evaluate the copf{
code system, a coyl)ly protection measure that had been &roposed for use in control-
ling digital audio home recording. In 1988, NBS found that code was (1) ineffective
in preventi.n§ unauthorized copying; (2) produced noticeable and audible adverse ef-
fects, and (3) was eagg to circumvent. As a result of this Subcommittee’s initiative
and the NBS report, the proposal to require copy code technology was drogped.

HR, 2281 provides for no such ical evaluation by consumers, product
manufacturers, or any part of the government. If H.R. 2281 had been the law at
the time copy code was proposed, manufacturers and service technicians would have
been prohibited from making modifications that would have weakened or eliminated
the copy control features of these technologies, even if such modifications would
have been the only way to restore the proper functioning of the products.

In short, copy protection technologies are not perfect. In the past, experience
shows that such technologies have created (or would have created) problems wi
dissatisfied consumers. We would be surprised if at least one or more future tech-
nologies might not give rise to similar concerns. Consumers have paid for a product
that they expect to work well, and to bring them the maximum enjoyment that the
technology is capable of delivering. H.R. 2281 might prevent manufacturers or
servicers from tagm g targeted actions to address these problems because they would
be at risk of a lawsuit for “circumvention” of a technological protection measure or
for removal of copyright management information.

Two particular problems may be expected from enactment of Section 1201 and
Section 1202, First, manufacturers could be prevented from designing their products
to address any widespread, noticeable adverse effects that might be caused by the
use of a technological protection measure or the application of copgright manage-
ment information. Second, where a particular consumer has indicated that a techno-
logical protection measures causes noticeable and annoying adverse effects on the
authorized display or performance of a work or other problems in viewability or au-
dibility, given the particular combination of products in his or her home, servicers
would not be allowed to address those problems without worrying about civil or
criminal liability. '

CEMA is willing to work with the Subcommittee to craft two narrow provisions
that would address these problems. One provision would permit a manufacturer to
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design a product or device to mitigate an artifact or other adverse effect in cir-
cumstances where the adverse effect is noticeable, frequent and occurs only with re-
spect to an authorized i:eﬂerformance or display. The other would permit a person
(such as a servicer) to take steps to mitigate a noticeable adverse effect on a particu-
lar consumer’s product or device when caused by a particular combination of grod-
ucts from the same manufacturer or from two or more manufacturers (a DVD Play-
er, set top box or VCR transmitting a picture to a television set).

Summary: Three Beneficial Basic Changes

In summary, we believe that three basic changes to this bill would go a long way
toward making it workable for our industries and consumers.

(1) Clear language stating that the bill does not mandate that a product re-
spond to any particular technological protection measure, unless such a response
is required by law (such as the Audio Home Recording Act). If the designer sim-
gly knew that he or she should not design a product in a wag that actively de-

eats a technological protection measure, that designer would be able to do his
or helx'ob without fear of second-guessing by judges and juries years later.

(2) A definition of “technological protection measure” that works in the real
world. We offer two alternative formulations: the encryption/scrambling/secure
watermark approach of H.R. 3048; or a measure developed through a consen-
sus-based process involving all interested parties.

(3) An exemption for both product manufacturers and product servicers to
allow them to adjust products so as to mitigate noticeable adverse effects on the
authorized performance or display of a work, where such effects are caused by
a technological protection measure. Such a narrowly crafted provision need not
become a “loophole” in the legislation, but it would allow manufacturers and
servicers to provide consumers with the intended benefits of the products legiti-
mately on the marketplace.

We understand that adoption of the three proposals, above, may cause a concern
among some in the content community with regard to copy protection available in
the analog video marketplace. In order to address this concern, we are prepared to
work with this Committee and with members of the content community and the
computer industry to develop very specific, technology-based requirements for re-
sponses by certain identified devices to particular technologies used in relation to
analog motion pictures, to fill in any apparent “gap” in the copy protection coverage
that might otherwise exist. Such a requirement must be carefully drafted and must
contain protections for consumers to allow the continuation of the common practice
of “time-ghifting” normal television programming. If that minimal protection is pro-
vided to consumers, we believe that a provision can be agreed that would afford sub-
stalétfi_a.l protections beyond even those that this legislation would provide in its cur-
rent form.

IV. CONCLUSION

As stated at the outset, we appreciate the work of the Chairmen of both this Sub-
committee and the full Committee in bringing this &aﬁ'lislaﬁon to this Subcommittee
and Committee. We believe that the bill can and will be greatly improved during
its consideration by this Committee, and we look forward to working constructively
toward that end, so that the WIPO treaties can be implemented this year.

Mr, Chai , our concerns about this legislation are real and serious. We have
not engaged in this legislative battle lightly or out of disrespect for the content com-
munity’s contribution to society. We have engaged, and will continue to engage, in
our efforts on this legislation because it suffers from problems in basic concept and
definition. It generates example after example in the way of unintended con-
sequence, as well as some that are intended but misguided. We hope that the Com-
merce Committee will make the important contribution that is there to be made,
by addressing this bill"sjﬁroduct regulation approach to add critically necessary defi-
nition and focus. We will be pleased to work with the Committee, and with others
in the private sector, to improve this legislation in the ways that I have suggested.

Mr. TAUZIN. Jonathan Callas, Chief Technology Officer of Net-
work Associates, Inc.
STATEMENT OF JONATHAN CALLAS

Mr. CALLAS. Thank you, Mr. Chairman, Ranking Member Mar-
key, members of the subcommittee, thank you for this opportunity
to appear before you.
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I would like to state, first of all, we support the objectives of the
bill. We support the protection of intellectual property and we
think that, overall, this is a good bill to do it.

However, the serious concern we have is over circumvention
itself. The point I would like to make is that cryptographers, in
particular, do, as their standard operating procedure, things that
would be punishable by 5 years in jail and a $500,000 fine. This
includes industry researchers, university researchers, independent
consultants. They all would have to know what they were doing
that—and do it in such a way that they would not circumvent
while they were testing things.

Potentially, this would chill the development of all security sys-
tems in the name of protecting security, and this is particularly
ironic, especially when we read today about things like people
breaking into nuclear development systems in India and the very
software that can prevent that sort of thing is potentially prohib-
ited by this.

Network Associates is the 10th largest independent software
company. I am mentioning this because we are new. We were
formed late last year out of McAfee Associates, Network General,
Pretty Good Privacy. We now include Trusted Information Systems.
We are the largest vendor of security and management software
and, consequently, we have a concern on this.

The concern we have is we need to be able to do research. We
need to have a central peer review. This is an adversarial process.
People build things. In our case we publish the code, and we put
it-up so people can test our systems. Other times, there are people
who will get something lawfully and then test it to see. It is some-
what similar to crash tests like what is done on automobiles. We
take implementation and not merely the design, because there are
a number of laws that can appear in the implementation of a secu-
rity system that have a very good design.

About 20 years ago, there was an embarrassment that happened
to a car manufacturer when it turned out that as opposed to having
essentially 100,000 different locks on their cars, they had only 11.
There is no other way to test this, except to test it.

The other thing that we are pretty much concerned about is that
all software is copyrighted, software that you like, software you
don’t like. A virus is in many ways a derogatory term for a piece
of software put on your system that you don’t want there, and it
needs to be lawful to remove undesirable software; it needs to be
lawful for people to uninstall things, that all of these things are po-
tentially circumvented.

We have been talking about some of these potential things and
there are people who have thought about some creative things like
I am building something for law enforcement, am I now prohibited
from doing this.

The Defense Department, years ago, used to specially make their
own electronics. Today they buy them off the shelf. Recently, the
Defense Department has announced that dealing with encryption,
they are going to be buying it off the shelf, and the reason is indus-
try is producing encryption products that are good enough, and we
need to-test them.

My time is up. Thank you very much.
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[The prepared statement of Jonathan Callas follows:] '

PREPARED STATEMENT OF JONATHAN CALLAS, CHIEF TECHNOLOGY OFFICER,
NETWORK ASSOCIATES, INC.

Chairman Tauzin, Ranking Member Markey, and Members of the Subcommittee,

thank you for the opportunity to apgear before you today. Network Associates sup-
orts the overall objectives of this bill, and would advocate its eventual passage.

owever, we have a serious concern regarding a key provision of the bill that will
interfere with our ability, and that of other security companies, to produce more re-
liable and secure encryption products.

IfIdo nothiﬁf else in my testimony, I would like to make the following point:

Under this bill, for cryptographers to do what today is standard operating proce-
dure in encryption research would be punishable by up to 5 years in jail and a
$500,000 fine for the first offense. Therefore, in the name of security this bill would
prevent the development of better security products. This chilling of innovation in
our industry will necessarily result in the weakening of security systems that are
vital to our nation’s economy, to law enforcement, to our privacy, and to our na-
tional security.

Network Associates, Inc. is the 10th largest independent software company in the
world, and is the world's leading provider of software for network security and man-
agement. We are also one of only a handful of U.S. companies that produces both
encryption products that we sell directly to end users, and encryption technologg
that we license to customers for use in their own systems and products. Networl
Associates owns famous name security software companies Pretty Good Privacy and
Trusted Information Systems. Our products include McAfee Anti Virus Software,
PGP encrygtion software, and Gauntlet firewalls. The company has about 2200 em-
ployees and anticipated revenues of about $800 million in 1998. Customers for these
products include & vast majority of the U.S. Fortune 100 companies, well known fi-
nancial services, acrospace and defense companies. Our customers also include a
wide range of hardware and software companies worldwide that incorporate our
technology into their products to ensure their security and grotect their intellectual
property. The company employs hundreds of engineers and developers in the United
Statis, many of whom are engaged in eryptographic research and product develop-
men

The Computer and Communications Industry Association is pleased to associate
itself with my testimony regarding the effect of the bill before us on encryption re-
gearch in this country.

Network Associates supports the overall objectives of H.R. 2281, and would bene-
fit from the enhanced intellectual property protections it provides. However, we op-
pose the current language in Section 1201 of the bill. This provision prohibits vir-
tually any circumvention of technological protection measures that control access to
a copyrighted work—regardless of the purpose of such circumvention. It also pro-
hibits the manufacture of software devices used to circumvent such protection meas-
ures regardless of the purpose of such circumvention.

H.R. 2281 is very clear on this issue. The bill prohibits circumvention, and the
definition of circumvention in the bill as passed by the House Judiciary Committee
includes decryption. The bill also prohibits the manufacture of software devices used
to circumvent—or decrypt—technological protection measures. If Network Associ-
ates cannot decrypt we cannot perform necessary encryption research. And if we
don’t have access to the software tools to decrypt, we cannot do the necessary re-

8 .

So, while the intent of Section 1201 is laudable, the current language is so broad
that it would have the presumably unintended consequence of undermining our
company’s legitimate activities which include continually testing the security of our
own products and those of our colleagues. These activities are essential for future
product development, improvement and innovation. We also believe strongly that
others must be able to test our groducts. As a software developer, I will be the first
to admit that I am possibly the least qualified person to correct or test my own cre-
ations. Just as a writer needs an editor or proofreader to catch his or her mistakes,
software developers need third parties to test their products because often we are
blind to our own mistakes.

1 would like to talk for a minute about the process of cryptographic testing and
research. In order to ensure that a cryptographic system has no weaknesses, either
in the cryptography itself or in its application and implementation, it is essential
that we continually atbem“pt to break that system. This process can be likened to
testing of automobiles for “crashworthiness.” In order to determine whether an auto-

mobile is safe, it undergoes various tests to determine whether there are weak-
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nesses in its structure or components. While these tests may be done internally by
the car company itself, they are also often done by third parties to ensure that the
tests are thorough, accurate and unbiased.

These third party tests must also occur in cryptography. In fact, the art of testindg
a “crygtosystem” is inherently an adversarial ag{rocess;—the indust!;y calls an individ-
ual who tests a system by attempting to break it “the adversary.” This process en-
ables the art and science of cryptography to advance, and has made the U.S, a world
leader in cryptographic development and implementation. Our company relies heav-
ily on the testing and tools of third parties, most often private res ers and aca-
demics, whose work would very likely be chilled by the provisions of this bill.

I would like to offer some specific examples of how such adversarial research has
been used to advance the science of cryptography and ensure the security of existing
goducts on the market. In 1995, cryptographer Paul Kocher developed what is

own as timing attack cryptanalysis, a %owerful analytic technique for adversarial
encryption research that can be used to break tographic systems by analyzin
the amount of time used to process messages. The attack was discovered througﬁ
analysis of actual products and ciphers. As a result of Paul 1g;llblicizing his ﬁndilx_lﬁs
industry has developed strong countermeasures to ward off this kind of attack. Had
Paul been discouraged from publicizing the technique, the attack could have been
igsbead discovered—and kept secret—by criminals attacking electronic payment sys-

ms.

Another good example can be found in the recent successful attempt by U.C.
Berkeley graduate students to crack the previously secret security iistem in GSM
wireless telephones. Millions of Americans use these telephones on the assumption
that they are secure. The publication of the students’ findings now allows those indi-
viduals to make an informed choice to seek other wireless security products while
the system is improved.

Our company recently benefited from an unauthorized third p test of a ver-
sion of our encryption software program, PGP. It was discovered that, when used
in a particular operating system, users’ private keys would be stored in a way that
compromised the system’s security. The company was tﬁrateful that the flaw was re-
poriéedtto us, and we immediately acted to correct the problem and improve the
product.

It is essential to test technology as it is applied—i.e. when it is being used to pro-
tect something, because most weaknesses in cryptosraghy occur in its application.
When researchers found the flaw in PGP mentioned above, the flaw was in a spe-
cific application of the product, not in the crypto%rogghic technology itself. To illus-
trate, consider if C er made a very secure car , but it was found that certain
Volkswagen keys could open the locks. The lock may be inherently very strong, but
its weakness is found in its aﬂglication. The only way to discover this weakness is
by testing the lock with other keys.

Under the provisions of H.R. 2281, these research and testing activities would
only be permitted if the owner of the content protected by the encryption system
agrees in advance. It is unrealistic to believe that such permission would be granted
because—ironically—content owners do not recognize their interests in encryption
research, though they enjoy the benefits of our research and innovation through en-
hanced protection for their content.

We do not argue that it should be illegal to circumvent technological protection
systems for the purpose of stealing intellectual property. However, as cryptographic
developers and researchers we need to continually engage in adversarial testing of
existing systems to ensure that our security u%gphcaﬁons—which are used for co;iy-
righi:egrotection among other users—are sufficiently strong and correctly imple-
mented to resist and deter attacks. I will repeat what I said earlier, to be discour- .
aged from doing so would chill innovation in our industry and result in the ultimate
weakening of security systems that are vital to our nation’s economy, law enforce-
ment, individual privacy, and our national security.

ain, thank you for the ogportunitgto ai)pear before you today, and we at Net-
wor1 Associates look forward to working closely with you to improve upon H.R. *

Mr. TAUZIN. Thank you very much.
The Chair is now 1p;leased to welcome Chris Byrne. Mr. Chris
Byrne, representing the Information Technology Industry Council.

Mr. Byrne.
STATEMENT OF CHRIS BYRNE
Mr. BYRNE. Thank you and good morning.
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My name is Chris Byrne, and in real life I work as the Director
of Intellectual Property for Silicon Graphics. I am here today in my
role as Chairman of the Intellectual Property Committee of ITI, In-
formation Technology Industry, and it is a real privilege to do so.

ITI represents the Nation’s leading information technology com-
panies, everybody from Apple to Xerox and all the letters in be-
tween. I know people like to throw out numbers to sort of impress
folks with their economic footprint, but ITI’s is really remarkable.
We did ove,i' $400 billion in revenue in 1997 and a substantial por-
tion of our revenue is devoted to R&D, so we are talking about tens
of billions of dollars in information technology that are part of com-
panies we represent every year.

1 have essentially three short messages I would like to handle
today. The first is ITI’s belief in the importance of intellectual prop-
erty and our support for WIPO implementation. We think that is
just intuitive. We think it is very important to minimize the danger
of digital piracy. At the very least, what we want to do is preserve
and hopefully advance upon progress that has already been made
in the Senate.

Second, what we would like to do, however, is urge a bit of bal-
ance in our approach to this problem, and we would like to rely on
the balance that is inherent in Article I, section 8, clause 8, of the
United States Constitution, and again the foundation for intellec-
tual property in our United States starts out that the whole pur-
pose is to promote the progress of science and the useful arts. So
we want to balance the protection of intellectual property with the
need to accommodate, if not in fact promote, our ability to inno-

ate.

And, finally, we have recommendations for a specific language
change. The good news is that the modifications that we are sug-
gesting are really somewhat minor modifications, if you will, as op-
posed to major modifications. And the net of this, I think, will be,

ou know, what we are going to do ultimately is we are going to

eep the lawyers out of the R&D labs. And I don’t say that to be
funny, it is true. And the cost today of trying to understand, imple-
ment and defend a law that is hard to interpret in our industry is
enormous. It is a tremendous burden on the cost of innovation, and
I think we should do whatever we can to minimize that unneces-
sary burden, particularly now at the drafting stage.

What are our issues? Essentially what we would want to do, I
know some comments have been made earlier, we need a clear defi-
nition of a technological protection measure. I am an electrical en-

ineer, a patent attorney, and have been working in the high-tech

ilicon Valley industry for the last 10 years. I read these defini-
tions and I kind of scratch my head. I am not sure what they
mean. And so I just fear what challenge a Federal district judge -
without a technical background is going to have when they try to
interpret and apply this law.

So'I think what we want to do, we want to minimize piracy, we
don’t want to endanger our ability to innovate, We just need clear
definitions. We are talking about a drafting problem.

Second, we like the features in the Senate bill about no mandate
in reverse engineering. We want to preserve those with a no man-
date provision. We just urge you to put in a clear definition. We
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need something unambiguous. This is a very technical subject mat-
ter and we want to make sure we comply with this stuff clearly.

Finally, and I appreciate Mr. Gordon’s remarks at the outset, in
particular, we focused on the three prongs in this test that are
going to capture that illegitimate technology and we support that.
What we would urge you to do, however, is, again, just be clear in
our drafting and our minor modification is change two “ors” to
“ands” and you will diminish the danger that you will capture inad-
vertently in legitimate technology in your search for the illegit-
imate technology.

The metaphor I used last September—I'm done. I got in trouble
with Mr. Frank last year. I don’t want to take that chance again.

[The prepared statement of Chris Byrne follows:]

PREPARED STATEMENT OF STATEMENT OF CHRIS BYRNE ON BEHALF OF THE
INFORMATION TECHNOLOGY INDUSTRY COUNCIL

I. INTRODUCTION

My name is Chris Byrne. I am the Director of Intellectual Property for Silicon
Graphics, the world leader in high performance and visual computing, based in the
heart of Silicon Valley. As an electrical engineer, lawyer, and a registered patent
attorney, I am responsible for making sure Silicon Graphics’ valuable intellectual
property is adequately developed and well protected. I am appearing today on behalf
of the Information Technology Industry Council (“ITI”), for which I serve as the
Chairman of their Intellectu Prtéperty Committee.

ITI applauds your efforts, Mr, Chairman, in bringing to bear the collective exper-
tise of this Subcommittee, to examine H.R. 2281, the O Copyright Treaties Im-
plementation Act. As you know, enactment of this legislation, and subsequent ratifi-
cation of the WIPO Copyright Treaty by the Senate, are crucial steps to ensuring
the proper protection of intellectual property in the digital age.

1 wholeheartedly supports the goal of this legislation to reduce digital Ksiracy,
and we intend to offer our support and resources to ensure its enactment. ﬁro-
ducers of our own intellectual property, ITI's members believe that strong intellec-
tual property glrotection is an indispensable element to the expansion of electronic
commerce. Additionally, we recognize the formidable challenges of protecting copy-
righted materials in the digital age.

owever, we are concerned that Section 1201 of H.R. 2281, as currently drafted,
will complicate the information technology (“IT”) industry’s ability to innovate and
produce the products and services that make the information infrastructure pos-
sible. Today, ITI will present a handful of proposed amendments to H.R. 2281 that
would go a long way towards improving the bill as it affects the innovation engine
of the IT industry, while still preserving the bill's intended effects of protecting
copyright owners from technologies designed to aid infringement.

II. THE CONTRIBUTIONS OF THE IT INDUSTRY

ITI members regresent this nation’s leading groviders of information technology
“IT”) products and services. In fact, the United States IT industry is the key to this
nation’s technological leadership and a primary engine for national economic
growth, with the production of computers and semiconductors accounting for 45%
of U.S. industrial growth in the past five years. The technology component of Ameri-
ca’s GNP currently exceeds 10%, and is expected to reach 15-20% by the year 2000.
Information technology will soon become America’s largest industry, and the one
where it leads the rest of the world by the greatest margin,

In 1997, ITT's members had worldwide revenues of over $420 billion and employed
more than 1.2 million people in the U.S. Revenues for the broader U.S. IT industry
exceeded $747 billion and have grown at over 7% per year since 1986. That level
of growth is expected to continue for the foreseeable future, with revenues reaching
$1.572 trillion in the year 2007.

The primary engine for this dynamic industry is R&D investment and the result-
ing innovation. The IT industry is constantly upgrading its products and inventing
new ones at such a furious pace that new products are typically considered “obso-
lete” just 18 months after their introduction. ITI’s member companies are respon-
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