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Menor andum on el ectroni c commer ce.

July 1,1997

Heads of Executive Departments and Agencies

Subj ect: Electronic Commerce

The invention of the steam engine two centuries ago and the
subsequent harnessing of electricity for communi cati ons ushered in an
i ndustrial revolution that fundanentally altered the way we work,
brought the world's people closer together in tinme and space, changed
the way we organi ze our econom es, and brought us greater prosperity.

Today, we are on the verge of another revolution. Inventions |like the
integrated circuit, the conputer, fiber optic cable, and the Internet
are changing the way we work, |earn, and comrunicate with each ot her

Students and teachers can have i medi ate access to the world's
i nformati onfrom their classroons; doctors can admi ni ster di agnoses to
patients in renote parts of the globe fromtheir offices; and citizens
of many nations are finding additional outlets for personal and
political expression.

As the Internet enpowers citizens and denocratizes societies, it is
al so changing the way business is conducted: entrepreneurs are able to
start new busi nesses nore easily by accessing the Internet's worl dw de
network of customers; world trade invol ving conputer software
entertai nment - products, information services, professional consulting,
financi al services, education businesses, nedical diagnostics,
advertising, and technical services is increasing rapidly as the
Internet dramatically | ower costs and facilitates new types of
commerci al transactions; engineers, product devel opers, and managers
t housands of miles apart can collaborate to design and manufacture new
products nore efficiently; businesses can work nore efficiently with
their suppliers and custoners; consumers have greater choice and can
shop in their hones for a wide variety of products from manufacturers
and retailers all over the world, and they will be able to view these
products on their conputers or televisions, access information about
t he products, and order and pay for their choices, all fromtheir
living roons.

According to several estinmates, comerce on the Internet will total
tens of billions of dollars by the turn of the century and coul d expand
rapidly after that, helping fuel econonmic growth well into the 21st



century.

For this potential to be realized, governments nust adopt a
mar ket - ori ented approach to electronic comerce, one that facilitates
the emergence of a global, transparent, and predictable environnent to
support busi ness and commerce.

Government officials must respect the unique nature of the nmedi um and
recogni ze that wi despread conpetition and increased consuner choice
shoul d be the defining features of the new digital marketpl ace.

Many busi nesses and consuners are still wary of conducting extensive
busi ness over the Internet because of the lack of a predictable |ega
envi ronnent governing transactions. This is particularly true for
i nternational comercial activity where concerns about enforcenent of
contracts, liability, intellectual property protection, privacy,
security, and other matters have caused busi nesses and consuners to be
cauti ous.

Many conpani es and Internet users are also concerned that donestic or
foreign governnents will inpose extensive regul ations on the Internet
and el ectronic commerce including taxes and tariffs, restrictions on
the type of information transmtted, control over standards
devel opnent, licensing requirenents, and extensive regul ati ons of
Internet service providers. |Indeed, signs of these types of
conmer ce-i nhibiting actions already are appearing in nmany nations.

Governments can have a profound effect on the growh of electronic
commerce. By their actions, they can facilitate electronic trade or
inhibit it. Knowing when to act and - at |east as inportant - when not

to act, will be crucial to the devel opnent of el ectronic commerce
Today | have approved and rel eased a report - "A Framework For d oba
El ectroni ¢ Comrerce” - outlining the principles that will guide ny

Admi nistration's actions as we nove forward into the new el ectroni c age
of comrerce. This report articulates my Adm nistration's vision for the
enmerging digital marketplace by declaring a set of principles,
presenting a series of policies, and establishing an agenda for

i nternational discussions and agreenments to facilitate the growh of

el ectronic comerce. | expect all executive departnments and agencies to
review carefully the principles in this framework and inpl ement
appropriate policies.

Accordingly, | am hereby directing that executive departnment and
agency heads should be guided in any future actions they take rel ated
to electronic conmerce by the follow ng principles:

* For electronic comerce to flourish, the private sector nust |ead.
Therefore, the Federal Governnent should encourage industry



sel f-regul ati on wherever appropriate and support private sector efforts
to devel op technol ogy and practices that facilitate the gromh and
success of the Internet.

* Parties should be able to enter into legitinate agreements to buy
and sell products and services across the Internet with mninal
government invol venent or intervention. Therefore, the Federa
Government should refrain frominposing new and unnecessary
regul ati ons, bureaucratic procedures, or taxes and tariffs on
comercial activities that take place on the Internet.

* In some areas, government involvement nay prove necessary to
facilitate electronic commerce and protect consuners. \Were
governnental involvenent is necessary, its aimshould be to support and
enforce a predictable, consistent, and sinple |egal environnent for
conmmer ce

* The Federal Governnent should recognize the unique qualities of the
Internet including its decentralized nature and its tradition of
bott om up governance. Existing |aws and regul ati ons that nmay hinder
el ectronic comrerce should be revised or elininated consistent with the
uni que nature of the Internet.

* The Internet is enmerging as a gl obal narketplace. The | ega
framewor k supporting commercial transactions on the Internet should be
governed by consistent principles across State, national, and
i nternational borders that | ead to predictable results regardl ess of
the jurisdiction in which a particular buyer or seller resides.

| also direct the relevant agencies as identified in "A Framework For
G obal El ectronic Comerce" to pursue the follow ng policies:

1. | direct the U S. Trade Representative to work with foreign
governments to secure agreenment within the next 12 nonths that al
products and services delivered across the Internet will not be subject

to tariffs and that all equipnent fromwhich the Internet is built wll
al so not be subject to tariffs.

2. | direct the U S. Trade Representative to work with foreign
governments to enforce existing agreenents and secure new agreenments to
make el ectronic comrerce a seanl ess gl obal marketplace. This will
i ncl ude enforcing provisions of the recently concluded Wrld Trade
Organi zati on (WO) Tel ecommuni cati ons Services Agreenent; ensuring that
product testing, certification, and approval processes do not
unnecessarily restrict trade; ensuring that service providers have
nondi scri m natory access to custonmers worl dw de; and ot her neasures
that ensure a free fl ow of comerce.

3. | direct the Secretary of Commerce to seek the protection of



copyright in the digital environnment by working to achieve ratification
in the United States and overseas within the next 12 nonths of the
World Intellectual Property Organization (WPQO Copyright Treaty and
the W PO Performances and Phonogranms Treaty.

4. | direct the Secretary of Comerce to update and nake nore
ef ficient our systemfor protecting patentable innovations to neet the
needs of the fast-noving electronic age and to seek agreenents with
ot her governnments to protect patentable innovations worl dw de.

5. | direct the Secretary of Commerce to support efforts to make the
governance of the domain nanme system private and conpetitive and to
create a contractually based self-regulatory regine that deals with
potential conflicts between domain nanme usage and trademark | aws on a
gl obal basis.

6. | direct the Secretary of the Treasury to work with State and
| ocal governments and with foreign governments to achi eve agreenents
that will ensure that no new taxes are inposed that discrimnate
agai nst Internet commerce; that existing taxes should be applied in
ways that avoid inconsistent national tax jurisdictions and double
taxation; and that tax systens treat economically simlar transactions
equal ly, regardl ess of whether such transactions occur through
el ectroni c neans or through nore conventional channels of comerce.

7. | direct the Secretary of Comrerce to work with the private
sector, State and |local governnents, and foreign governnments to support
t he devel opnent, both donestically and internationally, of a uniform
commercial |egal framework that recognizes, facilitates, and enforces
el ectronic transactions worldwide. | further direct the Secretary of
Commerce within the next 12 nonths to seek to gain agreenent with the
private sector, State and |ocal governnents, and foreign governnents,
both donestically and internationally, on conmon approaches for
aut hentication of electronic transactions through technol ogi es such as
digital signatures.

8. | direct the Secretary of Commerce and the Director of the Ofice
of Managenent and Budget to encourage private industry and privacy
advocacy groups to devel op and adopt within the next 12 nonths
ef fective codes of conduct, industry devel oped rules, and technol ogi ca
solutions to protect privacy on the Internet consistent with the
Privacy Principles issued by the Information Infrastructure Task Force
(I''TF) Privacy Wrking Group. | further direct the Director of the OVB
to devel op recommendati ons on the appropriate role of governnent
consistent with "A Franework for G obal Electronic Conmmerce.” | further
direct the Secretary and the Director to ensure that neans are
devel oped to protect the privacy of children

9. | direct the Secretary of Commerce to encourage the devel opnent
and adoption within the next 12 nonths by industry of easy to use and
effective rating systens and filtering technol ogi es that enpower



parents, teachers, and other Internet users to block content that is
i nappropriate for children.

10. | direct the Secretary of Commerce to support private sector
devel opnent of technical standards for the Internet and the U S. Trade
Representative to oppose efforts by foreign governnments to inpose
standards or to use standards for electronic comerce as non-tariff
trade barriers.

11. | direct the Secretary of the Treasury to cooperate with foreign
governnments to nonitor newy devel opi ng experinents in electronic
paynment systens; to oppose attenpts by governnments to establish
i nflexible and highly prescriptive regulations and rules that m ght
i nhibit the devel opnent of new systens for electronic paynent; and as
el ectroni c paynent systens develop, to work closely with the private
sector in order to keep apprised about policy devel opnment and ensure
t hat governnental activities flexibly accormmpdate the needs of the
emer gi ng mar ket pl ace.

12. | direct all executive departnments and agencies to pronote
efforts donmestically and internationally to make the Internet a secure
envi ronnent for comrerce. This includes ensuring secure and reliable
t el ecomruni cati ons networks; ensuring an effective nmeans for protecting
the information systens attached to those networks; ensuring an
effective nmeans for authenticating and guaranteeing confidentiality of
el ectronic information to protect data from unauthorized use; and
provi ding i nformation so that Internet users becone well-trained and
understand how to protect their systems and their data.

13. | direct the Admi nistrator of General Services to nove the
Federal Governnent into the age of electronic commerce by expandi ng
"GSA Advantage," its online shopping service for the Federal conmmunity
to cover four mllion items by 12 nmonths from now.

I am asking the Vice President to |lead an interagency group
coordinating the U S. Governnent's electronic comerce strategy.
Further, | amdirecting that executive departnent and agency heads
report back to the Vice President and ne through this interagency group
every 6 nonths on their progress in neeting the terns of this
directive.

1 White House correction.

WlliamJ. Cinton



