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PREFACE

The volume of information communicated by electronic means has increased
dramatically over the past few decades. Some of this information may be considered a
trade secret by its owners. Where this is the case, the manner in which the information is
communicated and transferred can have a profound effect on whether a court will
conclude that the information is legally a trade secret.

Various devices have contributed greatly to thisincrease in electronic
communications. One such device, the Local Area Network (LAN), is particularly well
suited to efficiently communicate information. Where this communicated information is
considered a trade secret, the blessing of efficiency which LANSs offer can become a
curse when attempting to maintain the trade secret status of the information. In view of
this, possible legal ramifications need to be assessed before allowing trade secret
information to be used on a LAN.

At present, there is no case law which addresses trade secret issues as they apply
to information used on a LAN. Therefore, inferences and anal ogies between the facts of
these cases and conditions on a LAN environment must be made in order to predict how
courts might rule in this situation. These inferences and anal ogies should be made and
analyzed partly on the basis of opinions of technical commentators regarding LAN
security in general.

This article addresses the issues noted above by first discussing LAN technology
generaly. Some basic concepts of trade secret law are then *298 examined, followed by
adiscussion of representative case law. Specific precautionary measures particular to
LANSs are examined in light of this case law. Finally, the above-noted concepts are
discussed from a licensing perspective.

Any number of audiences could find value in this article, although it was written
with two groups in mind. The first group consists of Corporate and de facto Corporate
Counsel who may have a modest technical background. The technical discussionsin this
article allow members of this group to understand the basics of LAN technology, so that



the legal ramifications of using trade secret information on a LAN can be better
appreciated.

The second group consists of software developers or owners of proprietary
computer-related information who may have little knowledge of trade secret law. The
legal discussionsin thisarticle alow this group to realize the possible consequences of
using their information on a LAN. These legal discussions may also benefit the
Corporate and de facto Corporate Counsel if they have had little experience with trade
Secret law.

While the following discussion focuses on LANSs in conjunction with trade
secrets, it should be understood that some of the issues addressed have broader
implications with regard to electronic communications generally.

INTRODUCTION

Local Area Networks used for sharing and disseminating information such as
raw data and computer programs have become an increasingly common sight in today's
work place. "LAN sales are expected to rise from 932,000 unitsin 1990 to 2.6 million in
1994, .. ." [n1] Thisincreasing popularity of LANs [n2] will naturally result in an
increase in the amount of information disseminated amongst various types of computers
and other devices attached to LANS.

*299 The issue of security of information used on LANS has been a hot topic
since their inception [n3] and nearly every commercial LAN system has some form of
security. [n4] Nonetheless, security is still amgor concern for most organizations that are
considering aLAN. [n5] As one commentator observed, " u nless suitable access
controls (and possibly data encryption) isimposed upon the LAN environment, serious
problems with industrial espionage may develop.” [n6]

Compared to information stored on other computer systems, sensitive
information used on LANSs is particularly vulnerable largely due to a LAN's ability to
disseminate information. As one commentator has noted, "[m]any of the security
problems and solutions in the LAN environment parallel those in the minicomputer and
mainframe world. The LAN adds to these some unique problems of its own. The most
formidable challenge is the way LANSs distribute information.” [n7]

The precise degree of vulnerability of information on a LAN will depend on
such factors as the setting in which the LAN is used and on the configuration of the LAN
itself. Any vulnerability due to these factors is increased further by the fact that many are
unaware or unwilling to acknowledge the full extent to which security problems can exist
onalLAN. [ng]



*300 The added security concerns which LANSs have introduced have caused
some commentators to suggest avoiding using LANSs for sensitive information. [n9]
However, the obvious convenience and advantages which have made LANS so popular
suggest that, as a practical matter, companies will continue to use LANSs to distribute all
kinds of information, including that which might be considered "sensitive." Where thisis
the case, the owner of such information should take additional precautions so that the
information will not become prey to persons such as disgruntled employees or corporate

spies.

The issue of using and disseminating sensitive information becomes more
complex if thisinformation is considered a trade secret. One of the factors courts
consider in determining if information is a valid trade secret is whether the information
was treated as a "secret.” More specificaly, courts ask whether or not reasonable
measures or "reasonable precautions’ were taken to protect the secrecy of the
information. If a court finds that reasonable precautions were not taken, then it will find
that no trade secret exists. [n10] If no trade secret exists, an aleged trade secret owner
cannot collect damages for misappropriation of the information. [n11]

Since reasonable precautions must be taken to maintain the secrecy of atrade
secret and since LANS can create a vulnerable environment for sensitive information, an
unsuspecting trade secret owner could unwittingly allow information to be used on a
LAN in away that might be considered inconsistent with maintaining reasonable
precautions. Thus, before trade secret information is used on a particular LAN, the
potential legal consequences must be assessed. Such an assessment must take into
account the configuration and type of devices attached to the LAN, who will have access
to the trade secret information and the physical security measures in place to protect the
LAN. In addition, where it is anticipated that trade secret information will be licensed to
another, the owner of the trade secret needs to make sure that the licensee maintains
reasonable precautions in its treatment of the licensed trade secret information.

*3011. LAN Technology

A local area network typically consists of two or more computers usualy linked
together by metal or fiber optic cables [n12] so that information can be shared between
computers. LANs also typically allow resources such as printers or modems to be shared
among the computers attached to the LAN. [n13] This sharing of information and
resources avoids duplication of such items, while enhancing access speed and integrity of
information.

The information used within a LAN can consist of computer programs or data.
For the purposes of this discussion, a computer program refers to executable information
which is actually used to directly control the Central Processing Unit of a computer.
[n14] Any information which is not a computer program is considered data. [n15]



While the word "local" in "local area network™ seems to suggest avery
geographically limited network of computers, the definition of this term is subject to
much interpretation. One commentator has observed that "[a] local area network must be
local in geographic scope, although the term ‘local’ might mean anything from a single
office or alarge building to a multi-building educational or industrial campus.” [n16]
Thus, by some definitions, a"LAN" could be spread out over alarge area. In any event,
LANSs are to be distinguished from wide area networks (WANs). A WAN typically
consists of large, often widely spread out computers (or "nodes") such as mainframes,
which are interconnected. Processing control of the WAN is centralized in each of these
nodes. [n17]

A LAN can be configured so that one or more of its constituent computers are
dedicated solely to storing and distributing information for *302 the remaining
computers. Such dedicated computers are referred to as servers. [n18] Theremaining
computers (referred to as workstations) are able to send and receive information to and
from aserver. Thistype of LAN configuration is referred to as server-based.

Alternatively, LANSs can be configured so that all of the computers which
compose the LAN are peers. Thistype of LAN is often referred to as a peer- based LAN.
These LANS enable the computers composing the LAN to send and receive information
to and from each other, thus making each computer both a potential server and
workstation. For the sake of simplicity, computers composing a peer-based LAN will be
referred to as workstations in this discussion.

While microcomputers (also known as personal computers) are frequently the
type of computer used on aLAN, [n19] LANSs can also comprise other, larger types of
computers aswell. [n20] The ability to use a variety of different types of computers on a
single LAN givesit aflexibility not found in homogeneous computer systems.

A LAN operating system (that is, the computer program which alows the LAN
to function as a LAN) typicaly alows a workstation to logically access a server's
permanent storage devices (e.g., hard disks, optical disks, etc.) and periphera devices
(e.g., printers, modems, etc.) as though those resources were physically a part of the
workstation itself. When a user on a workstation executes a computer program or
requests data residing on a server, that computer program or datais actually copied from
some permanent storage device of the server and is "loaded" into what is called the main
memory or random access memory (RAM) of * 303 the workstation. [n21] In thisway,
the workstation has an actual copy of that computer program or data at its disposal. This
aspect is one of the important distinctions between LANSs and other multi- user computer
systems such as mainframes.

A workstation's ability to store and process information, coupled with the
general ability of aLAN to disseminate information among various devices, gives the
LAN some distinctive advantages over other types of computer environments. [n22]
However, these advantages may create some disadvantages when it comes to computer
security. For example, the fact that a computer program and data can be loaded into the



RAM of the workstation means that this information can be copied more easily onto a
permanent storage device within the workstation and removed therefrom. Also, the fact
that many LANSs use information access methods alowing information destined for one
workstation to potentially be "listened to" by some or all other workstations can make it
easier for an unauthorized person to access sensitive information. [n23]

In addition to allowing for the dissemination of information among the various
components of aLAN, LANSs can by accessed by remote workstations or other devices
over telephone lines through the use of modems. Further, individual LANS can be
interconnected by direct wiring or over telephone lines. Where two LANsof the same or
similar technology (i.e., communications protocol) are connected together, the connection
mechanism is generally known as a bridge; where two LANSs of different architectures
are connected together, the connection mechanism is generally known as a gateway.

[n24] Such mechanisms * 304 increase the communication and information
disseminating potential of LAN technology, but they also can heighten the security risk to
information used on a LAN.

In addition to the use of bridges and gateways, the trend toward standardization
of LAN protocols will result in greater harmonization of communications, or
"connectivity." [n25] Inthe late 1970's, the International Standards Organization (1SO)
published amodel for Open Systems Interconnection (OSl). The goal of this model was
to increase the ease with which different vendors devices can be interconnected to each
other via such means as bridges or gateways. [n26]

Although total connectivity among the LAN devices of various vendors may not
presently exist, OS| has already been used as a basis for the development of some widely-
used protocols. [n27] Also, other widely- used protocols have devel oped independently of
OSl. [n28] The emergence of these protocols will serve to further increase the
information dissemination potential of LANS,

For al the reasons indicated above, more and more information will be
transmitted between various LAN-related devices. While enhanced LAN communication
will benefit the computer industry in many ways, it will also increase the potential for
unauthorized access of information. [n29] The implications of this information being
considered a trade secret are discussed below.

*305 1. Trade Secret Law

To understand the legal ramifications of using trade secret information on a
LAN, one must first understand what a trade secret is and how it must be maintained.
Also, one should understand the scope of trade secret protection in comparison with other
forms of intellectual property protection. An understanding of these topics can assist the
owner of trade secret information in avoiding pitfalls which could otherwise lead to
forfeiture of the trade secret. In addition, it can also assist the owner in benefiting fully



from the advantages that trade secret protection can offer. A brief comparison of trade
secrets with other forms of intellectual property is discussed first below.

Trade secret protection has traditionally been an important method for protecting
information such as software-related information. [n30] Copyright and, more recently,
patent protection are also now used to protect software-related information. [n31]
Although copyright and patent protection have some significant advantages over trade
secret protection, [n32] trade secret protection has the advantage that, by definition, the
information is not known to the public. Other advantages of trade secret protection
include the broader scope of subject matter that can be * 306 protected [n33] and the
unlimited duration of that protection. The duration of a utility patent is 17 years (see 35
U.S.C. Section 154). [n34]

Maintaining information as a trade secret does not preclude the use of other
forms of intellectual property protection. For example, copyright and trade secret
protection are compatible. [n35] In contrast, patent protection and trade secret protection
are mutually exclusive. [n36] However, in situations where secrecy can be given up for
broader protection and where the trade secret information is patentable, [n37] then patent
protection should be a serious consideration. [n38]

*307 Regarding the definition of atrade secret, it is first noted that trade secret
law is derived from common law, and governed by the individual states. Thisis unlike
patent and copyright protection which are both governed by Federal laws. [n39]

At present, most states provide laws modeled in accordance with either the
Restatement of Torts (Restatement) [n40] or the Uniform Trade Secrets Act (UTSA).
[n41] Both of these "models’ are only proposals for states (in the case of the UTSA)
[n42] or for the courts themselves (in the case of the Restatement) to adopt at their
discretion. The UTSA is the newer of these two similar [n43] models and has been
gaining in popularity. At the time of thiswriting, the UTSA has been ratified by 33 states.
[n44]

When litigation centers around a trade secret, two related issues are typically
analyzed. The first iswhether a trade secret exists (that is, whether the subject matter
congtitutes a valid trade secret). The second is whether the trade secret has been
misappropriated (that is, improperly * 308 procured). The concept of the "existence” of a
trade secret is analogous to the concepts of validity and copyrightability in patent and
copyright law, respectively. The concept of misappropriation is analogous to the
concepts of patent and copyright infringement.

Regarding the first issue of whether a trade secret exists, there are several
circumstantial factors relating to the subject matter which must be present for it to be
considered atrade secret. These factors are derived from portions of the Restatement and
the UTSA. They include the type of subject matter at issue, [n45] whether the owner
derives economic value from its maintained secrecy [n46] and whether the subject matter



isreadily ascertainable (that is, whether it really is a secret and not in the public domain).
[n47] While these factors are part of what characterizes a trade secret, defining a trade
secret precisely is difficult. [n48]

An additional factor related to the concept of "secrecy” has particular relevance
to information used on a LAN. This factor is that the information must be the subject of
ongoing efforts to maintain secrecy. In other words, "reasonable efforts’ or "reasonable
precautions’ must continually * 309 be taken to ensure that the subject matter remains a
secret. If reasonable precautions are not taken, then, according to both the Restatement
and the UTSA, the subject matter is not a "trade secret.” [n49] This proposition is
followed by the courts. [n50] Thus, maintaining a trade secret hinges in part on how the
subject matter is continually treated.

The requirement of maintaining "reasonable precautions” is particularly relevant
to trade secret information used on LANS, largely because of the dissemination
capabilities of these devices. These dissemination capabilities may place such
information used on a LAN in a particularly vulnerable position. This then raisesa
guestion as to whether trade secret information used on a LAN runs counter to the
requirement of maintaining reasonable precautions. If the answer to this question is
"yes," then the consequences will affect the above-noted second issue of
"misappropriation.”

Misappropriation of atrade secret involves the ability to obtain remedies against
awrongdoer for stealing or "misappropriating” the trade secret. [n51] A finding of
misappropriation is determined based upon * 310 whether the trade secret was procured
by "improper means,” [n52] or whether there was some "duty” not to disclose the trade
secret. [n53] It isthis ability to obtain remedies based upon misappropriation that makes
trade secret protection of any worth.

Under both the Restatement and the UTSA, a finding of misappropriation pre-
supposes that a trade secret exists. [n54] Thus, if any of the above- noted factors which
define a trade secret are not present, then there can be no misappropriation (since there is
no trade secret). [n55] For example, where reasonable precautions are not taken to
protect the secrecy of information used on a LAN, then there can be no misappropriation.
Where there is no misappropriation, there are no available remedies stemming from trade
secret protection.

One can now understand why it is important for owners of trade secret
information used on a LAN to take reasonable precautions to keep their information
secret. However, a question remains regarding how much "precaution” is considered
"reasonable." Another question is whether the specific characteristics of aLAN affect
the amount and types of precautions that are necessary. These questions are addressed
below.



*311 11l. The Relationship Between Reasonable Precautions and Trade Secret
Information Used On A LAN

Courts have generally followed the principle that taking "reasonable
precautions’ to maintain the secrecy of trade secret information does not entail doing
everything possible to safeguard the information. Thisisillustrated by the celebrated
case of E.I. Dupont De Nemours & Co. v. Christopher. [n56] In this case, the defendants
were hired to take aerial photographs of a DuPont manufacturing facility which was
under construction and which did not yet have aroof. In discussing the issue of
precautions required to protect the trade secrets within the facility, the court stated that
"perhaps ordinary fences and roofs must be built to shut incursive eyes, but we need not
require the discoverer of atrade secret to guard against the unanticipated, the
undetectable, or the unpreventable methods of espionage now available." [n57]

Rather than require absolute secrecy and extensive precautionary measures, the
practice generally followed is that reasonable precautions under the circumstances must
be maintained. [n58] Under circumstances where trade secret information isin a
relatively vulnerable position, additional precautions may be required. Such
circumstances might include those where there is evidence of espionage in the industry or
where improper access to information is a common occurrence. [n59]

*312 Technical commentators have indicated that LANS create arelatively
vulnerable environment, [n60] especially when compared to other types of computer
systems such as mainframes. [n61] M uch of this vulnerability is due to the general
dissemination abilities of LANs and to the relatively young and undevel oped state of the
LAN industry as compared with other computer environments. [n62] In addition, persons
accustomed to using detached stand-alone microcomputers are often unaware of LAN
security issues [n63] and/or they resist controls over their computers that LANS impose.
[n64] Also, allowing remote access to a LAN adds additional levels of vulnerability.

[n65]

*313 As indicated above, the amount of reasonable precautions needed to protect
trade secret information depends upon the surrounding circumstances. By using trade
secret information on aLAN, this information is arguably placed in a vulnerable
environment in which a higher level of precautions would likely by required. Since
technical commentators have indicated reasons why information used on a LAN may be
unsecure, it is also arguable that unauthorized access to this information would not be
considered "unanticipated, undetectable, or unpreventable," as per the situation in
DuPont. This then raises the question of what specific precautions might be considered
"reasonable” to protect trade secret information on a LAN?

At present, there is no case law where the issue of reasonable precautions and
information used on LANSs is discussed. Therefore, any prediction regarding the amount
and type of specific precautions that would be required has to be accomplished by
interpolation. Thisis done in the following section by examining existing court decisions
addressing issues pertaining to reasonable precautions generally. Analogies are then



made between the factors the courts use to determine whether reasonable precautions
were taken and conditions which may exist on aLAN.

The anal ogies made between existing case law and conditionson aLAN are
supported by statements from technical commentators. These statements are indicative of
what the LAN community believes is necessary (from atechnical perspective) to protect
information used on LANSs. Since courts would be likely to take recommendations from
technical commentators into account, the following analogies, which consider the
statements of these commentators, may provide insight into what courts would consider
reasonable precautions.

The issues (denoted as "themes' below) that courts discuss regarding reasonable
precautions vary somewhat from case to case and from jurisdiction to jurisdiction.
However, there appear to be several (somewhat overlapping) themes which are frequently
mentioned. These themes can be broken down into two general groups. physica
protection [n66] and notice. [n67] Themes which relate to physical protection include
whether the location (or at least the immediate area) where the trade secret is kept is
secure, whether the trade secret is locked up and *314 to what extent the trade secret is
permitted to disseminate anong employees and outside persons.

Themes relating to notice include whether confidentiality agreements were
signed or policy statements were distributed and whether markings were placed on the
trade secret itself indicative of the secret status of the information. [n68] While courts
have indicated that factors concerning any one of the above-noted themes may not affect
afinding of reasonable precautions, factors relating to a combination of these themes can
be decisive. [n69]

These themes as they specifically relate to trade secret information used on a
LAN are discussed below.

V. Physical Protection of the Trade Secret

A. Genera Security Of The Area Of The Trade Secret

The first theme concerning physical protection as a means for taking reasonable
precautions addresses whether the area in which a trade secret is used is sufficiently
secure. The case of Electro-Craft Corp. v. Controlled Mation, Inc. [n70] isillustrative of
thistheme. In this case, plaintiff Electro-Craft Corporation (ECC) accused defendant
Controlled Motion Inc. (CMI) of misappropriating ECC's trade secrets concerning the
manufacture of servo motors for computer disk drives. The evidence indicated that a
servo motor manufactured by CMI had nearly identical dimensions and tolerances to that
of an ECC motor. In discussing the security of the area surrounding the trade secret, the
court indicated that ECC did not take appropriate measures to secure the areain which
the trade secret was used. [n71] In one example, the court noted that "many informal



tours were given to vendors and customers without warnings * 315 as to confidential
information." [n72] Although the court appeared to indicate that ECC's placement of
"authorized personnel” signs in various locations was a step toward taking reasonable
precautions, [n73] it was nonetheless insufficient by itself to convince the court that
reasonable precautions had been taken.

Another court decision illustrating this theme is Wilson Certified Foods, Inc. v.
Fairbury Food Products, Inc. [n74] In this decision, the defendant was accused of
misappropriation of the plaintiff's process of manufacturing cooked bacon particles
(known as Bits-O-Bacon). The plaintiff had asserted that this process was a trade secret.
According to the plaintiff, the president of the defendant corporation (a former employee
of the plaintiff) applied his knowledge of the plaintiff's process in his work at the
defendant corporation and thereby unlawfully appropriated the plaintiff's trade secrets.
[n75] In finding that the plaintiff did not take reasonable precautions to protect its
alleged trade secret, the court determined that the general area surrounding the trade
secret was not protected by adequate security measures. [n76] For example, the court
noted that the " signs on the floor where Bits-O-Bacon was produced restricting access
to the Bits-O-Bacon production area were maintained with great irregularity.” [n77]
While the court did take notice that plaintiff's manufacturing plant had a general security
system where non-employees were questioned as to their motives for visiting and were
subsequently issued passes, the court nonetheless found that "these measures constitute
nothing more than general plant security of a type which is often present in
manufacturing operations.” [n78]

*316 The cases discussed above illustrate that the degree of security surrounding
the area in which a trade secret is used is afactor considered by courts in determining
whether reasonable precautions were taken. Although these cases do not relate to LANs
directly, analogies can be made between the area security as discussed by the courts and
the conditions which may exist on aLAN. In addition, comments from technical
commentators regarding the conditions necessary to maintain LAN security can be used
to support these analogies. Analysis of these comments is valuable, since such comments
are likely to be considered by courts when determining whether reasonable precautions
were taken to protect trade secret information used on a LAN.

In general, commentators indicate that the area surrounding a trade secret should
be more heavily protected than those areas where there are no trade secrets. [n79] The
"surrounding area’ of aLAN can be defined as the area around its various components.
These components include printers, workstations and the devices that are used to connect
these components to each other. Permanent storage facilities for the information (e.g., file
servers) are a'so components of the LAN [n80] which define its "surrounding area.”

Technical commentators have indicated that attention to physical protection
surrounding the various components of a LAN is important and that security around these
components is needed. [n81] Consequently, the *317 area around these components
should (where possible) be considered "restricted.” Security measures such as guards
and/or personnel badges are one means for enforcing these restrictions.



Card-key mechanisms are another means for maintaining security around a given
area. These mechanisms can be used to indicate who has entered the area and when.
[n82] Additionally, audit trails on the LAN itself can be maintained and used in the same
manner. These issues will be discussed further with regard to licensing considerations
below.

Workstations are the portals through which access to information on the LAN
can be gained and their distribution is instrumental in defining the "ared’ in which the
LAN exists. Since they can be placed in any number of locations, an attempt should be
made to ensure security in those locations. [n83] Methods for doing this might include
limiting access to trade secret information only to certain workstations [n84] within a
restricted area. Visitors to this restricted area should be kept to a minimum [n85] and
those that are allowed to enter should be kept under close employee supervision. [n86]

*318 One method to help ensure that security procedures are followed generally
and to show that reasonable precautions were taken to protect the trade secret information
IS to assign one or more persons the duty of implementing and maintaining security
procedures throughou the LAN environment. In many companies, one or more "LAN
managers' are hired in part to enforce LAN security. Some commentators have indicated
that the role of such LAN managers in maintaining security should not be
underestimated. [n87]

Protecting the area around file serversis crucia [n88] and is less complicated
where the configuration of the LAN is server-based. However, if peer-based LANs are
used or where workstations are widely disseminated, it may be very difficult to protect
the area around the LAN with locks and badges. [n89] In situations which may make it
difficult to implement meaningful security procedures around the "area’ of the LAN,
other types of physical protection should be emphasized. These other types of physical
protection are discussed below.

B. Locking Of The Trade Secret

Another theme concerning physical protection is whether the trade secret itself
was kept "locked up." Many cases indicate that this theme is taken into account by courts
in determining if reasonable precautions have been taken.

One court decision illustrating this theme is Defiance Button Machine Company
v. C&C Meta Products Corp.[n90] In this decision, the plaintiff had sold the defendant
several of its assets. These assets as "listed” on the sale sheet included a computer, but
did not include any computer programs or data. During the defendant's removal of the
"listed" assets from the plaintiff's computer room, a representative of the defendant asked
a computer operator formerly employed by the plaintiff to *319 demonstrate the
operation of the computer. While demonstrating the computer, the computer operator
discovered that a copy of the plaintiff's customer list had been Ieft in the computer's



memory. In addition, the code word enabling the computer to print the customer list was
found in source books located in the plaintiff's computer room.

From this evidence, the court stated:
[plaintiff] did not take adequate measures to ensure the secrecy of the lists.
Hence, even though [defendant] may have obtained the lists by improper means -- paying
[the former computer operator] to extract the information from the computer -- any such
impropriety does not create liability for use of atrade secret, since by failing to protect
the lists from ready access by [defendant] independent of [the computer operator's]
assistance, [plaintiff] has forfeited the protections of trade secret law. [n91]

Thus, by not keeping the trade secret information adequately "locked" and
inaccessible to unauthorized persons, the court held that the plaintiff's information could
not properly be deemed a trade secret. This was so held even though the trade secret had
been obtained by "improper means.”

Other cases also emphasize the importance of keeping trade secrets locked up.
In Electro-Craft, the court noted that the plaintiff's "documents such as motor drawings
were not kept in a central or locked location, .. ." [n92] Similarly, in Wilson, the court
found that "a copy of the plant operating instructions for the Bits-O-Bacon operation was
kept unlocked in aformer employee's desk, and accessto his office was not restricted.”
[n93]

The above cases demonstrate that keeping trade secret information locked up isa
factor considered by courts in determining whether reasonabl e precautions have been
taken. Neglecting this factor consequently can contribute to the demise of atrade secret.
This appears true even where the trade secret was acquired by improper means, as the
Defiance case demonstrates.

A difficulty in applying this theme to LANSs is that trade secret information used
on aLAN inherently does not lend itself to being put into a safe and locked up. Thisis
because information used on aLAN is electronically accessible to the various devices
comprising the LAN. However, technical commentators have indicated that there are
ways of keeping this information "locked" that are somewhat analogous to the idea of
"locking" information in a more traditional sense.

*320 One way of locking trade secret information used on a LAN isto lock that
information at the source. For example, rooms containing the permanent storage devices
(usually file servers) upon which the trade secret information resides, as well as printer
rooms [n94] where trade secret information is printed, should be kept locked. [n95]
Where peer-based LANS are used rather than more centralized server-based
configurations, security becomes more difficult, since al of the workstations containing
trade secret information need to be locked. [n96]

Of course, when trade secret information is used on aLAN, the cables
connecting servers (and other devices) to workstations in effect act as "holes" through



which the information leaks. To effectively "lock up” the trade secret information,
unauthorized access to these "holes" needs to be prevented. "The most popular technique
to prevent unauthorized access to information is password security, which forces users to
enter unique identification codes before they can access shared data.” [n97]

Password protection usually consists of two components. a persona
identification token (to identify the user) and a personal authentication token (to validate
the identity of the user). [n98] Password protection can be used to protect varying
amounts of information, from specific pieces *321 of information to access to the LAN
generally. [n99] Some courts have specifically acknowledged that the use of passwords
(in conjunction with other precautionary measures) is a means for taking reasonable
precautions. [n100] However, technical commentators warn us not to place too much
faith in password protection alone. [n101]

Although present password schemes generally require a user to enter an apha-
numeric code from a keyboard, other types of identification means are gaining
acceptance. They include the use of "hand geometry, fingerprint and eye retina pattern
readers, signature verification and voiceprint recognition.” [n102]

Other steps toward locking trade secret information which may be seen as taking
reasonable precautions include the utilization of automatic log-off facilities when
workstations have been left unattended. [n103] Also, a user should not be permitted to
enter too many invalid passwords. [n104] *322 In addition, the keyboards to the
workstations themselves should be locked when not in use. [n105] Implementation of
these precautions would serve to inhibit an unauthorized intruder from gaining access to
trade secret information and also may serve as evidence that reasonable precautions were
taken.

C. Dissamination of the trade secret

In addition to 1) securing the area of the trade secret information and 2)
keeping the trade secret "locked up,” athird theme courts often consider concerning
physical protection relates to dissemination of the trade secret. Courts have indicated that
alackadaisical approach to distribution and dissemination of atrade secret isan
indication that reasonable precautions have not been taken to protect the trade secret.

For example, in Wilson, the court found that . . . ageneral description of the
manufacturing process was distributed to Wilson's sales brokers." [n106] In Electro-
Craft, the court noted that "discarded drawings and plans for motors were ssimply thrown
away, not destroyed." [n107] These findings contributed to the courts' decisions that
reasonable precautions had not been taken.

In Surgidev Corporation v. Eye Technology Inc., [n108] the court discussed
steps it believed the trade secret owner (plaintiff) had taken toward inhibiting
dissemination of the trade secret. In holding that reasonable precautions had been taken



by the plaintiff, the court stated that the plaintiff had made efforts to promote
"distribution of allegedly secret materials on strictly a 'need-to-know' basis,” [n109] and
"to separate sensitive departments or processes from the central facility” [n110] This
case, as well as Electro-Craft and Wilson, indicate that the control of dissemination of a
trade secret is a factor courts may use to determine if reasonable precautions were taken.

The issue of dissemination of trade secrets is particularly pertinent to LANS,
since the very purpose of a LAN isto disseminate information. The potential
dissemination of information used on a LAN can be very widespread, depending upon its
configuration. Moreover, dissemination can increase greatly when access to information
on aLAN is*323 permitted via remote devices. If trade secret information is allowed to
disseminate too freely, a court may find that reasonable precautions were not properly
taken.

The holding in Surgidev indicates that trade secrets should be limited, where
possible, to distribution on a need-to-know basis. From atechnical perspective, one
commentator has stated that, with regard to LANS, "users should receive access only to
files and services they need for their work." [n111] Since acourt islikely to take such
comments into account, these comments can only serve to increase the weight that a court
will give to factors relating to dissemination of information.

In addition to advising that trade secret information should be used on a need-to-
know basis, technical commentators have also indicated that allowing "dia-in" devices,
such as modems, to be attached to a LAN can make information onthe LAN more
vulnerable. [n112] While methods exist which can make modem accessto aLAN more
secure, [n113] attachment of modems can still decrease the overall security of
information used on a LAN. [n114] Thus, where possible, a LAN should remain truly
"local" by having no modems attached. Technica commentators have also suggested
that, for similar reasons, the attachment of bridges and gateways to the LAN should also
be avoided. [n115]

*324 Although it may be optimal from a security perspective ot to attach the
above- mentioned devices to a LAN, business considerations may nonetheless require
their attachment. In these situations, monitoring the information passing through these
devices may provide some protection. However, it is often difficult to identify who is
accessing the information. [N116]

One solution to this problem may be to install some mechanism which will
prohibit trade secret information from passing through a remote device. Inthisway, a
user who normally can access trade secret information via a workstation directly attached
to the LAN would not be able to access that same information through a remote device.
A possible method for implementing thisis to encode all trade secret information with
some identifying mark which indicates that the information is a trade secret. The remote
device could then be set up to prohibit the passage of any information containing the
identifying mark.



The use of remote devices is not the only way in which information can be
disseminated to the detriment of atrade secret. Printers, for example, can disseminate
information in ways which may not be consistent with taking reasonable precautions.
This is because printers make it easy to produce multiple copies of trade secret
information, all of which may not be properly accounted for or destroyed when the user is
finished with them. If printed copies of trade secret information are carelessly thrown
away, a situation similar to that discussed above in Electro-craft could occur. Asaresult,
in the realm of computerized information (such as that used on a LAN), printers may
replace the photocopy machine as the traditional "enemy" of trade secrets. [n117]

In view of the potential effect of printers on the dissemination of sensitive
information, technical commentators advise taking special precautions when printing
sensitive information. These precautions include allowing sensitive information to be
printed only on designated printers [n118] and monitoring those printers. [n119] In
addition, a password can * 325 be required to print trade secret information. Also, a
document destruction policy should be implemented. [n120] These precautions would
inhibit dissemination and theft of the trade secret information, as well as potentially show
that reasonable precautions were taken.

Another problem regarding the dissemination of trade secret information used on
aLAN concerns the fact that workstations are typically self-contained computers having
removable storage devices. This makesit possble for auser at a LAN workstation to
access trade secret information from a server, copy that information to a removable
storage device (such as afloppy disk) on the workstation and then walk away with the
storage device and the trade secret information [n121] Thus, the fact that workstations
have their own storage devices makes them a potential information dissemination
problem.

To alleviate possible dissemination problems facilitated by removable storage
devices, "diskless" workstations can be used. [n122] Diskless workstations are usually
self-contained computers, but without any type of permanent storage facilities. [n123] In
this way, users can take advantage of * 326 the facilities of a LAN without having the
ability to copy and remove valuable trade secret information.

In many situations, it may be desirable for the workstations to contain local
storage facilities, yet equally desirable to maintain the kind of security that diskless
workstations can afford. One possible solution is to provide a mechanism which
automatically encrypts any information which is written to the local storage facility.
When the information is read back from the local storage facility, it is automatically
decrypted. In that way, information can be saved locally, but can only be used by
systems that can decrypt the information.

With the advent of wireless LANSs (which use some form of radio frequency or
infra-red technology to send information to and from various devices on the LAN), some
concern has been raised regarding the degree of security that they provide. [n124] Where
spread-spectrum technology [n125] is used, however, many consider wireless LANSs to be



more secure than LANSs using conventional wire cables. [n126] Thus, using wireless
LANs may actually be a means to show that reasonable precautions were taken to protect
the trade secret information.

The cables that are used to connect the devices comprising a LAN may
themselves be a source of dissemination which can detrimentally expose trade secret
information. [n127] Thisis partly because conventional copper cables emit radio waves.
Information passing through the cables can be re- created by capturing these radio waves.
Also, these cables can be tapped into directly. Solutions to this problem include the use
of *327 "shielded" cable, [n128] or the use of fiber optic cable (which emits no
interceptible radio waves [n129] and is difficult to tap into [n130]

Compounding the problem of unauthorized access via cables is the fact that
many LANSs use information access methods which effectively broadcast information to
some or all workstations on the LAN. This occurs even though the information may be
sent from one workstation for receipt by only one other workstation. [n131] Security
protocols are currently being developed to alleviate this problem. [n132] Use of these
protocols would help prevent an intruder from accessing the information via cables or
another workstation.

In addition to the cables, the workstations themselves can generate radio waves
which can be interpreted from a distance. [n133] If the workstations are spread out in
many locations (and near the outside of a building), the chances of capturing the radio
waves is greater. However, radiation shields can be placed around workstations so that
these radio waves will not be emitted. [n134] Such precautions may be warranted,
depending upon the "surrounding circumstances.”

Encryption has become an important method for protecting sensitive information
from falling into the hands of unauthorized persons. [n135] In addition to its value for
local storage, as discussed, the use of encryption * 328 can encompass anything from
encrypting passwords [n136] or select transmissions to encrypting all transmissions
withinaLAN. [n137] Encryption of trade secret information is particularly important
when the trade secret information is transmitted over telecommunications lines. [n138]

In any event, the use of encryption could be used as evidence that reasonable precautions
were taken to protect the trade secret information used on a LAN.

V. Notice Requirement

In addition to themes concerning physical protection, courts consider whether
reasonable precautions were taken to put persons "on notice" of the existence of trade
secret information Thisis particularly pertinent to trade secret information used on
LANSs due to the relative vulnerability of LANs and the information dissemination
capabilities that they possess. As aresult, special efforts should be made to put persons
on notice of the existence of trade secret information used on a LAN.



Two themes addressing this issue are discussed below. Thefirst themeis
whether those who have access to the trade secret are aware of its secret status in view of
signed confidentially agreement s [n139] and/or corporate policy statements. The second
theme is whether the trade secret itself was marked as a trade secret in some way.

Courts typically examine factors relating to these themes when considering the
guestion of whether persons had adequate notice that the information was considered a
secret. The answer to this question can then be used to help answer the broader question
of whether reasonable * 329 precautions were taken to protect the secrecy of the
information. Again, while there are no cases on point concerning LANS, an idea of what
a court may find as congtituting adequate notice can be interpolated from existing case
law, as was done above for issues concerning physical protection.

A. Signed agreements and notification of trade secrets

Courts have held that the use of signed agreements and other forms of
notification of atrade secret's existence (aside from actually marking the information as a
trade secret) can be evidence that reasonable precautions were taken to protect atrade
secret. However, any such form of notification must identify with some specificity that
which is considered secret. Some of these court decisions concerning this issue are
examined below.

In Electro-Craft, the fact that the plaintiff neglected to notify persons of the
specific subject matter considered to be secret contributed to the court's determination
that reasonable precautions were not taken. Specifically, the court stated that "ECC's
efforts were especially inadequate because of the nonintuitive nature of ECC's claimed
secrets here. The dimensions, etc. of ECC's motors are not trade secretsin as obvious a
way as a'secret formula might be. . .. ECC never issued a policy statement outlining
what it considered to be secret.” [n140] Thus, the precise nature of what ECC considered
to be its trade secrets was never disclosed to its employees.

Similarly, the Wilson court found that two relevant agreements signed by the
defendant did not specifically mention what information was considered a trade secret.
In addition, the court decided that the two agreements were of atype signed by
employees generally and not just by those privy to the trade secret information.
Specifically, the court stated that "neither agreement mentions the Bits-o-Bacon process
in any respect, and it is undisputed that forms of this type were signed by untold numbers
of Wilson employees over the years, most of whom were never involved in the Bits-o-
Bacon operation." [n141]

The Electro-Craft and Wilson cases indicate that persons having access to trade
secret information should be notified as to precisely what information is considered a
trade secret. Generic forms which broadly indicate that confidential information may not
be disclosed appear insufficient to show that reasonable precautions were taken. In
addition, *330 generic forms which indicate that virtually everything in the corporation is



to be considered "confidential” may be considered overreaching and may be deemed null
and void by a court as an unreasonable restraint on the mobility of an employee. [n142]

Some cases where courts have upheld the existence of trade secrets indicate that
the trade secret itself was clearly identified to those who had access to it. For example, in
Cybertek Computer Products, Inc. v. Whitfield, [n143] the plaintiff asserted that its
"auto/issue" computer system was a trade secret. In upholding the computer system as a
trade secret, the court noted that the nondisclosure agreement signed by the defendant
"specifically made reference to the auto/issue system” [n144] as a trade secret.

In J& K Computer Systems, Inc. v. Parrish, [n145] the court adopted a somewhat
broader view than that of the Cybertek court, finding that reasonable precautions were
taken partly because of the plaintiff's use of an employee contract. Specifically, the
contract stated that "the methods and programs used in conducting the employer's
business are valuable, special and unique assets of the employer's business." [n146]
Although the agreement only mentioned "programs’ generally, this was specific enough
for at least this court. The broad scope of this employee contract should be viewed as a
minimum standard of specificity, however. It would be prudent, in view of other court
decisions, to provide greater specificity in identifying the subject matter which is
considered secret.

From the above- noted cases, it can be appreciated that those persons that are
using trade secret information on aLAN (be they employee * 331 or contractor [n147])
should sign some type of confidentiality agreement or contract indicating the existence of
the trade secret information. [n148] These confidentiality agreements should identify the
specific information considered a secret and should vary depending upon the type of
information used by a particular employee. [n149] In addition to confidentiality
agreements, general policy statements should also be issued to each employee to identify
the subject matter considered to be a trade secret. [n150]

InaLAN environment, users of trade secret information could potentially be
spread out over a department, a building or even the world, if modems or the like are
attached to the LAN. Thus, it is difficult, yet important, to make these users aware of
company policy concerning the scope, as well as the treatment, of trade secret
information. [n151] This can be done by electronically posting company policies via the
LANS, particularly to those persons using the trade secret information. 1n addition, when
access to trade secret information is first given to users, it is important to make sure that
al of these users (wherever they are) * 332 are identified and sign a confidentiality
agreement indicating their awareness of the trade secret status of the specific information.
[n152]

One way to ensure that persons using trade secret information on a LAN sign the
proper confidentiality agreements is to require that they sign interactively. This can be
done by providing workstations with light pens or digitizing pads to allow the user to
interact directly with the computer screen or pad. [n153] When users (using their specific
personal identification token) access trade secret information for the first time, a



computer program can request that they sign their name on the screen or pad before being
allowed access the trade secret information. This digitized signature can be recorded and
used to show that the signer was on natice of the trade secret status of the information.
[n154]

Another problem with putting persons on "notice" concerns keeping track of all
trade secret information accessible on the LAN. Since LANs allow users to place
information on the LAN for access by other users, [n155] a user can potentialy place
trade secret information on the LAN so that it is easily accessible by unauthorized
sources. Where the LAN is interconnected to other devices via modems, gateways, €tc,
an even greater potential for dissemination of the information can occur.

In addition to the dissemination problems caused by allowing usersto place
information on a LAN, the specific information available to users viathe LAN is often
unknown to the trade secret owner. This, in turn, makes it difficult for a trade secret
owner to determine the scope of the confidentiality agreements thet employees should
sign. Thus, mechanisms for monitoring information made accessible to other users
should be implemented and policy statements prohibiting free access to certain types of
information should be distributed.

*333 B. Marking trade secret information

Marking atrade secret to show that it is considered a secret is another theme
discussed by courts in determining whether reasonable precautions were taken. In
Cybertek, the court noted that the plaintiff had taken steps such as "the marking of
documentation relating to its products as confidential, [and] the use of registration
numbers in connection with copies of its documentation . . ." [n156] In J&K Computer
Systems, the court noted that "the program was marked with the following legerd:
‘program products proprietary to J& K Computer Systems, Inc. authorized use by license
agreement only." [n157]

Conversely, there are cases where reasonable precautions were not found to have
been taken, in part because the trade secret was not properly marked. For example, in
Electro-Craft the court noted that "None of [ECC's] technical documents were marked
‘confidential,” and drawings, dimensions and parts were sent to customers and vendors
without special marking." [n158] These decisions thus indicate that marking information
as atrade secret is a factor which courts look to in deciding whether reasonable
precautions have been taken.

To begin with, documentation and portable physical storage media, such as
diskettes, containing trade secret information to be used on a LAN should be marked as
"confidential,” "proprietary,” etc. [n159] In addition, the trade secret information should
contain an explicit statement on how the information should be treated. [n160]
Regarding trade secret informationin the form of computer programs and data, notice of
the trade secret should be embedded within the information or actually made to *334



appear when the information is used. [n161] In thisway, a user anywhere on the LAN
(or connected remotely) will be notified of the trade secret status of the information when
itis used.

In addition, printers attached to the LAN which print trade secret information
could be made to automatically stamp "confidential" on any printouts of such
information. This would ot only put persons printing the information on notice, but
would also put any third party to which the information was shown on notice as well.
Also, the trade secret information could be printed with markings that identify the
specific printer used, so that the source of the information can more easily be traced.
[n162]

Ensuring that the notice accompanies the trade secret information itself is
particularly important in a LAN environment, since access to the information potentially
can come from many different sources. If the notice is brought to the user's attention
during the use of the information, then the trade secret owner can be assured that all users
will be apprised of the trade secret status of the information. Of course, additional
reasonable precautions should still be taken as per the other themes discussed above.

V1. Reasonable Precautions And Licensing Of Trade Secrets

In addition to using trade secret information on its own LANS, a trade secret
owner may also want to license itstrade secret information to others. [n163] General
business considerations would typically dictate this decision. In addition to these
business considerations, an issue that needs * 335 to be addressed is whether licensing this
information may adversely affect the trade secret status of the information. More
specifically, the trade secret owner should consider whether circumstances surrounding a
particular licensing situation might prompt a court to determine that reasonable
precautions were not taken. [N164]

In evaluating a particular licensing situation, the owner/licensor should identify
specific precautions which the license would need to take to properly protect the trade
secret information. The type of precautions needed would depend upon the "surrounding
circumstances,” as addressed earlier in this discussion. In essence, greater precautions
should be required of a licensee where the facilities of the licensee and/or the competitive
nature of the industry would render use of the trade secret information by the licensee
more vulnerable.

Specific stipulations imposed on a licensee to ensure that reasonable precautions
are taken should at least include those which the licensor imposes upon itself. [n165]
These might include the preparation of confidentiality agreements for employees of the
licensee, [n166] in which the exact nature of the trade secret subject matter is defined.
[n167] Such stipulations are particularly important where the employees of the licensee
are widely disbursed and where the precise amount and type of trade secret information
accessible to the employees may otherwise be difficult to determine. In any event,



imposing such stipulations on a licensee not only serves to maintain the secrecy of the
information, but also may *336 serve as evidence that the licensor took reasonable
precautions to protect its trade secrets. [n168]

In addition to those precautions which the licensor has implemented at its own
facilities, alicensee may need to take additional precautions to properly protect the trade
secret information due to the licensor's lack of direct control and supervision over the
licensee. Because the licensor typically does not oversee the day-to-day operations of the
licensee, it would be prudent to impose stipulatiors which compensate for this fact. For
example, alicensor might consider requiring a licensee to use diskless workstations.
Since the licensor cannot easily monitor the activities of the licensee's employees, use of
diskless workstations would inherently inhibit attempts of theft of trade secret
information.

Other precautionary measures which compensate for alicensor's lack of direct
control include the use of mechanisms which generate audit trails. These mechanisms
can generate a log of who accessed the LAN, when, from where, and what specific
information was accessed. [n169] In addition, they can be used in conjunction with card-
key mechanisms, [n170] so that alog of who entered the area where workstations and/or
servers reside can also be maintained. By compelling the licensee to use mechanisms
which generate these logs, a licensor can maintain some supervision over its trade secret
information and ensure that the licensee (and, in effect, the licensor) is taking reasonable
precautions to protect the information.

Site ingpection of alicensee's premises can be used to ensure that alicensee is
complying with the stipulations in the license agreement. A site inspection could include
inspection of the areas where trade secret information is being used, as well as inspection
of components of the LAN itself. Thiswould help ensure that the licensee is conforming
to al stipulations of the license agreement. Both site inspections and the use of audit
trails should be carefully documented for use as evidence that reasonable precautions
were taken.

* 337 Reasonabl e precautions regarding trade secrets should also be taken into
account when determining what type of license agreement to enter into. In general,
licensing relating to LANSs fallsinto three maor categories. 1) Sitelicensing: anetwork
version of single -- user agreements allowing unlimited copies of information at a
specific location, 2) Server -- based licensing: users on a single network server al have
access to the information, 3) Per-user agreements. alimited number of users access the
information at a given time. [n171]

A site license typically alows the licensee to use the licensed information
anywhere within some defined site. Depending upon the definition of "site" ard the
security taken around the site, this type of license agreement could potentially allow the
trade secret information to disseminate into unprotected areas. Thus, where this type of
license is used, the licensor should be sure that the entire site in which the trade secret
information may be used is secure.



Server-based licensing typically provides for a more limited dissemination
potential for trade secret information. However, the ultimate determination of reasonable
precautions will depend in part on what is attached to the server. For example, where
modems, bridges and/or gateways are attached to the LAN, then a single server can still
be accessed by a multitude of workstations. Thus, a licensor may want to include a
provision in the license agreement in which the licensee is prohibited from attaching
modems, bridges or gateways to the LAN on which the licensed trade secret information
isbeing used. Asaless stringent alternative, the licensor may insist that mechanisms be
installed so that the licensor's information is made inaccessible via these devices.

A per-user agreement would tend to be safest with regard to maintaining
reasonable precautions, since only alimited number of users could access the information
at any time. In any event, the effect that any of the above- mentioned license agreement
schemes would have with regard to reasonable precautions would depend on the degree
to which the licensor enforces the agreement.

In generd, the issues discussed in this and the previous sections need to be
addressed when considering the terms of a license agreement involving the use of trade
secret information on aLAN. Asagenera proposition, the license agreement should be
drafted so that the agreement itself could be used to show that reasonable precautions
were *338 taken. In addition, inspections of the licensee's operations (using site
inspections and/or audit trails) should continue throughout the duration of the license
agreement.

CONCLUSION

Using trade secret information on a local area network may conflict with the
legal requirement that reasonable precautions be taken to preserve the secrecy of that
information. Since there is presently no case law addressing reasonable precautions with
respect to LANS, other means were used to predict specific factors a court might consider
in determining whether sufficient reasonable precautions were taken. First, existing case
law addressing reasonable precautions in general was examined. Then, analogies were
drawn between the factors the courts used in their discussions and conditions which may
be present on aLAN. Opinions from technical commentators were also examined with
respect to how these conditions affect security of information used on a LAN.

In performing the above analysis, it appeared that the courts would most likely
take a variety of factors into account. In view of these factors, the owner of trade secret
information used on a LAN should try to implement the following:

1. Where possible, keep all the various components of the LAN (and those that
can access the LAN) within a secure, restricted area. If thisisimpractical, then at least



keep the file servers and printers within a restricted area and put extra emphasis on other
types of precautionary measures.

2. Keep the trade secret information locked. For example, lock the room
containing file servers (and the file servers themselves) and maintain password protection
for access to the information.

3. Where possible, LANSs should be truly local (that is, no modems, gateways,
bridges, etc., should be attached). If thisis not practical, access to sensitive information
via such remote means should be restricted.

4. Communication links should be protected. Measures such as encryption of
information (especially when using devices such as modems, gateways or bridges) and
shielding of cables should be taken.

5. Designated printers for printing sensitive information should be chosen and
monitored. A destruction policy of redundant or unneeded sensitive documents from
these printers should be maintained.

6. Where possible, diskless workstations should be used.

7. All persons using the trade secret information should be put on notice as to
what specific information is considered a trade secret. This * 339 should be accomplished
via signed agreements and/or company policy statements, both of which can be
distributed viathe LAN itself. Also, the trade secret information should be marked as
confidential so that all users of this information on the LAN will observe this notice.

8. If the trade secret information is licensed, the licensor should impose all
precautionary measures that it uses itself on the licensee. In addition, site inspections of
the licensee's premises should be made and auditing mechanisms should be implemented.

The factors mentioned in this discussion should be considered by trade secret
owners before using sensitive information on its own LANs or the LANSs of alicensee.
Of course, the owner of trade secret information needs to evaluate the amount of
precautions desirable from a legal perspective in light of the actual value of the trade
secret information. Where this information is highly valuable, it would be unwise to
compromise precautionary measures necessary to maintain the trade secret.
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[n23]. See, e.g., Goos, G., Lecture Notes in Computer Science, at 3 (1989),
containing the article Why isaLAN aLAN by Kirkpatrick, stating that a characteristic
not present in WANs is that "all [workstations] on a LAN are able to listen to most
information on the LAN. For example, ina[LAN using a carrier sense multiple access
with collisiondetection (CSMA/CD) access method] all stations may listen to the
information. Ina[LAN using atoken ring access method], only those stations which are
between the sending and receiving stations on the ring are able to listen to information.”

[n24]. See e.qg., Martin, supranote 16, at 168, ("A bridge is able to interconnect
physicaly distinct networks, . . ."), and at 175, ("A gateway is used to interconnect
networks that may have entirely different architectures.”)

[n25]. See, e.qg., Madron, supra note 3, at 11, ("Connectivity is a central concept in
local area networks, meaning that any device on the LAN may be addressed as an
individual connection. For alarge computer with many ports, each port is a connection,
whereas a single-user terminal or microcomputer is also a connection.")



[n26]. See Thomas, R., How Can We Help Stop The OSI Merry-Go-Round?,
Network World, July 4, 1988 at 17, ("Linking disparate computers via common
applications and multiple medias in a plug-compatible manner is the promise of the ISO
model for the OSl.")

[n27]. See, e.q., Tangney, J., Loca Area Networks And Their Applications, 215
(2988) ("The MAP standards [devel oped by General Motors] are essentially an
application-specific subset of the SO protocols designed to meet the needs of factory
automation.") See also, Madron, supra note 3, a 25, ("OSl is a key factor in the
development of the Manufacturing Automation Protocol (MAP), developed by General
Motors.")

[n28]. See, e.g., Madron, supranote 3, at 25 ("the U.S. Department of Defense.. . .
supports its own Transport Control Protocol (TCP).")

[n29]. See, e.g., Madron, supranote 3, at 190, ("Since one of the primary
objectives of alLocal Area Network is connectivity, successful implementation of a
highly connective system tends to thwart some methods of security and control.")

[n30]. See, e.g., Bender, The Future Of Software Protection: Protection of
Computer Programs. The Copyright/Trade Secret Interface, 47 U.Pitt L. Rev. 907,
(Summer 1986) (" Those seeking to protect [computer programs| have traditionaly relied
on trade secret law."); See Also, Rodau, Computer Software: Does Article 2 of the
Uniform Commercial Code Apply?, 35 Emory L.J. 853, 854 n6 (Fall 1986) ("Early
attempts to protect software successfully relied on Trade Secret Law.")

[n31]. Regarding patent protection see, e.g., Fraser, J., Keeper of the Faith, EDN,
October 1, 1990, at 174, 178 ("The U.S. Patent Office began granting patents on software
in 1981. Thousands of them have issued so far, and they cover many common and widely
used functions."); Regarding copyright protection see, e.g., Hammond, H., Software
Purchases Gives Buyer Limited License, The National Law Journal, August 20, 1990, at
19, ("Federal copyright laws protect computer software"), citing case law; See also, 17
U.S.C. Sections 101, 102 and 117 indicating that computer programs are protected by
copyright law as literary works.

[n32]. For example, patents and copyrights are usually meant for public
distribution. Consequently, dissemination of the subject matter will not affect the validity
of a copyright or patent. However, when the subject matter of a trade secret becomes



publicly known, it islost forever as atrade secret regardless of the wrongfulness of the
public dissemination.

[n33]. See, e.g., Kewanee Qil Co. v. Bicron Corp., 416 U.S. 470, 476 (1974),
stating that [n]ovelty in the patent law sense, is not required for a trade secret.”" See also,
Milgrim, supra note 10, § 208[2] at 2-192 - 2-194, ("[A] trade secret reed not be
patentable"); Sadler, C., Federal Copyright Protection And State Trade Secret Protection,
33 Am. U. L. Rev 667, 669 n10, ("The Copyright Act of 1976 explicitly denies protection
to any idea, procedure, process, system, method of operation, concept, principle, or
discovery, regardless of the form in which it isexpressed . . . . All of these, however,
may properly be protected by trade secret.”)

[n34]. The duration of copyright protection is the life of the author plus 50 years
(see 17 U.S.C. Section 302. For works created before January 1, 1978, see 17 U.S.C.
Sections 303 and 304); Regarding the duration of trade secrets, see, e.g., Readio, M.,
Minnesota Development: Balancing Employers Trade Secret Interestsin High
Technology Products Against Employees Rights and Public Interests in Minnesota, 69
Minn. L. Rev. 984, 987 note 17, ("Unlike patent and copyright protection, trade secret
protection is potentially unlimited in duration, . . ."); see also Moore v. University of
Cdlifornia, 793 P.2d 479, 15 U.S.P.Q.2d 1753, 1782 (Cal.Sup.Ct. 1990) stating that trade
secret protection "is both quickly acquired and unlimited in duration.”

[n35]. An unpublished work can be subject to copyright protection. (See 17
U.S.C. Sections 104(a) and 102). However, an action for infringement may not be
instituted until registration of the work at the U.S. Copyright Office. (See 17 U.S.C.
Section 411(b)). Although this registration requires a deposit of the work, it is possible to
deposit only portions of the computer program listing. This permits trade secret and
copyright protection to be maintained simultaneously. (See 37 C.F.R. Section
202.20(c)(2)(vii)).

[n36]. When a patent issues, it is published and becomes part of the public record,
and isreadily accessible. Thus, it cannot be maintained as a secret. See, for example, 35
U.S.C. Section 13, stating that patents may be sent to public libraries "which shall
maintain such copies for the use of the public, . . ." See aso, Milgrim, supra note 10, §
8.02[2], at 8-10 - 8-11, ("[F]or al practica purposesit may be stated that a claim of trade
secret and patent protection for the same matter is inherently inconsistent if the matter is
published.")

[n37]. The conditions of patentability are set forth generally in Title 35 of the U.S.
Code.



[n38]. An advantage of patent law is derived from 35 U.S.C. Section 271(a). This
section provides that "whoever without authority makes, uses or sells any patented
invention, within the United States during the termof the patent therefore, infringes the
patent.” Under this section, one could create a previously patented invention
independently of any information derived from the patent owner and still infringe the
patent. This differs from trade secret protection, which gives the trade secret owner a
cause of action only against one who has unlawfully used or disclosed the owner's
information in violation of some contract or duty owed to the owner. See Milgrim, supra
note 10, at 8 8.02[8] for a comparison of patent and trade secret protection regarding this
and other issues. See 35 U.S.C. Sections 281-295 for available remedies for infringement
of patents. But see also, supra note 51 for remedies for misappropriation of atrade
Secret.

[n39]. Patent law is derived from Title 35 of the U.S. Code, and Copyright law is
derived from Title 17 of the U.S. Code.

[n40]. Restatement of Torts (First), Section 757

[n41]. 14 UTA 329 (Supp. 1988)

[n42]. It is noted that the UTSA was formed from the perceived need to develop a
statutory scheme for protecting trade secrets. The Commissioners Prefatory note to the
UTSA states that "notwithstanding the commercia importance of state trade secret law to
interstate business, this law has not developed satisfactorily . . . ." One commentator
observed . . . clear uniform trade secret protection is urgently needed . . ." (See 14
Uniform Laws Annotated 434).

[n43]. See, e.qg., Miller, S, Florida's Uniform Trade Secrets Act, 16 Fla.St.L.Rev
863, 868 (Fall 1988) ("[T]he UTSA and the common law [which is summarized by the
Restatement] "are in harmony, and both can be cited to support the same result.”);
However, some differences do exist. See, for example, UTSA Section 1 (commentary),
("The [UTSA] definition of 'trade secret' contains a reasonable departure from the
Restatement of Torts (First) definition which required that a trade secret be ‘continuously
used in one's business.")

[n44]. Alabama, Alaska, Arizona, California, Colorado, Connecticut, Delaware,
Digtrict of Columbia, Florida, Hawaii, Idaho, Illinois, Indiana, Kansas, Kentucky,
Louisiana, Maine, Maryland, Minnesota, Montana, Nevada, New Hampshire, New



Mexico, North Dakota, Oklahoma, Oregon, Rhode Island, South Dakota, Utah, Virginia,
Washington, West Virginiaand Wisconsin.

[n45]. Comment b of the Restatement states that "[a] trade secret may consist of
any formula, pattern, device or combination of information . . ." Section | (4) of the
UTSA states that "[t]rade secret’ means information, including a formula, pattern,
compilation, program, device, method, technique, or process, . . ." For cases specificaly
holding that computer programs are protectable subject matter, see Integrated Cash
Management v. Digital Transactions 732 F.Supp 370, 13 U.S.P.Q. 2d 1397 (S.D.N.Y.
1989); Cybertek Computer Products, Inc. v. Whitfield, 203 U.S.P.Q. 1020 (Cal. Super.
Ct. 1977).

[n46]. Comment b of the Restatement states that a "trade secret" gives a person
"an opportunity to obtain an advantage over competitors who do not know or use it."
UTSA Section 1(4)(i) states that a trade secret "derives independent economic value
[from not being known to or ascertainable by] other persons who can obtain economic
value fromits disclosure or usg, . . ."

[n47]. Comment b of the Restatement states that "[m]atters of public knowledge
or of general knowledge in an industry cannot be appropriated by one as his secret.”
Comment b also states that relevant factors are "(1) the extent to which information is
known, outside of [the owner of the information's] business; . . . (6) the ease or difficulty
with which the information could be properly acquired or duplicated by others." Section
1(4) (i) of the UTSA states that a trade secret is subject matter "not being readily
ascertainable by proper means. . ." See aso Milgrim, supranote 10, at 2-175 - 2-176,
("[A] matter cannot be considered a trade secret if it iswell known or readily
ascertainable.")

[n48]. See, e.g., Comment b of the Restatement, stating that "[a]n exact definition
of atrade secret is not possible.” See also, Klitzke, The Uniform Trade Secrets Act, 64
Marg. L. Rev. 277, 284 n37 (1980)), ("While different sets of criteria have been set forth
by various authorities enumerating what defines a trade secret, one commentator has
stated that "the parameters of trade secret protection generally defy precise
identification.")

[n49]. Comment b of the Restatement states that a factor in determining whether
given information is a trade secret is " (3) the extent of measures taken by [the trade secret
owner] to guard the secrecy of the information; . . ."; Section 1(4)(ii) of the UTSA states
that for subject matter to be a trade secret, it must be "the subject of efforts that are
reasonable under the circumstances to maintain its secrecy."



[n50]. See, e.g., Milgrim, supranote 10, § 2.04 at 2-55, stating "the courts require
that the possessor of a trade secret take reasonable measures to protect its secrecy”, and
citing a plethora of case law supporting this statement

[n51]. Comment e of the Restatement suggests that the person harmed "may
recover damages for past harm, or be granted an injunction against future harm by
disclosure or adverse use, or be granted an accounting of the wrongdoer's profits, or have
the physical things embodying the secret . . . surrendered by the wrongdoer for
destruction." According to the UTSA, the owner of the trade secret can get an injunction
and/or damages where another party has "misappropriated” the owner's trade secret (see
UTSA, supranote 41, Sections 2 and 3). In addition, where there has been "willful and
malicious misappropriation . . . the court may award reasonable attorney'sfees. . ." (Id. at
Section 4), as well as "damages in an amount not exceeding twice any award made under
subsection [3(a) of this Act]" (Id. at Section 3(b)). Further, It should be noted that a
breach of duty arising from afinding of a misappropriation of atrade secret may also be a
breach of contract (See the Restatement at Comment j).

[n52]. Comment f of the Restatement states that "[€]xamples of such means are
fraudulent misrepresentations to induce disclosure, tapping of telephone wires, eaves
dropping or other espionage.” Section 1(1) of the UTSA states "Improper means includes
theft, bribery, misrepresentation, breach or inducement of a breach of duty to maintain
secrecy, or espionage through electronic or other means; . . ." Rather than mentioning
"improper” means and "breach of duty" separately as does the Restatement, the UTSA
specifically mentions "breach of a duty" as constituting "improper” means. The UTSA
does, however, loosaly break down misappropriation by "acquisition” (Section 1(1)(2)(i))
and "disclosure or use" (Section 1(1)(2)(ii)). For ageneral discussion of what constitutes
improper means, see Hilton, What Sort Of Improper Conduct Constitutes
Misappropriation Of A Trade Secret, 30 IDEA 287 (1990).

[n53]. Section 757(b) of the Restatement indicates that one will be liable for
misappropriation where a disclosure of a trade secret "constitutes a breach of confidence .
.." The UTSA mentions breach of duty in Section 1(1). A typical relationship where
such a duty arises is an employer-employee relationship, where the employee has learned
valuable trade secrets from his employment (see Milgrim, supra note 10, at 8 5.02 for a
general discussion of this topic).

[n54]. The definitions relating to misappropriation in both the Restatement and
the UTSA speak in terms of a "trade secret,” whose definition has been established as
discussed above. For example, Comment c of the Restatement states that "[o]ne who has
atrade secret may be harmed merely by the disclosure of his secret to others. . ."
[emphasis added]. Sections 1(2)(i) and (ii) of the UTSA speak of "acquisition of atrade



secret of arother . . ." [emphasis added] and "disclosure or use of atrade secret of another
..." [emphasis added], respectively.

[n55]. See, e.q., Electro-Craft Corp. v. Controlled Motion, Inc., 332 N.W.2d 890,
897, 220 U.S.P.Q. 811, 816 (Minn. Sup. Ct. 1983), ("Without a proven trade secret there
can be no action for misappropriation . . .")

[n56]. 431 F.2d. 1012, 166 U.S.P.Q.2d 421 (5th Cir. 1970)

[n57]. Id. at 1016, U.S.P.Q. at 424. The defendants were found guilty of
misappropriation by virtue of acquiring the trade secret by improper means.

[n58]. See, e.g., Surgidev Corporation v. Eye Technology Inc., 828 F.2d 452, 455,
4 U.S.P.Q.2d 1090, 1092 (8th Cir. 1987), citing the UTSA, and stating that " Surgidev
was required to take efforts 'reasonable under the circumstances' to maintain the secrecy
of its customer information." See also UTSA at Section 1 (commentary), ("The efforts
required to maintain secrecy are those 'reasonable under the circumstances.” [emphasis
added]); See aso, Milgrim, supra note 10, § 2.04 at 2-60, ("[T]o determine if secrecy has
been maintained, the trier of fact must consider the entirety of circumstances surrounding
use.")

[n59]. See, e.g., Samuelson, P., CONTU revisited, 1984 Duke L.J. 663, 761,
("The law will usualy protect those who make reasonable efforts to keep their secrets
secure. But what areasonable effort to maintain secrecy is depends on the circumstances.
Given that "hacking" to gain improper access to computer systems is a common sport
among young computer enthusiasts, the standards for maintaining trade secrecy as to
computer programs may be higher than for other types of work."); See also, Unkovic, D.
The Trade Secret Handbook, 192 (1985), indicating that espionage in high-tech industries
isarelatively common occurrence, and that in such situations "[e]spionage should not be
asurprise; it should be anticipated and not allowed to happen.”

[n60]. See, e.g., Buerger, D., Computer Security Issues Now Front Page News,
Infoworld, January 9, 1989, at S1, ("In the strictest sense, popular LANSs provide little, if
any, network security."); See also, Nolle, supra note 8, at 47, ("LAN security is, frankly,
ajoke in most companies.");

[n61]. See Korzeniowski, supranote 7, at 86, quoting another commentator,
("LAN security does not measure up to mainframe security. LAN security is usualy
limited to password schemes, which can be broken."); See also, Shields, J., Security:



From Passwords To Protocols, Its A Risky Business, Government Computer News, July
24, 1989, at 67, ("Loca area networks based on PC's not only run many of the same
security risks as large computer systems, they add vulnerabilities all their own.");
Tangney, supra note 27, at 116, ("Centralized systems have their own security problems,
but using a LAN introduces additional ones."); But note that this opinion is not
universaly held. See, for example, Korzeniowski, supranote 7, at 86, quoting another
commentator, ("LAN security is good, especialy when compared to security on some
IBM mainframes, .. .").

[n62]. See, e.g., Booty, Local Area Networks, Computer Fraud and Security
Bulletin, June 1989, at 11, ("[W]hile security in large computer systemsis well
developed and mature, [LAN] security is still initsinfancy.”) See aso, Ambrosio,
Prevailing View Of LAN Security: Lots Of Tak, Software Magazine, October 1988, at
99, quoting another commentator, ("PC LANs aren't as mature as other technologies like
mainframes . . . [s]o the level of security built in isn't as sophisticated.”); Lenko, LAN-
WAN lssues, Telecommunication, November, 1989, at 75, 76, ("WAN environments
have historically been more security conscious than LAN environments.")

[n63]. See, e.qg., Harris, M., Off-line data storage calls for security measures,
Government Computer News, February 19, 1988 at 36, ("Network users who have
migrated to LANSs from single-user, stand-alone PCs may be unaware of data security
issues.")

[n64]. See, e.g., Korzeniowski, supra note 7, at 91, indicating that when
microcomputers are suddenly attached to a LAN, that "[m]any users who have had free
access to data may resist added security measures.”

[n65]. See Krumrey, supranote 7, at 96, ("Gateways and bridges do wondersin
providing wider access to resources, but also multiply the risks and increase the need for
vigilance . ... Outside competitors, market analysts, and hackers also can gain access to
the network by using . . . amodem, in the event that the LAN has dia-in connections.")

[n66]. In the context of this discussion, "physical protection” includes physical
barriers, aswell aslogical barriers (such as password protection) which are implemented,
for example, by the LAN operating system.

[n67]. That is, whether adequate "notice” was given to potential users of the trade
secret indicating that the subject matter was considered secret.



[n68]. It should be noted that the implementation of physical protection can also
serve as away of indicating to persons that the information is considered a secret (that is,
as aform of notice). See, for example, Miller, supra note 43, at 889, ("A defendant is on
notice if, while viewing the trade secret, he is exposed to 'obvious security measures
designed to keep the trade secret from general view . . .")

[n69]. See, e.g., Wilson Certified Foods, Inc. v. Fairbury Food Products, Inc., 370
F.Supp. 1081, 1086 (D.Neb 1974), indicating that a combination of factors (relating to
various themes) led the court to find that the plaintiff had not taken significant efforts to
protect its aleged trade secret.

[n70]. 332 N.W.2d 890, 220 U.S.P.Q. 811 (Minn. Sup. Ct. 1983)

[n71]. Seeld. at 902, 220 U.S.P.Q. at 820, ("ECC's physical security measures did
not demonstrate an effort to maintain secrecy. By 'security’ we mean the protection of
information from discovery by outsiders. For example, the main plant had a few guarded
entrances, but seven unlocked entrances existed without signs of limited access.")

[n72]. Id. at 903, 220 U.SP.Q. at 821

[n73]. Seeld. at 902, 220 U.S.P.Q. at 820, ("One sign was posted at each plant,
however, marking the research and development lab . . . and the machine shop . . . as
restricted to 'authorized personnel.")

[n74]. 370 F.Supp. 1081 (D.Neb 1974)

[n75]. See ld. at 1082

[n76]. See ID. at 1085, where the court noted that "[a] pproximately ten to twelve
tours of college students were conducted through the Bits-O-Bacon production area each
year and viewed the entire procedure.”

[n77]. 1d. a 1085

[n78]. Id. at 1085; See Also, Wheelabrator Corporation v. Fogle, 317 F.Supp 633,
638, 167 U.S.P.Q. 72, 76, where the plaintiff/trade secret owner "introduced evidence



relating to the fencing of the manufacturing facilities." In finding that the plaintiff had not
taken reasonabl e precautions, the court indicated that the plaintiff made no distinction
"between the [sensitive area] and other manufacturing facilities within the fenced area.
The [sensitive area] was afforded no greater security than the admittedly nonsecret
facilities."

[n79]. See, e.g., Protect Your Trade Secrets -- Now, Inside R&D, January 11,
1989, at 3, giving advice on how to protect trade secrets, ("Here are some ways to protect
trade secrets. . .. Designate key areas, make them more secure, and monitor visitors
access.")

[n80]. Servers are also discussed regarding the issue of "locking” trade secret
information in the following section.

[n81]. See, e.g., Schwelitzer, supra note 19, at 60-61, stating that one must "be
concerned about physical access to the network infrastructure. This includes the
switching centers, data centers, network servers, and communication junction boxes. All
LAN resources should be considered privileged; . . . Effective office physical access
controls are aminimum requirement . . . [O]ntline printers also must be secured.” See
also, Id. at 102, stating that where PCs are used as workstations, "[a]reas where PCs are
usedshould be secured according to the company classification of the information
processed, [and that] high-value information . . . may require specia efforts. . ."; Id. at
84, discussing LAN security, ("Electronic security elements. ... Physical elements:
door locks, guards, closed circuit television monitors, trespass alarms, entry control
systems, . . ."); See aso, Shields, supranote 61, at 67 ("LANSs store common data on file
servers, in addition to which the networked [workstations] themselves can store data. All
the networked hardware--individual LAN workstations as well as file servers--needs
physical protection."); Durr, Michael et al., Networking Personal Computers, 352 (1989),
("Data security can take many forms. The simplest is physical security, which may be. .
.aguard at thedoor . . . Locks can set up barriers anywhere from the back door to the
office...")

[n82]. See, e.g., Computer Site Protection Provides Cheap Insurance, Digital
Review, April 16, 1990 at 37, 41, ("A smart card can also keep an audit trail similar to a
software audit trail, by which every transaction is recorded on the chip.") See also, infra
note 169; See also, Wellborn, S. Microchip Brings Plastic Junkies To Their Knees, U.S.
News And World Report, February 2, 1987 at 50, 51 ("By incorporating some form of
foolproof identification, smart cards could serve as keys to restricted areas.")

[n83]. See, e.q., Buerger, Computer Security 1ssues Now Front Page News, supra
note 60, at S2, ("Workstations present arisk because network users are often sloppy



about workstation security procedures, and workstations are everywhere." [emphasis
added]); See aso, Booty, supra note 62, at 12, ("Workstations constitute the highest
security risk in a LAN."); With regard to workstations generally (i.e. computer
terminals), see Banks, Security Policy, Computers and Security, November, 1990, at 605,
608, discussing a general computer security policy, ("Access to computer systems via
terminals will be permitted only to staff so authorized by the data owner.")

[n84]. See, e.g., Krumrey, supranote 7, at 99, ("A complete security scheme
should alow powerful IDsto be restricted to actual workstations that belong to the ID's
owner.")

[n85]. See, e.g., Seidel, A, What The Genera Practitioner Should Know About
Trade Secrets and Employment Agreements, 90 (1984), (" Sensitive areas ordinarily
should be closed to visitors. However, if smple observation would not jeopardize trade
secret security, this precaution may be modified.")

[n86]. See, e.g., Saunders, Protecting Y our Business Secrets, 78 (1985), ("All
visitors should be channelled securely to areception point . . .. The visitor should then
be escorted to the member of staff or collected by him to ensure that no visitor can get
lost’. All visitors should, of course, be escorted off the premises on conclusion of their
business.")

[n87]. See, e.g., Booty, supra note 62, at 11, ("The most important, yet often
neglected, aspect of LAN security is the role of LAN managers."); See also Shields, supra
note 61, a 70, ("Someone has to be in charge of seeing that the LAN operates safely and
reasonably. If everyoneis responsible, then no oneis.”)

[n88]. supra note 81. See also, Schweitzer, supra note 19, at 115, discussing a
LAN security policy checklist, ("Are network serversinstaled in secure areas to prevent
unauthorized physical access?")

[n89]. See, e.g., Durr, supra note 81, at 353, ("A local area network presents some
additional security problems because of its dispersed nature and because many people
have access to the network . . . . Badges and personal recognition, therefore, may not be
successful in large companies where everyone is not personaly known.")

[n90]. 759 F.2d 1053, 225 U.S.P.Q. 797 (2nd Cir. 1985)



[n91]. Id. at 1064, U.S.P.Q. a 804

[n92]. 332 N.W.2d at 902, 220 U.S.P.Q. at 820

[n93]. 370 F.Supp at 1085

[n94]. Security issues regarding printers as they relate to the dissemination of
information are discussed in the section below.

[n95]. See, e.g., Gerber, Safeguarding servers calls for afortress mentality, PC
Week, April 24, 1989 at 48, ("[W]€e've got to give our servers physical protection from
intruders. In essence, we have to build fortress servers."); See also Shields, supra note
61, at 70 ("Depending on the site's overall security, it may be a good idea to locate file
servers and printersin rooms that are locked or have controlled access, particularly after
working hours."); See also, Booty, supra note 62, at 11, ("LAN configurations often
require that the file servers and printers be installed in secure environments.")

[n96]. See, e.g., Booty, supra note 62, at 12, (" Security problems are high [in peer
based LANS] because of the lack of centralized data storage across the network.")

[n97]. Korzeniowski, supranote 7, at 85; See also, Krumrey, supra note 7, at 99,
("The user ID literaly isthe key to network access. Every password should have a
minimum of six or seven characters.")

[n98]. See Schweitzer, supra note 19, at 85, indicating that "Computers and
devices connected to networks (directly or via dial-up) or processing company classified
information require the following controls:

1. A unique, personal identification token (for instance, an employee ID or
account code) must be assigned to each user.

2. A unique, persona authentication token (such as a password, fingerprint code
generator, or combination thereof) must be used to validate the identity claimed.”

[n99]. See, e.g., McGiffert, Buckling Down On LAN Security |ssues,
Computerworld, October 16, 1989, at 80, describing passwords and privileges, ("Initial
access is gained through a user/password system, an operating system function. Upon
log-on, users require differing access privileges. Different operating systems distribute
these in different ways. In some, each user is assigned access privileges directly; the
user's access is activated after log- on. Inothers, users are assigned 'sharenames and



passwords. Users gain access by typing the appropriate names and passwords after
logging on to the network.")

[n100Q]. See, e.g., Schalk v. State, 767 SW. 2d 441, 444, (Tex. App. Dallas 1988),
where the court found that the trade secret owner had taken reasonable precautions in part
because the trade secret information, consisting of several computer programs, "were
stored in a memory bank of a computer system in the speech laboratory. [Defendant] was
allowed access to these programs through a code or password specifically assigned to
him. The password or code assigned to an employee in the laboratory was personal to
that employee andwas assigned only if their job duties required access to the information
and any of those confidential programs stored in the memory bank."

[n101]. See Morissey, J., Managers Tackle LAN Security Gaps, PC Week,
January 23, 1989, at 33, quoting another commentator, ("Any business whose entire
existence depends on knowledge remaining secure and depends on passwords to protect it
[is] foolish.")

[n102]. Wilson, D., Trends in Information Security, Computer Security Journal,
Vol. 4, No. 2, 1987 at 29; See also, Johnson, R., The Ins and Outs of security, Financial
Times, May 23, 1989 at 40, ("Biometric systems can recognize aimost any characteristic
of the human body to identify the individual. They can recognize voices, fingerprints,
footprints, and the pattern of blood vessels and the back of the retina.")

[n103]. See, e.g., Shields, supranote 61, at 70 ("Workstations, just like many
computer or mainframe terminals, ought to be logged off the network when they remain
unattended for atime.")

[n104]. See, e.g., Durr, supra note 81, at 354, ("The system should enable a user
to attempt a log-in no more than three times.") See aso Korzeniowski, supra note 7, at
85, ("Most network operating systems cut off a user who unsuccessfully tries three times
to enter his password.")

[n105]. See, e.g., Booty, supra note 62, at 12, ("Unauthorized use may be
prevented by keyboard lock devices.")

[n106]. 370 F.Supp. at 1085

[n107]. 332 N.W.2d at 902, 220 U.S.P.Q. at 820



[n108]. 648 F. Supp. 661 (D. Minn. 1986), aff'd, 828 F.2d 452 (8th Cir. 1987)
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