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Mr. Norman J. Latker :
Director, Federal Technology Management Policy
Office of Productivity, Technology and Innovation
U.S. Department of Commerce

14th and Constitution, N.W.

Washington, D C 20230

Dear Mr. Latker:

At long last, the Software Licensing Project’s "Toward a Reform of the Defense
Department Software Acquisition Policy" report is available for public dissemi- .~ =~
nation. This report, a copy of which is enclosed, is the culmination of ap- .-
proximately eighteen months of intensive study into Defense Department
procurement policy with respect to software and data rights. Itis the product ofa
research effort which included interviews with individuals from industry. and
government alike who must on a regular basis work within the environment
created by the DoD acquisition regulations. It reports a wide range of problems
that both industry and the Department have been experiencing as to software .
procurements. '. e

The report makes a number of suggestions for changes to the DoD procure nent
policy that may alleviate some of the difficulties our research uncovered. | We
hope that the report will provide government and industry with some new infor-
mation and ideas that will assist in the resolution of the conilicts over soﬁware ;
and data rights acquisition issues. Our hope in forwarding this copy to you is that‘
you will be a part of this process. | SO

If you have any questions or comments regarding this report, please don’t
hesitate to call me at my office at the University of Plttsburgh School of Law 412:
648-1389. Thank you foryourassrstance :

- Sincerely,

Pamela Samuelson
Consultant
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Preface

Problem

The Software licensing Project (SLP) team of the Software Engrneenng Institute (SEE) was -
created to study legal issues related to the government's acquisition policy with respect to
software and data rights. in conducting its research, a primary focus of the SLP has been the -
government's problems in structuring licensing arrangements for maintaining and enhancmg ;
software, that is, in obtaining sufficient rights in and documentation about software to be abie to
perform in-house maintenance and enhancement, or to achieve competition for maintenance con-
tracts. To understand the context within which maintenance and enhancement problems have
arisen, the project undertook a broad mvestlgatlon of the government's -software acqu:smon ‘

policy. In the course of this investigation, we were made aware of a wide range of. software . _

licensing problems being experienced by the government This report reflects this broad mves— o
tigation of the DoD’s software acquusntlon pohcy '

Approach

To initiate our investigation a series of interviews were conducted with Department of Defense -
{DoD) personnel and other persons recommended by them. The Software Licensing Project

investigators interviewed about 120 persons. About 75% of our interviews were with DoD’ ‘per‘ :
sonnel from the Services. More of our interviews were with Air Force than Army or Navy person- :

* nel, but we spoke with as many people from the other services as we could. We spoke to contract

officers, their supervisors, some contract policy makers, Automatic Data Processing per_sonhel
developers of advanced systems, maintainers of systems, and lawyers who have handled
software data, rights disputes.  More than twenty of our interviewees were from outside ithe
government (See Appendix C.) Some were consultants to the government, and some were
people from industry. All "outsiders"” interviewed were persons recommended by DoD personnel.
The SE! researchers also reviewed prior DoD reports on software and technical data rights po icy -
as well as cases, statutes, treatises, and regulations pertinent to the issues. : :

Scope of Report

This report does not purport to be a complete account of all problems the Defense Department is
experiencing vis-a-vis software acquisitions and data rights. What the report does purport to be is
an organized catalog of software acqguisition problems reported by those -Defense Department

personne! whom we interviewed, along with some assessment of their seriousness. Vlrtually all

of the DoD people we interviewed beiieved the Department to have some software Ilcensmg :
problemns. The majority of those interviewed -- including a majority of the DoD people -- beheved :
the government to have many serious software acquisition problems, and strongly urged ohanges

in acqursrt:on policy to remedy the problems -
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also in terms of the govemment’s needs to use the technology and in terms of the economics;of -

Executive Summary |

Background

From a technologlcal standpoint, - software has been a tremendous boon o U.S. defense_
capabilities. Although many technological possibilities have yet to be realized, it is not so much in
terms of its uses and capabilities that the Department of Defense currently finds software

~ troublesome, but rather with respect to more mundane issues such as how to acquire and main-

tain software deveioped by private firms. The DoD seems not to have understood software as a
technology well enough yet to fashion a set of rules relating to its acquisition and mamtena':ce
that makes sense in terms of the technology and the economics of the industry. '

DoD sometimes finds, for example, that it is tempting to treat software like it treats hardware.
Software is, of course, often an integral part of an effective hardware system (e.g.;-the guidal?"ice
system for a missile.) It is, in fact, a substitute for hardware parts that could be built to implement
the same system (because the system can be implemented in software, bulk is: reduced and a’
wider range of capabilities may be attained). Software and hardware are both, in some sense,
end products thts fact makes it seem as though they ought to be treated the same.

- it may also be temptlng to treat software as technicai data {such as bluepnnts wntten tnstructsons '

relating to manufacture and maintenance, and the like). Both are in essence recorded mfor—
mation. Whatever can be written on paper can be transcribed into a machine-readabie form
These and other factors make the similarities between software and technical data seem strong-

enough to suggest that a S|malar acqwsmon and mamtenance pol:cy should be employed Wl’th
both. i d
DoD first acquired software under its technical data policy. After a period of frustration, it becai‘ne
apparent that it was inappropriate to acquire software as if it were technical data. (The cost of -
acquiring government-wide rights -- which is what the technical data rights policy provides -to
software that was needed at only one government installation was impeding the acqunsmon! of
such software.) So software (at least in machine-readable form) eventually became diﬂer_entiaied
from technical data in the regulations, ahough software and technical data policy continue to: }be
somewhat intertwined. Thus while rights which attach to proprietary software are different from _
those that attach to technical data, the same standard data rtghts clause is: nonetheless used, o :
acquire nghts in both.. : _ S e }
The question is whether software has yet been adequately differentiated from technlcal data ahd _
differentiated in the right ways. Has software as a technology been adequately understood by_
DoD and have the legal rulés and practices developed by DoD to acquire and maintain this
technology been moided to conform to an appropriate understanding of the technology? DoD s
rules and practices regarding software must make.sense not only in terms of the technology t t

C




. Unlimited Rights

rights" in the software in one provision and only "governmental purpose” rights in another provi-_
sion. This ambiguity has caused considerable confusion among DoD personnel. A ctanfncaum of . -
DeD's intent as to the scope of its rlghts when contractors retain copyrights is needed '

1.1.2 The Fa:lure to Include a Right to Make Derivative: Works Within the Detimttorl_ of

The current definition of unlimited nghts speaks only of nghts to "use,” "duplicate,” and “drsclcse"
software developed at public expense. - Derivative works rights are partlcularly important because
maintenance, enhancement, reuse, translation, rehosting and retargeting of software are allide-
pendent on having a derivative works right. Considering the importance of such a _right o Do[)_, it -
would seem prudent to include such right explicitly in the definition of "unlimited rights.” |

1.1.3 What it Might and'Might Not Mean to Have Unlimited Rights in Non-Deliverables '

Under the DoD standard data rights clause, the government appears to claim unlimited rights in
items developed under a government contract but not required to be delivered to the governm'ent
Numerous problems of this sort ‘have arisen in software contracts. - The DoD would be welt
advised to revamp its acquisition-regulations to eliminate such confusmn gither by ellmtnatmc its
claim of unlimited rights in non-deliverables or by making a deferred ordering clause standard

1.1.4 The Apparent Conthct between the Special. Works Clause and Sectton 105 of the - -
Copyright Law : o
DoD policy calls for use of the spec:al works clause when the government wants to own-and
control software developed at pubhc expense. The "special works" clause purports to give the
government a direct copyright interest in such software as if it was a "work made for hire." Untor-
tunately, Section 105 of the copyright law prohibits direct acquisitions of copyrights by the govern-
ment. A copyrlght obtained in this manner mtght therefore be found mval:d if challenged tn a
court of law. : : :

1.2 Amb:gu:tles or Problems in the Regulatlons That May Harm
Industry s Interests. '

There are also some ambtgumes and apparent mconsnstencles in the DoD acquisition regulatxc ns
which seem to work to the dlsadvantage of mdustry Two examples are d:scussed

1.2.1 Possible Unlimited thhts in Proprletary Software When Separate Llcensmg Agree- |
ments Are Not Made ' ; :
The DoD acquisition reguiations provide that when DoD acqu:res software developed wholly at

private expense one of two types of restricted rights will apply. One set is applicable to commer-
cial software and one set to other than commercial software (and to commercial software whose
owner elects not to have it treated as commercial software.) As to the commercial software, there o
is a standard set of terms and restrictions on the government's use. As to the other software, |t s
contemplated that other terms and restrictions can be negotiated by the parties,. subject only to .

_ the requirement that the government must always have the four minimum rights set forth in. the ,-

clause. The language of this part of the clause also seems to contemplate that a license agree-
ment containing other restrictions will be negotiated and made a part of the government contragt. -




- effect of “shnnk wrap ttcenses accompanying software delivered with restrictive notices.

-~

1) How to acquire rights in or access to CAD/CAM programs used in the devetopmer;t of
software for the DoD; 2) Acguiring rights to local area network usage of software; 3) Acqumng
rights in semrconductor chip designs; 4) Acquiring trademark rights in software and 5) The

Chapter 1 also offers some suggestions on how DoD might revise ts software acquisition reg uta—
tions to avoid some of the pitfalls discussed in the chapter, and makes recommendations as to
how the data rights clause might be restructured so as to achieve greater simplicity and clarity. -

Chapter 2: Software__Maiht_enance and Enhancements

This chapter discusses a range of licensing problems that DoD personne! identified as:Softt.-‘rare
maintenance and enhancement problems. One of the reasons why maintenance and _er_thénce-
ment problems may be so difficult to solve is that they are not one but many' problems. e

The chapter begrns with a discussion of the set of. problems that the RFP for the SoftwaretEn-
gineering Institute initially identified as difficulties DoD was having in getting sufficient rrghts in
and documentation about software to enable the software to be competrt:vety mamtalned orien-
hanced, or sometimes to be maintained in-house. - '

The report conciudes that obtalmng rights in the govemment to modrty software isnot a: cur'ent -
software Ircensmg problem of the Defense Department. The DoD procurement regulations require
that in all software acquisition contracts for proprietary software the government must at minimum

get the right to modify the software. This regulatory authority is important since copyright law

“might otherwise prohibit the modification of software without the permission of the copyrght

owner to make a “derivative work."” The DoD regulations appear to be sufficient to secure for the
DoD the right to modify software it acquires. '

Getting adequate software documentation seems to. be the major software maintenance and en-
hancement problem experienced by the Defense- Department The reasons for this problem n-
clude: 1) lack of farsightedness in acquiring suificient documentation, 2) lack of diligence in
supervising delivery of documentation, 3}  lack of adequate inspection as to attachment of
restrictive notices, 4) poor quality of some documentation delivered, and 5) unwrlhngness of
some companles 1o provide certain documentatlon to the government :

Without adequate documentation, maintenance and enhancement of software wr!l be at Ieest-
more difficult, and perhaps |mp053|ble : '

Under the DoD procurentent_'_r_egutations, the government obtains the right to modify software, but

does not automatically acquire the right to sublicense its modification right o others. Ifithe

government has uniimited rights in software, obtaining competition in software maintenance and -

enhancement contracts may not be difficult. If, however, the govemment has only restricted rights
as to software and limited rights as to documentation, it will probably have to do any maintenance
and enhancement work itself, or through the firm that originally developed the software. This firm
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need greater training in the area of software procurement so as to achieve a better understand'ng
of the technology they are charged with acquiring. Personnel practices need to be improved to
retain those personnel who have acquired some tralmng and experience. Improved communica-
tion mechanisms between those acquiring a system and those who will use the system need .to
be developed and implemented. Chapter 3 dlscusses ways in which such changes mlght be -
accomplished. : : :

Chapter 4 Reusabillty and Other Software Der:vatlve Works
Problems

This chapter considers a host of problems that arise when "denvatlve works are created from an
original piece of software. Panucular attention is gwen to- concerns of DoD personnel about
software reusability.

The term software reuse has several meanings. A common factor to each of these meanings, ;be
it a project which reuses a particular module of code or one which reuses the logic, structure
and/or design of a program, is that it may be an instance of the creation of a der:vatlve work
which may mvolve the complex regulations of the copyright law. '

The copyright law gives to the _holder of a copyright certain exclusive rights in the subject matter
of the copyright. Included among these exclusive rights is the right to- make derivative.,wo:rks
based on the ongmal copyrighted item. For the government to make, or have made for%
software which is in some way derived from a program in which. another party holds a copyrlght L
without having first obtained the permission of the copynght helder, raises the possibility that fhe
government will be found to have infringed the copyright. As a result, the: govemment may | be
proh:b:ted from maklng use of the newly developed soﬂware -

TR

The potential impact of the derivative works right for software is broader even than its effect on
software reuse projects. Virtually any effort which in some way alters. software and causes ltlto
act in a way different from its original function may be found to be the creation of a derlvatwe-
work should the copyright holder challenge the government's actions in court. Thus, even bas:c
maintenance and enhancement efforts, as well as rehosting, and retargeting, to the extent lhat

the changes may be said to improve the software, might be found to be derivative works -- the .-

creation of which infringes the rights of the copyright holder Such projects also raise queshons as
to ownership rights in the newly created product s

This chapter discusses these issues at some length, noting that the legal issues which arise
the context of the derivative works right of the copyright law are as significant as the technolo ;
cal, saciological and cataloguing problems which must be confronted when dealing with software
reusability. These are Issues which the DoD should consnder in preparmg to undertake su -h_'
pro;ects : ; -

n- -




A mark cannot be both a trade mark and a certification mark: it must be one ‘or the other. |t is
important to know which type of mark you have since different rights attach depending on
- whether it is a trade mark or certification mark. if one tries to enforce rights one does not infact -

have in the mark, or otherwuse ‘misuses one's rrghts in the mark, one runs the nsk of iosmg hat )
mark. . _

A trademark can only be owned by persons who manufacture or distribute goods bearing that
particular mark. By contrast, the owner of a cedification mark is-prohibited from being either a.
manufacturer or distributor of goods for which certification is sought. Unfike a trademark, a cer- -

“tification mark does not signify the source of goods; it signifies only that certain goods have meta
certain standard. To obtain rights in a certification mark, ohe must register the mark with a federal
agency, and develop certain standards that others must meet.to be ceniﬁed to use the mark.

Since the DoD intends to use its rights in the word "Ada" to establlsh certain standards whrch :
must be met before an item can be certified as. an "Ada" compiler or whatever, it appears fhat -
"Ada" is a certification mark rather than a trade mark. If this assumption is comect, then it Is -
important that the government not take ownership in software using this mark. It must aiso pohce
use of the mark by non-certified parties. It must make sure that the mark is not used for otper :
i than certification purposes. And it must not deny certification to qualified parties. Failure to follow -
these guidelines could resuit in loss- of a certification mark. It also. must develop standards for
everythmg it wrshes to be able to certify (not Just comphers) : !

Chapter 7: A Hypothetical lllustratlon of Software L:censmg
Problems under the Existing Regulations

This chapter uses a hypothetical software environment system developed at DoD expense o -
iHustrate some of the problems discussed in previous chapters. It may be easier to comprehend
the seriousness of and interrelationship of these several probiems by examrn:ng them throug1 a
hypothetucal example : :

For instance this chapter points out serious problems that may arise due to the conflict between -
the unlimited rights provision and copyright retention clause of the DoD acquisition regulat[ons -
L guestions as to ownership rights in modified software which has been derived from software in -
which a contractor holds a copyright, the need for.an adequate definition of the term
"governmental purpose,” and issues related to government ownership of copyright, patents,
- trademarks, warranties, and export controls. Although this chapter represents a hypothetlcal X
ample, the problems it illustrates are very real. Given the number of ambitious software engineer- .
ing projects which the DoD has been funding in recent years, it would be wise to salve 1he
problems thas Chapter discusses before they erupt into Iltrgatlon -

SITH




: perhaps |mpractrcat

A 'majo_r problem with making arrangements for DoD to get access to CAD/CAM _p'rograrns-__i.s _tta'at

.cannot reside. in hardware since reverse engineering of the hardware woul'd readily reveal any

such "secrets.”) Because software tends to be protected through both copyright and trade secret . -

law, there is good reason to be concerned about the injunctive potentiai, although |n some srttta-
tions the government might be able to avoid the issuance of an injunction.

An additional basis for concern about injunctive relief has been expressed because of a series of L
recent federal court decisions which have suggested that injunctive relief ‘may be -available to
prevent the government from releasing material in which it claims unlimited rights but which is
claimed as a trade secret by its producer. This danger was thought by several DoD Iawyers.to:'-be
particularly acute in disputes with subcontractors because until recently there has been no formal
procedure under the Contracts Dispute Act for handling controversies about data rights. as be-
tween a subcontractor and the government. Some thought that the Contract Disputes Act should

be amended to elrmrnate this risk. One provision of the 1985 DoD Authorization Act may partlaily
address this problem . . : o

Chapter 10: CAD/CAM Programs

This chapter poses a series ot questions that have been troubling DoD personnel about comp ter
aided design and computer aided manufacturing (CAD/CAM) programs '

CAD/CAM programs are being increasingly used in both the desrgn and manufacture phaseg of
DoD funded projects. Because of the potential commercial value of CAD/CAM programs, and the -
widespread industry concern about the govemment's ability to safeguard valuable commergial
information, some contractors are. reiuctant to provide DoD the CAD/CAM programs used:'to
design and manufacture items developed under DoD projects. Without access to the tool usedto
develop a product, the matntenance and enhancement of that item may be more dlfﬁcutt and

One pctenttal solution to this dilemma is that DoD may be able to contract for obtatnrng access to.
the CAD/CAM program (aithough perhaps not a copy of it} on an "as needed" basis for necessary'
maintenance and enhancements. This would provide the DoD with information needed tor-
modifications while at the same time protecting the contractor's interests in commercially explett-
ing its valuable program. For such an arrangement to be satisfactory, however, the government
would need o have assurances that it would have continual, irrevocable access to the- orrgrnal
program used to develop and/or manufacture the |tem -acquired.

o R

't may be beneficial to the government for the responsibility for marntarnrng the CAD/CAM
program to remain with the contractor. Although with an access arrangement the government
would lose an element of control by not having physrcal possession of the program, it might gatn

in terms of ease of retrteval and not havmg to trouble rtself with configuration management for the _
system. : - - '




works protected under the copyright or patent law. | Since there are many government" pro]'e cts -
which wiil likely make use of specially designed chips, it would seem advisable for the Dol: to
consider adopting a policy that takes note of the Ch!p law. '

Chapter 13: Approach to Solving DoD’ s Software Ltcensmg
Problems

This chapter olfers some suggestions about an approach that DoD might consider undertaklnc to
resolve the software licensing problems raised in this report. :

There is no easy way to solve all of DoD's software licensing problems. There are too  many :
different types of problems, stemming from too many different causes. There is also too much
money at stake for any "quick fix" solution to work. The situation is made more difficult by iihe r
strained relationship which currently exists between industry and govemment with regard{
software/data rights issues. : : _' g

That does not mean, however, that none of DoD’s software licensing problems can be resolved :
quickly or easily; nor does it mean that most of of its problems are unsolvable. Removirig: the-
ambiguities and inconsistencies from the existing procurement regulations, for example, wojpld
require some relatively minor alterations to those regulations. Although some of DoD’s software
licensing problems may be more resistant to solution than others, there may well be ways of

approaching even the major problems that would be more constructive than other approacr es .
which might be taken. :

The crucial point is that not all of DoD’s software licensing problems can, or should be treated in
the same way. There are certain problems which DoD has more control over than it does others
in allocating resotirces, we suggest that DoD piace a greater emphasis on those problems. wh[ch-'
are more readily within its control, and, therefore could be more easily resoived. There are a!so_ :
some software licensing problems that are by their nature more amenable to change than others.
Again, in allocating the time and resources of DoD personnel to addressing software ltcensi?lg
problems, we advise that DoD attempt to focus its limited resources on those problems WhICh are
most likely to be |mpacted by such an effort. - '

The reality of today is that many firms on the "cutting edge” of software technology can survive

without doing business with the government. The DoD needs the latest technology in orderito . -

maintain a strong defense and military capability. Thus, it seems clear that in many cases, DaD
needs industry more than industry needs DoD. Given this situation, it seems incumbent upon

DoD to make some effort to improve the strained lmes of communication between lt and. pnvate‘ o
industry. : '

Our conclus:on is that industry peopie is willing to.meet with DoD in an effort to resolve cl"f_-
ferences which exist. It is clearly within the power . and control of DoD to pursue such communica-
tions, and would likely be one of the most beneficial steps DoD could take toward resolwng ma ty :
of its software licensing problems -




. tions as applled to software.

1. Problems Arising from the DoD Data Rightst _Flegt_.l[_atiqns' L

There is considerable sopport within DoD, especially among its non-lawyers, for a major overt

%aui

of the regulations with respect to data rights affecting software procurements. Indu'strY”étso
tended to favor a major overhaul. Many of the DoD procurement people (and some of its lawyers)

would like to see the regulations adopt a simpler, mare reasonable approach to software lice
ing, one more like that used in private sector software transactions, Some of the DoD person
to whom we spoke regarded the basic approach of the DoD data rights reguiations as soy

ns-
nel
nd,

although they aiso tended to think that there were some probtems wuth some detatls of the reg Jta- _

We belteve that there ﬂﬁ.‘_- some serious problems with specific details of the present regulations

as they bear on software licensing, some of which have erupted in specific instances. The |
several sections of this chapter discuss specific aspects of the DoD procurement regulat[ons

frst

they bear on. software Itcensmg problems raised by DoD personnel. At a minimum, some rev:-

sions in the regulations to avoid these problems would seem wise. -

To us, the DoD sott_ware procurement regulations resembie one of those old 1950’s model com-

puters that tend to go "down” a lot because of burned out vacuum tubes and other éq'uipm
failures. If the question is can it be fixed up yet again, the answer is probably yes. If the quesi
is instead whether it is time to get a new computer, the answer is probably also yes. The curr
regulattons are overly compiicated, ambiguous and inconsistent in a number of ways, not onl

ent

{s]p
ent
in

terms of commercial practices but aiso in terms of the precepts of inteflectual property law. Revis-:

ing the format of the regulations could not only simpilify, clarify and update procurement practic

&S,

but also serve to improve reiations with industry. The final subsection of this chapter discusses

the reasons we regard the proposed FAR data rights regulations-as better servmg the Do
interests than the current DoD FAR SUPP and its proposed revtsnons do

D's .

Fmally, it should be noted that whtle this chapter and several subsequent chapters place p

ar-

ticular emphasis on the copynght law as a means by which contractors can protect certain mter-

" ests in software they have developed, they do so because this reflects the approach used in the

DoD procurement regulations. In industry, trade secret protectton not copyright, is often tthe
preferred mode for protecting one's intellectual property rights in software and_ techntcal

documentation. The DoD procurement regulations. however, do not recognize the exiStence

. trade secret protection for software or technical data ( [8] pp 430-31). The regula_tions'_instt_

create a kind of contractual intellectual property right in them. The government contractu
recognizes certain proprietary rights in privately developed software. The DoD regutatlons
however, specn‘tcally incorporate copyright law in some respects and also seem to- contempl
that copynght law-may govern asto some thmgs '

of
ad.
ally
do,
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' poses (see sectlon 1.3. 1). DoD personnel need to understand the limitation the copyrrght reten-

- inclusion.

tion prov:s:on may impose on the government s rights.

The current regutatlons should be revised to clarify the government’s intention as to the copytight -

retentron provision. Perhaps the govemnment needs 1o give itself an uniimited Ilcense in
copyrlghted material funded by it, or perhaps the uniimited rights policy should be mcdmeg to:
make it clear the government will only claim rights for governmental purposes. The government-
needs to make a cho:ce. and then to clearly communicate the drrectlon it has chosen B

1.1.2 The Failure to Include a Right to Make Derrvatrve Works within the Defrmtu:n_
~ of Unlimited Righis

The current DoD FAR SUPP definition of unlimited rights, both in the policy and contract clause .
provisions of the procurement regulations, neglects to make explicit. whether the govemmenhwrll
have the right to prepare derivative works when it has unlimited rights in software ( [61] secs
27.401 and 52.227-7013(a)). The current detinition speaks only of rights to "use,” "dupt:cate." éa nd
"disclose” such. software. Derivative works rights are particularly important as to scftware%be-
cause maintenance, enhancement, reuse, translation, rehosting, and retargeting are all depend- '
ent on having a derivative works right. (See aiso Chapter 4). It is, of course, possible that a court
might construe the existing clause to include a derivative works right notw:thstandmg the fariure to
mention this important right in the definition, but it would seem prudent to make exphcrt sthe
government’s claim as to derivatives i indeed this is as significant a need as some beheye

especially since it is so easy to do. That the proposed Federal Acguisition’ Reguiations expliéitly.
define unlimited rights to tnclude a denvatlve works rtght weakens DoDs argument of |mptrc:t -

1.1 3 What it Mtght and Mrght Not Mean to Have Untrmlted Rtghts in Non-
detrverables :

The govemment claims unlimited rights in all technical data and software d_e_veloped-u_nde_r a
government contract and at public expense { [61] sec. 52.227-7013(b)(1)). Often a government
contract will cail for delivery of only certain specified items of technical data or software. Some-
times the government may get wind of some valuable intellectual property developed under the
cantract (and in which the government, therefore, claims unlimited rights) whose delivery has.not
been required by the contract, but which the govemment would very much like to have. The .
contractor may even offer to "sell® this valuable thing to the government. Such an offer is likely to -
be rebuffed by government lawyers who may insist that "it’ s already ours." : 5

Aithough the regulations do seem to give the government unlimited rights in all data and softw are
generated under a government contract, and Professor Nash in his book, Patents and Tec_hn cal
Data ( [8]) speaks of the government having an "inchoate" right to such things (pp. 450-51) it is

_difficult to know what it means to claim unlimited rights in something which you don't have and

which the person who has it is under no enforceable obilgatlon te give to you.
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clause will be held to be in the public domain).

1.2 Amblgumes or Problems ll'l the Regulatlons That May Harm lndustry s

1. 1 4 The Apparent Conflict between the Spemal Works C!ause and Sectlon 105 of' :
the Copyrlght Law

The policy provisions of the DoD FAR SUPP adwse procurement personnel to use the "sper,lal :
works" clause ([61] sec. 52.227-7020) when the government wants to exercise ownership _snd
control over software developed at public expense ( [61] secs. 27.402 and 27.405). Unfortunaféely, _
Section 105 of the Copyright Act of 1976 [59] (selected portions of the Copyright law can be
founded in Appendix A) expressly prohibits the federal government. from owning copyrlghts-
directly. It does, however, allow the govemment to take copyrights by assignment, bequest, and
the like. Trying to take the copyright in software as if it is a "work made for hire" (as the specxal
works clause purports to do) does not seem to be a taking by assngnment or bequest (:ee
Chapter 5. ) : b

Section 105 of the copyright law may, therefore, have the effect of nullifying the "special works"
clause ( [61] sec. 27.405) and the implementing clause ( [61] sec.-52.227-7020) insofar as they
purport to give the government a direct copyright interest in works prepared for it by private -
contractors. DoD does not by regulation have the power to nullify statutes, so if there’s & conflict,

it is the DoD regulation that must yield. (We have been informed that the DoD’s special warks

clause has been used in many development contracts for software. This raises the specter'that'

any software in which the _government clalms dlrect copyright interest through the SpBCIaI wc rks .

If DoD wants to own copyrights in certain soﬂware, it may want to consider adopting an approach
similar to that which NASA or the newly proposed FAR regulations have taken, which ailows.the
government to require the contractor to obtain a copyright in the software developed at govern- :
ment expense and aSS|gn it back to the government. (See Chapter 5. )

Interests

Just as there are several provusnons of the current DoD reguiations that seem to offer the: govern-
ment Iesser rights than it might have expected it had, there are several provisions that suggest
that even when software and its associated documentation have been developed wholly at
private expense, unwary contractors may find the government claiming unlimited rights in these
materials rather than the more restrictive rights the contractor might have expected Two dn-
stances of this type of problern are discussed in this section. v

1.2.1 Getting Unlimited Rights in Privately Developed Software Seemingly Subjeet:
to Restricted Rights as to Which a Separate L:cense Agreement Has Not
Been Incorporated Into the Contract :

The DoD standard data raghts clause {[61] sec. 52 227 7013(b)(3}) distinguishes between’ tvo ; '
types of restricted rights, those applicable to commercial software and those applicable to ottter

software. As to the former, there is a standard set of restrictions on the government’s use. As to
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nological innovations will be unavailable to DoD. For this reason, it would be W|se to revamp the
DoD procurement reguiations so as to avord such "booby traps

1.2.2_Getting Unlimited Rights in Software D:ocu'mentation as to Other Than-
' Commercial Software

Software documentation is often mcluded in manuals. It may also be characterized as inst c- .

tional material necessary to maintain a system. Manuals and instructional material necessary to
maintain a system, which are required to be delivered under a government contract, are mateglals :
in which the government, . through - the . standard data rights clause ([61] sec.
52.227-7013(b)(1)({vii)) claims unlimited rights even if it has been developed at private expeétse.-
Since virtually all software documentation may be construed to be within the clause, potentially all -
software documentation may be subject to unlimited rights claims. Since software documentation
tends to be particularly sensitive commercial information, thlS creates a prospect for. conSIdemble
loss if a company provides documentatlon to DoD

If the documentation pertains to commercial softwar_e, it might arguably be exempted from the
broad reach of the unlimited rights provision because the commercial software restricted rights
provision { [61] sec. 52.227-7013(b)(3)(ii)) indicates that not only the machine-readabie code but -
any related software documentation that has been developed at private expense and is not in the
public domain will be subject to restricted rights. If the documentation pertains to non-comme .E;ciat
software, there is no comparable basis for claiming an exemption under the other restricted rrghts
provision, ( [61] sec. 52.227-7013(b)(3)(i}). Some DoD people think this means that the govern-'
ment will have unlimited rights to other than commercial software documentatlon even though it
was developed at private expense and isnotin the publlc domain. : . L

§

ere the previously described example, this: "booby trap" requsres a htghty technlcal readlng ot a

very complicated and long (nine page) clause. Like the other example, the incongruity is inot
obviously flagged so that a diligent industry person who read the clause would understand what

~he or she was giving up. Like the other incongruity, it is most likely the resuit of imprecise drattmg '

rather than being an intentional statement of clearly articulated policy. It would make no- sense to
interpret the clause as subjecting the machine-readable code 1o the restricted rights provision and
yet to treat the documentation (which would likely contain all the most sensitive, commercrally..
valuable information) as if the government had unlimited rights in it and could show it to .
whomever it wished. Again, even if the government:chose to litigate the issue and won, tt woutd
stand to lose credibility because of the percerved um‘atrness of such a posrtron . t

s

smtzeis

It should also be noted that the DoD procurement regulations do not ctearty distinguish commer-

" cial software from other than commercial software. According to the regulations, software is

commercial i it is "used regularly for other than government purposes-and is sold, Ilcensed or -
Ieased in significant quantities to the general public at established market or catalog prices” ( [61] -
sec 27. 401). It seems that as much as 55% non-government sales and use mrght be requ:red in -
order for software to quahfy for treatment as commercial software {[8] pp 501). The precise

dividing line, however, is unclear. It should also be noted that software which is devetoped forthe . .




The way intellectual property law tends to define "ownership” and "property rights" is not so much
in terms of what a particular person can do with a particular thing, but in terms of what right he or
she has to exclude other people from doing things with that property. {Patent law, for example,
gives the patentee the right to exclude others from making, using, or selling the patented inven- -
tion for seventeen years ( [65], sec. 154). The government’s "unlimited rights" definition seemst
go to what the government can do with software and its documentation and what it can authohze
P others to do, and does not grant any rights to the government to exclude others from'it. For: thts
2 reason, inteflectual property law would likely treat “unlimited rights" as. a broad license, not as an
: ownership interest (e.g., Regents of the University of Colorado v. K.D.I. Precision Products. ne.;
[43] d:scussang the difference between "unlimited" and "exclusive" rights).

1.3.2 Governmental Purpose

L If all "unlimited rights” truly means is a license to use "for governmental purposes,” it is imporant-
to understand what the latter term means Unfortunately, the DoD FAR SUPP does not det ne
the term at all. Does it mean:

. a) for use by all fedaral governmental agerncies, or only by DaD, or only by the partlcular sewlce '
that abtained the rights? If the fcrmer does that mean NASA can get it for nothing just for the, ;

asklng"
b) for use by state or local governments if the DoD thinks-it a good idea to share the software?
c) for use by forelgn governments to. whom the U. S government wants to give it?.

d) for use in the defense commumty as a whoie (including all private ftrms who contract wnh?
DoD) if DoD thinks tt is a good idea to share the thtng‘? oo

w ' - e} for use by defense contractors in forelgn countrles to whom the government mlght want to )
give the software? :

f) for use to enable the government to get something at a low cost or for free? (See Chapter' 7). N

g) for use in competitive reprocurements or maintenance contracts?

Because of Congress’ recent intense concern about competitive reprocurements, the last of these

questions may seem fo be of the greatest topical interest, but all of these questions are of con- -
P siderable importance. Prior case Iaw would seem to take a narrow view. of the term S mean ng.
L ([8lpp 425~426) -

1.3.3 Privately Developed Software _

Because so much of DoD's policy on the allocation of rights tums on whether software was
developed at private or public expense, it would be highly desirable to define this term in’ the
L regulations, and to make its definition part of one of the standard clauses required to be placed in

all deveiopment contracts. In this, we concur with the earlter conclusion of the OSD Technlral
i ‘Data Rights Study [11]. That Study’s definition ("developed without direct payment by the govern--
- ' ment which requires the performance of the developmentai effort") is a step in the right direction,
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mediate arrangements between the “ficor" and “ceiling” may be appropriate, depending on -
governmental needs. If that is the mtent there are s:mpler ways to say this than the current [JoD_
regulations do. : '

L 1.3.5 Distinguishing Types of Documentation

The definitions to. the procurement regulations do not differentiate at all among the various types
of software documentation. Some decumentation contains sensitive information, and hence, is -
jealously guarded by the developer. For example, documentation which reveals internal design
information, algorithms, and proprietary. information of a program may need to be distinguished
from training and user manuals. Industry may be willing to accept a broader rights package as to .
the latter types of documentation. However, unless-a more restrictive rights package is avallctble :
o as to the farmer, the company may choose not to do business with DoD, or may sell only "old"
’ technology to DoD. DoD’s policy should reflect these concems by distinguishing form= of
documentation in such a way that differential rights treatment can be effected. -

1 ._4' Issues Not Addressed in the DoD Regulations

L 1.4.1 CAD/CAM Programs

An issue frequently raised by DoD procurement personnet in our interviews was how tc fit .
computer-aided design/computer-aided manufacturing (CAD/CAM) programs into the regulatory
structure for DoD procurements. A separate chapter (Chapter 10) discusses the CAD/CAM
1 issues at greater length. The primary reason CAD/CAM programs seem difficuit to fit into-the DoD -
L FAR SUPP structure is that the structure assumes that the government will obtain a physical 'éepy-

of any proprietary software which it chooses to acquire. If the government gets a physical copy, it-

will get at least the four minimum rights in the software that are set torth in the regutatibns. o

'Purveyors of CAD/CAM programs have sometimes been wﬂlmg only to license certain acces. to
; their CAD/CAM programs, and not to aflow the government to get a copy of the program itseif and -
B ' not to get the standard set of minimum rights to the software. A second important facet of the

CAD/CAM dilemma is that manufacturers of major systems. for the government who.use
o CAD/CAM programs may be much less wiiling to deliver large volumes of technical data about
L the system, arguing instead that the government's needs can be met by controlled acc_es;s__'toﬁ he
: manufacturers CAD/CAM program. This may make the government more dependent on fir'rﬁns
using CAD/CAM programs when seeking competitive reprocurements. The present regu!atuc ns
do not prov;de gundance about how to deal w:th this s:tuatlon : : 3

1.4.2 Local Area Networks '

It is becomtng more common for 'Ltnits_ within the E__)efenee Department to. establish local area
b networks which share software. The DoD procurement regulations do not provide guidarice about
- . making acquisitions of software intended for use in network environments. NASA regulations do
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_ does,

1.5 Shrink Wrap and Other Standard Llcenses

1.4.7 Software Warrantles _

A number of people raised the issue of what if any wanantles the govemment ¢an or should get .
in software. Those persons pointed out that there are provisions in-‘the DoD FAR SUPP (81}
specifically sections 27.410-5 and 52.246-7001) regard:ng warranties for technical data.. Because
software is a developing art, it may be difficult to obtain warranties for it, but numerous pe@p!e

‘have indicated a desire for a policy about software warranties. Whether, in the absence. of | fany _

contractual provision concerning warranties, the government may claim implied warrantles (e g.,
of merchantability or fitness for a particular purpose) have attached to delivered software_as: ad-
dressed in Chapter 11). If getting more explicit standard warranties for software is desired, some
regulatory guidance might be heipful to procurement person_ne_l.-'

1.4.8 "Shrink Wrap" Licenses

Much of the commercial software presently available in the market comes with what purports to
be a "licensing agreement” either inside the box or just under the plastic wrappung (commonly

known as “"shrink wrap" licenses). Typically these forms provide that by openlng the box or the

plastic wrapping, one will be presumed (by the software vendor, if not by the law) to have ci;on-
sented to a series of restrictions on use of the software, as well as to have accepted that. one is
not really the owner of a copy of the software, but only a licensee of the manufacturer, and to -
have agreed to respect the manufacturer's trade secrets and other proprietary rights . in. the

software, and to have consented to a variety of other matters (e.g., what state law will apply ina .. -

dispute). When the government buys this kind of software, the question is whether these licenses
bind the government. This question was raised time and again in our interviews with. DoD person- .
nel. : . ' L : S

One view within DoD is that the procurement regulations (and in particular the standard data
rights clause) would be given legal effect; even if not explicitly incorporated into- the: contract.
Others thought that perhaps the shrink wrap licenses might be viewed as modifying ( and '
controlling) the standard clause, or that the absence of the basic data rights clause in: the pur—
chase arrangement might mean it would not- govern. Because a raft of quest:ons about shrmk
wraps often come up, ll is worth going Into them in somewhat more detail, as the next subsection

The first three subsections deal with a set of questions which were posed to us about shrmk wrap
licenses. The last several subsections deal with questions which DoD might wantto ask. . |

1.5.1 Authority to Bind

By far the most commonly asked question about these licenses was who was supposed to Open
the package to validate them (or who is to sign in the case of other standard Ilcensing .
arrangements). It was widely thaught that unless the contract officer broke open the packag:e or




1.5.4 Are These "Licenses" Enforceable?

LW A question which should be asked is whether these shrink wrap licenses have any Iegal egfect
whatever. Although the States of Louisiana and lllinois have passed laws recognizing thelr
‘ validity, there are many who regard these "shrink wrap” licenses as unenforceable as a matter of
L contract law, imposing, as they attempt to do, restrictions on the purchaser’s. rights afterithe

contract has been made, and relying, as they do, on opening a package or box as mdicatwe of
consent when it may easaly be indicative of disregard.. :

Others guestion the legality of certain provisions of shrink wrap licenses under the copyright law -
L ‘because the licenses purport to control uses that can be made of the software. Copyrightilaw
L does not give copyright owners any rights to control use. These “"licenses” also purport to dep;ive

purchasers of rights they would be entitled to as owners" of a copy of software, such as the. rlght
to resell the copy and the_ngh_t to make a "backup” copy. B

1.5.5 NASA’s Special Data Rights Clause

To give clear guidance to NASA personnel who are responsible for procuring commercial
software, NASA has adopted a regulation to clarify that the government's data rights ;_u_nder;‘gthe
n original sales contract will not be superceded by delivery documents containing inconsistent data-
b rights provisions ( [64] sec. 1827.473-4(b)(2) and 1852.227-79). In essence, what that clause
says is "notwithstanding anything that might be construed to the contrary, the govemment: atways
gets the following minimum rights and government procurement regulations govern if therg.are -

any other seemingly inconsistent terms " In effect, this clears up all the problems descnbed inithe
first three subsechons above. . N

1.5.6 “Published" Commercial Software _ R
One other part of the same NASA regulation which DoD might want to consider adopting is that
which "lifts” the restriction on the government's right to disclose copyrighted soft\n'rer,e.‘that.,has'
been "published” (widely distributed with a copyright notice) within the meaning of the copyright -
law. If copyrighted material has been "published,” the ideas and information it contains are con-
sidered to be in the public domain, which should mean that restrictions on disclosure. should -
i cease. Whether the government can simply disregard such a restriction, or whether the data
B rights clause contractually binds the government to respect the limitations that others in the w orid

are free to ignore is a close question (see Aronson v..Quick Pomt Pencil Co. [20} suggestmg hat..
the government wouid be bound.) : _ "

Because copyright law does not give the copyright owner any rlghts to control "uses of h|s or her
e work (except public performances and displays), it may be that both DoD and NASA couid adopt -
» a regulation for "published" software which would fift restncnons as to what computers o facil ies.
could use the software. : : '
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~ turn, o | B g_

1.6.2 "License Rights"

Apart from the repudiation of the fixed expirations, the other major recommendat:on of the QsD
Technical Data Rights Study was to add a third option to the arsenal of potential ways to get
Tights to technical data. Although the OSD study [11] did not address software issues, in speak '
ing with members of the Study Group, it was clear that they intended the "license rights" opnon to
be applicable to software as well. The proposed DoD data rights regulations issued in the jate
summer of 1985 would create a new "license rights" option, although the intent of this prov:§zon

seems to be somewhat different than what had been intended by the OSD Study Group, whlch in ...

turn was different from what industry had in mind when it began promating the idea of "hcensmg :
it may be helpful to lay out what we have been able to discern as to the thrust of the OSD study_ :

propasal, of the industry proposal, and of the proposed regulat:ons and to comment on eac
What we take to be the aim of the OSD study recommendation is to enable the governmen‘f;t to
impose a requirement upon its contractors that they license competitors to make uSe§ of
proprietary data  in compétmve ' reprocurement {or in the case of: software
maintenance/enhancement) situations. Because industry strongly objects to the government
simply handing proprietary data and software over to any low bidder that comes along, and has
been arguing forcefuily for a "licensing" approach alternative, adoption of a proposal of this sort
may be an important step in improvement in relations with industry. fmplemented in an opnma! '
way, the OSD Study Proposal might even save DoD a lot of money. It is worth noting, however,
that industry’s intent in promoting the licensing concept seems to be twofold: first, to maxm‘hze
the amount of control a contractor may have overthe competitor or potential competrtor as to% its
use of the proprietary software (industry wants a direct relationship, not just granting power to the
governiment to sublicense whomever it pleases) and second, to begin to move the government
closer to the standards that prevail in the commercial arena (See e.g., [12]). By contrast, the
intent of the recently proposed DoD regulation for "license rights" seems to be to give the govern-
ment the option to negotiate expirations for restrictions on software or technical data. The regljla— _
tion proposal thus would shift substantially the thrust of the "license r:ghts" proposal as orlgmally

conceived by the OSD Study Group. 2 '

The major reservation we have about the OSD Study Proposal and the proposed regulation is
that the "license rights" option may not be explained well enough for contract officers.and other
people who will look to the regulations for guudance to understand the mtent and xmplement |t as g
was intended to.be umpiemented : :

To be more Specmc one of the problems with both the OSD proposal and the proposed regula-
tien is in the name it gives the option. The OSD Study, for example, states: “Current po;ic:y _

'prowdes only two recognlzed ways to acquire technical data rights: Limited and unlnmated The

policy shouid be expanded to include licensing” ( [11] at 20). The ordinary person reading thls

would tend to think that "licensing” must be something different from “limited” or "unlimited” nghts .

when in fact, both limited and unlimited. rights seem to be particular types of licensing arrange-_
ments (If you own something, you own something. If you. let someone else use that-thing, you
license its use, regardless of whether you give the person a broad or a narrow license.)




1.6.3 Predetermination (to be Renamed as Prenotification) of Rights

accurate {discussed in Section 1.3.1), and that term means only a license to use for gavernmen- -
tal purposes and to sublicense for the same, then- there would be no difference between the C)SD__
Study "license nghts" option and "uniimited rights.”

Furthermore, the 0sD Study draft reprocurement Iicense clause was long, complex, and unclear. -
{For instance, it often referred to "direct license rights” which it did not define. Is this a direct.
license between the contractor and the government, or a license between two contractors?) {The

‘OSD draft license rights clause also seems to be written as though it is unrelated to the standard

data rights clause although in fact it wouid modify it. The aim of the draft clause seems to be only :
to address the spare parts reprocurement issue, afthough the need for licenses to get competition .
may be broader than that (e.g., software maintenance). Software is not mentioned at ali and ,the '
draft license rights clause would not be readily adaptable to software ’

Industry would seem to have a decnded preference that it another firm has to be licensed to :\use'
the first firm’s trade secrets, the two firms make arrangements directly so that in the event of an

i
~ abuse, the first firm can proceed directly against the second firm rather than have to try to push

the government to do something. Industry aiso doesnt like the government to dictate or supewlse
terms of licenses. The OSD draft clause accepts the industry . preference for contractor-to—
contractor licenses. It is worth noting. (as unfortunately the QSD study does not) that there;are
serious dangers of overreaching (exclusionary conduct in antitrust-parlance) by the original con- :
tractor in any arrangement which would involve licensing of competttors as to valuable tech :
nologies. If the government does not want to end up paying through licensing essentlally the
same amount as if there had been a sole source, some government supervision of the terms and
conditions of the license would seem to be necessary. in direct competitor situations. - - '

The Iicense_rights' option, as reflected in the 'propbsed' DoD regulations, is a far cry frorrt the
license rights proposal that industry has been prometing. It is far from clear that the new [)oD _

option will be acceptable to industry which can always opt to stick with llm:ted or restricted nqhts_ .
for valuable technologies.. '

The OSD Study favored use of a predetermination of rights clause in all development contracts
aithough the Study thought it should be called a "prenotification” ¢lause instead of a predeter—
mination clause. The clause, in essence, requires the parties to identify all software and techmcal _
data that will be delivered under the contract with restrictions on the government’s use of it. Many
of the DoD personnel to whom we spoke supported use of this clause. Some regarded rt as
essential. While the aim of the clause -- to clarify data rights as much as possible at the outset -
is laudable, many peopie in the field regard the clause as unrealistic and unworkable, especialty
as to software. How can one say what rights the government will get in software from: third iner
subcontractors when the software may not yet exist, or if it does, the prime may not yet hgave
identified who will deliver it, let alone with what rights? One person likened the predetermlnatlon
process to asking Lewis and Clark to prepare a set of "trsptlks" for their exploratlon of the Oregon
Terrltory before they’d set out on their journey.-




_might close on the government

" come under intense Congressional scrutiny, DoD would make efforts to adopt policies aimed at

- problem deepened rather than being resolved

of restricted rights for software and yet another set of restrictions (“limited rights") for technical -
data. it is also difficult to comprehend why the regulations subject software documentation (which

is classified as "technical data") to different restrictions than machine-readable code (i.e.,
"software"). This doesn't seem to make sense given that in the commercial market these things
are treated as subject to the same restrictions. Why one would treat documentation for commer-
cial software differently than other software documentation is also mysterious.

Even rf there is good Justmcanon for treatmg technical data other than software documentat:on
drfferent[y than software, it doesn’t.make sense to have two so similar and yet not identical sets of
restricted rights for software. What DoD seems to need to do is set a "floor” of minimum nghts it
must always get in software (perhaps to be named "minimum rights") and then let the pames
negotiate other rights and restrictions (perhaps to be stamped "negotiated rights - see Contract
No. ") as they see fit. The proposal found at the end of this section attempts to deve_lcp a
set of minimum rights for software and technical data (lumped together under the definition of
intellectual property). Simpiifying these provisions would also eliminate the "booby traps” thatithe
current regulations set for the unwary business, as well as ehmlnatmg the "booby traps hat :

1. 7 2 Not Gettmg as Many Rights as DoD Needs -

It is understandabie that in reaction to the spare parts competition problems which were dug in
part to the government having gotten inadequate rights to certain technical data and which have

assuring that such problems would not occur in the future. The seemingly obvious ways to ac- -
complish thls are either: (a) to acquire unlimited rights in all technical data and software (either
m:t;ally or through fixed expirations on restrictions) or (b) to get the option to allow the government.
to acquire at a later time uniimited rights to technical data or software for a price negotiated at the
time the contract was made. Both would seem to achieve the objective sought (being free of
restrictions on use and disclosure), but at a very high cost. Industry has been outraged by, effons
of these sorts and has apparently expressed their outrage by pricing their technology at stratbs-
pheric levels. Perhaps such approaches were overreachons to the problem. Not having asked tor
enough for awhile, now perhaps the government was ask:ng for more than it needed and the

What was lrue when the procurement scandals "broke" -- and what probably remains true today -

-- is that there are instances in which the government is not getting as much data rights. as it -
needs. The two areas as to which we have reason to think present data rights policies may; be
insufficient pertain to use and disclosure of techmca! data to third parties for spare parts.
reprocurement purposes, and use and. disclosure of software and documentation to third parties
for maintenance or enhancement purposes. Perhaps specific provisions couid be written to ac-
complish these objectives. As the discussion of “license rights” above indicates, some efforts are
in the process of being made to do this, at least as to technical data. A more limited reaction is
one which industry may be willing fo try to live with. o
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have no reasonable expectation of receiving a continuing stream of income from the product, and
that, as a result, the government isn't getting the best technology. Some government 'peé ple.
might think, "a private firm has incentive to deliver the best software to us (even though we have
unlrmrted rlghts) because it's OK with us if they take the thing to the commercial market e

There are a couple of problems with thrs theory One is that since the government clarms an
unlimited right to disclose the software developed at public expense to any one for any purpose,,
the government always has the power to pull the rug out from under the commercial market (for in
today's market, it is the valuable secrets embodied in the- software that seem to determrne its
commerciai value). This. means the firm can never be sure there will. be a commercial market

_ ‘there to tap. Secondly, the government sometimes wants to “give away" valuable soltware in-

which it has unlimited rights to other private defense: firms to enable those firms to perform better -
work on government projects. The problem is that the software’s developer may see these other' :
defense firms as its primary commercial market. This too can undermine the potentiai mcentrves '

that government people tend to think the private firm has retarned E

It is worth porntmg out that Congress has enacted a. law to encourage small firms to develop and
deliver to the government the highest quality, most innovative products, namely the Small Bus:-.
ness Innovation Development Act [68] which gives participating. .small firms the right to retarn
ownership rights in patents developed at public expense, with a license back to the government
to use the patent for gbvernmental purposes. Previously the government could have taken owner-
ship of patents developed at public expense. It is not:surprising that software firms hail the SBIDA
as the "enlightened" and "modern" policy that the government should follow asto software '

As far as we are concemed the govemment is welcome to retain its broad unlrmrted rights palicy. .
It just shouldn't be surprised if this policy results in its getting less high quality products. Whether
it should retain this policy or narrow it to a governmental purpose policy depends on what its
goals are. If the primary goal is to get the best available technology and improve tncent:ves, it
should adopt the SBIDA approach. If its primary goal is to get as much data rights as it poss:bly B
can rn hopes that will save money down the Ime rt should strck with unlimited nghts '

It might be wise for the government to consrder voluntanly giving up its broad unlrmlted rrghts-
policy for software and explicitly adopting a policy mare in line with the SBIR policy as to patents
or adoptrng a policy under which the government would take less than unlimited rights when
mixed fund:ng was used for software development Thrs might be a step toward improving rela-
tions with industry without giving up what the government truly needs. The government may st:ll ;
wish to retain the power to obtain ownershlp rights in intellectual property when achrevement of
certain well defined goals would seem to require broader control than simply a license to use lfor
governmental purposes. But it might be easier for industry to accept the governments need to
sublicense for reprocurement and maintenance purposes if the government was wnlrng to t-im
back somewhat its unl:mlted rights polrcy :
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(3) Other Licenses Possible: When the go_vernment needs to have more than minimum rights in
certain intellectual property, the government and contractor can enter into other licensingiar-
rangements, but in no event ¢an the government enter into a licensing agreement for intellectual.

property which gives the government less than minimum rights.

Rights of the Contractor

(1) Qwnership: The contractor shail be considered the owner of all intellectual propeny
developed at public expense under this contract, except as to contracts in which the special
works clause is used, subject only to granting the government an unlrmrted rights ficense toithe .
intellectual property. : :

{(2) Cog!right: The contractor may obtain and retain a copyright on all intellectual property.
delivered to the government under this contract except when the special works clause is used.
The contractor's obtaining of a copyright shall not limit the govemment 5 r:ghts under its unlrmt\ed
rights, minimurm rights, or any other Ircense o

(3) Flestnctrve Markin _g__ The contractor may attach appropriate restnctwe Iegends to its |rtel— :
lectual property, as set forth below in.section (d).: - ' :

Rights of Subcontractors

(1) Getting Same Data Rights From Subr:ontractor Whenever intellectual property is.io be pb- )
tamed from a subcontractor under this contract, the parties shall use this same clause.-in the
subcontract, without alteration. No other clause shall be used to diminish or- en!arge the-

‘government's or contractor's nghts in the subcontractors inteilectual property requrred for the
government. ' ;

| (2) Direct Delivery to the Government' 'Subcontractors under this contract may deliver technical
~_ data in which the government will have less than unlimited rights drrectty to the government rat her.
than through the prime contractor. : £

~—

(3) No Leverage: The contractor and higher-tier subcontractors shall not use their power to .
award subcontracts as economic leverage to acquire rights in intellectual property from th er_r
subcontractors for themselves. :

{4) Right to Attach Ftestriotive Markings: Subcontractors under this contract shall have the same
rights to attach restrictive markrngs to their intellectual property as the contractor does to |n el-
lectual property. '

Restrictive Legends

(1) No Marking If Unlimited RightS' Intellectual property in which the government has unlimited
rights shall be delivered with no restrictive markings. Unmarked items delivered under this con- ..
tract will be presumed to be items in which the government has unlimited nghts :
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(3) Computer Software: "Computer software" means all furmware, software, data bases, and
documentation for the same. . :

(4) Technical Data: "Technical data" means {same as the current definition but excludlng com- _
puter software documentation]. 8

(5) Minimum Rights: "Minimum rights" n'reans:

(a) as to technical data, the right to use, copy, and disclose the material within the govarnrr;ent_;
and o ' : )

(b} as to computer software, the nght to
(i} useitatthe facility for whlch it was acqmred or to which it is transferred;

(i) the right to use it with a back-up computer if the computer for which it was acqmred
becomes inoperative; . .

{ii) make back-up coplas for safekeeping, and for modnﬂcatlon purposes;

(iv) modify i, or combine it with other software (madification will not alter restrictions: on the
soﬁware) . .

[end of clauss]

Additionally, DoD might want to develop standard licensing clauses giving the governmenté the -
right to sublicense use of proprietary intellectual property for competitive reprocurement’ ar com-

- petitive software maintenance purposes, subject to appropriate restrictions on any third party use

of this property. In Chapter 2 we offer some suggestions about how the potenUaI for compet:t on
in software maintenance situations could be maxlmlzed i

Another thing that might be desirable to consider 'ss the development of one standard data rights
clause for all inteilectual property, including patents and chips, which would define the minimum
rights in each respective type of subject matter in the definition of "minimum rights." It does not
seem desirable to have a wholly different policy {and structure for that policy) for patents and for
other types of intellectuai property Integration at least ought to be considered, and hopefuliy
attempted. -

If the alternative draft clause set forth above was adopted by DaD, it would remove: some: of
industry’s complamts about it, but that might only serve to sharpen the areas of disagreement. '
Industry would like for DoD to give up claiming "unlimited rights” in software and technical data
developed at public expense, and to adopt a policy of only taking what the current regulations call
"license rights" in these things, that is, a license to use intellectual property for governmentai
purposes and to sublicense for the same purposes. Industry regards this SBIR-type appr:oach_as'

~the "medern” and “enlightened” solution to data rights acquisitions. Only modest changes to the

draft clause above would be necessary to incorporate this industry preference in the standérd .
data rights clause. An intermediate position would be to have the government take unhmrted__

rights in things completely funded by the govemment and only a governmental purpose Iscen'sa - o




1.8.1 The Proposed DoD FAR SUPP May Be Inconsistent with the Proposed FAR

The proposed DoD FAR SUPP doesn't even defme terms the same as the proposed FAR. iFor
example, the FAR definition of "unlimited rights” is more precise and comprehensive than that
found in the proposed DoD FAR SUPP. Other terms common to both are defined somewhat
differently for no apparent reason. Such inconsistencies are likely to resuit in confusmn and
m:smterpretation s

in substance the DoD FAR SUPP provisions are quite different from the FAR proviSionst In
particular, the DoD FAR SUPP fails to claim the full set of minimum rights the FAR proposal says -
that government is supposed to acquire in restrrcted nghts software. The failure of the DoD FAR
SUPP to claim the fifth minimum right that the FAR would allow, namely the right to sublicense
support contractors, may seriously impede the abihty of DoD to obta:n competition for main- -
tenance and enhancement of lts software ' '

1.8.2 The Proposed FAR Policy is Preferable to the DoD Policy
The proposed FAR policy is more comprehensrble than the DoD Policy.

it is:

L * more concise

. -~ e more straightforward

' « more consistent with commercial practice

L « more consistent with intellectual property law .

T

The proposed FAR policy avoxds the anomolies and inconsistencies inherent in DoD. Poiicy. For
"example; o

+ The FAR avoids the conflict between the DoD FAR SUPP "specnal warks” ciause and
Section 105 of the Copyright Act. : :

e » The FAR, in contrast to the DoD FAR SUPP, avoids the conflict between the un-_
limited rights clause and the retention of copyright clause. -

+ The FAR avoids the confusion caused by the two sets of restricted nghts found i in the "
DoD FAR SUPP.

» The FAR avoids the problems caused undsr the DoD FAR SUPP by treatlng
software and documentation differently.

ﬁ -« The FAR avoids the problems caused by the DaD FAH SUPP practice attaching two
different meanings to the term "license rights."

e The FAR avoids the potentially harsh result which could occur from failure to

negotiate a separate licensing agreement as to restrlcted rights software under the
‘“.‘ DoD FAR SUPP.

The proposed FAR provides a more precise definition of "unlimited rights,” inciuding within this. -
definition the right to make derivative works. This right is important if DoD is to be able to main-
tain, enhance and reuse software. The more fimited definition of the DoD FAR SUPP, in contrist
to the FAR, may be seen as a rejection of this right by the DoD. This could have extrem=-y.
serious repercussions for DoD.
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2. Problems Arising from the Need to Maintain and Enhance Softw?'re -

Apart from the set of software acquisitio'n problems arising from the DoD procurement regulations
discussed in Chapter 1, the next most complex and difficult set of software acquisition probloms
that were identified by DoD personnel in the course of our investigation related to the maln-
tenance and enhancement of software. Software often reguires some modification t0 correct
"bugs” or other deficiencies which may not be discovered until after the softwara has been ac-
quired, and perhaps even after it has been embedded in a larger system. In addmon the user
may want to.have software medified so as to add some new capability or function beyond that
which the product was originally intended to perform, or to upgrade the software when new tech-
nglogical developments are achieved. (Problems relating to these sorts of mc:d:f'scattons will -
hereinafter be referred to as "mamtenance/enhancement problems.)

The adaptabiiity of software over time is one of the great advantages of software as compared
with hardware, but adaptability is not an unmixed blessing. Along with adaptability comes a -
complex set of licensing problems that have frustrated DoD personnel as they have sought fo
acquire excellent adaptable software at the lowest cost. One set of these problems arises fgom
the debate within DoD over whether it is wise or cost-effective to compete the maintenance or

enhancement of software to third party contractors or even to do mamtenance/enhancement
work in-house..

The ftrst four sections of this chapter discuss the licensing aspects of this controversy and recom-
mend some strategies for how DoD might compete software maintenance # it chooses to do 50.
The chapter also discusses some of the disadvantages of competing software maintenance. The
remaining two sections of the chapter discuss a variety of other problems identified by DoD
personnel ‘as software maintenance/enhancement problems One of the reasons. software
maintenance/enhancement problems may seem intractable is that they are not one but many
probierns There is no quick fix that will solve all of them at once.

|
' t
2.1 Getting Sufficient nghts in or Documentation about Software to Enable

k.

DoD to Do "Organic” or Competitive Mamtenance or Enhancement for" '
Software

The initial statement of work for the Software Licensing Project (as reflected in the SEI RFP)
indicated that DoD had been having trouble acquiring sufficient rights in software and software
documentation to enable it to maintain or enhance software, either in-house (commonly referred.

to as "organic maintenance”) or by private firms. through competmve bidding: DoD sought asms- .
tance in solution of these problems.




: 2 2 Mamtenance Needs for Things Used in Performance of Government

{e) companies being unwﬂlmg to give their source code to the government at any prlcs or_
under any ccndmons

There was general agreement among DoD persons to wh'om we spoke that steps needed to be

taken to remedy this situation. Some were hopeful that solutions could be devised that wou!d
create greater incentives for industry to voluntarily cooperate with DoD in its efforts to get better
documentation for maintenance purposes. Some worry that punitive approaches would enhance
atready stmng dasmcent:ves to cooperate with the government in this respect. .

2.1.3 Gettmg Suffic:ent Ftlghts in Software and Documentatlon to Get Competltton
as to Software Maintenance and Enhancements

Whether the government can get competmon in software maintenance and enhancement con-
tracts seems largely to turn on whether the govemment has ownership of or unlimited nghts in
software and its associated documentation, or whether the government has only restricted nghts ‘
as to the software and limited rights as to the documentation. If the government has cwnershlp or
unlimited rights, getting competition in software maintenance/enhancement contracts is said to be
easy. If instead the government has oniy restricted and limited rights, it seems that gettmg '
competition is very difficult. Defense Department personnel generally report little success in
gettmg "proprietary” software competitively malntamed

As the DoD regulations are presently written, while DoD virtually always has rights to modify.the
software, the regulations do not provide DoD with the rights necessary to sublicense the tno_d'if ca-
tion right to others. Such a right must be specifically negotiated. That means that getting com-
petition as to maintenance and enhancement of restricted rights software will only be feasible if -
the software’s owner will agree, which he need not. if he will not.agree, DoD will either have to -
do the modifications itself or hire the original firm to do the maintenance on a sole source basxs
Because many software companies may wish to have sole source maintenance contracts wnth :
DoD, their mcentwes to agree to competltlve maintenance are minimai. The critical point is that
the cnly time there may be any opportunity to get such agreements to affow cornpetmve rna:n-
tenance [ dur:ng the originai competmon when the development contract is iet...

Contracts: Software Tools and CAD/CAM Programs

Documentation may not be the only thing which may be needed in order to maintain or enhance
software and the systems of which they may be a part. Access fo software tools or CAD/CAM
programs which a firm may have empioyed in developing the system may also be needed. In-
dustry is likely to be even more sensitive when the government expresses its interest in obtaining
such tools or CAD/CAM systems for maintenance and enhancement purposes than it wouldibe
about the government obtammg software documentation, especxally if the government seeks o
obtam such things for competmve maintenance purposes, '




_competition process? |

These programs may be essential to do maintenance and enhancement work for the system.
Chapter 10 discusses the CAD/CAM problem at somewhat greater length, but because the
government’s need for CAD/CAM programs largely centers on mamtenance needs R seened
necessary to flag the issue in the maintenance sectlon as well.

As with the software tool problem, the CAD/CAM problem is one about which the industry is
extremely sensitive, and one for which, as a consequence, it may be difficult to fmd a compromtse_ :
solutlon that will be acceptable to both the government and mdustry '

2.3 Structural Problems wrth Getting Dehvery of Adequately Supportabte
Systems

2.3.1 Different Interests of Buyers and Maintainers Within the Government

There appear to be some structural problems internal to the Defense Department that may: make
adequate planning for software maintenance and enhancement difficult to achieve. -Mejor'
weapons or communication systems acquired by DoD may include complex software com~
ponents. These systems may also require significant and complex software systems to support
the major systems. |f the command which purchases the system is not the command which W|II
use, maintain, or enhance the system, it may not be aware of the extent of software: documen-
tation that will be needed to use, enhance, or maintain the software, and it may not be as sen-
sitive to the need for supportability software as the using or maintaining command might neeg it
to be. Although there are some structural mechanisms within DoD that are intended to provide
opportunities for communications about such matters, they do not seem to be working. as suc-

cessfully as DoD may wish. This is seen by many to be a contrlbutlng cause toward the software )

mamtenance and enhancement problems DoD has encountered down the Ime

2.3.2 Scle Source Maintenance as a Habit

From procurement personnels point of view, if a company has built a complex piece of softw are
for DoD, and it's a good piece of software, that company will know that software better and erI be
able to maintain it better than any other company, even if the other company gets the source
code. That software engineering is still in fairly primitive stages as an engineering dlscmhne
makes reliance on the original developer to do maintenance work seem the most expedient route
to take. The developing company will have a better idea of how to avoid the problems that
enhancing software so often creates for another part of code. Theoretically, the developrng firm
will be able to do the job faster, more reliably, and more cheaply than a competitor. Andif it's a
good piece of code, then the developing company may be thought to deserve to reap some- more g
rewards for it. Besides, procurement personnel may be wont to think, we already kncw the se
guys and they do a good job for us. Quality and quickness count for something; money isn't
everything. So why not deal with that company mstead of havmg to'go through a Iong drawn out
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-acquiring all the rights and data needed to do the mamtenance in-house.

'.(c) If DoD dec:des to try to compete the mamtenance it must recognize that it wnII need to get

'(d) It may be desirable for DaD to develop a standard competitive reprocurement or main-
tenance license provision and clause for the DoD FAR SUPP in order to alert contract offlcerc fo -

{c) - DoD should assess the relative costs -of acquiring. different levels of rights and of sole
source, internal, or competitive maintenance over time so that cost-effective choices can be made
upfront. DoD should recognize that sometimes sole source maintenance will be cheaper than

(d) DoD should insist that its procurement personnel involve both the using command and: the

maintaining cammand in the supportability planmng, perhaps even gettlng engmeers from these'

Iatter commands to sign off on the system:.

{e)  DoD shouid train contracting personnel about software life cycle needs, about data. nghts, :

and about software documentation as regards supportability needs. (See Chapter 3.)

{fy DoD should consider entering into escrow arrangements whereby documentation may be
placed in the hands of a third party, such that.upon the happening of certain contingencies, the
documentation will be released to the government for maintenance purposes. This would assure
that until the happening of this contingency, the industry’s valuable software documentation: will
be protected from disclosure, while at the same tlme assuring that the government can get ac-
cess to it under specified condltlons : '

2.4.2 Getting Sufficient Rights to Enable Competltlon for Mamtenance

(a)  DoD should recognize that it may be dlffICUﬂ' or impossible to compete mamtenance and-
enhancement of software held as a trade secret by its owner. -DoD needs to assess, to the extent-

it can, what the long term maintenance needs and costs are likely to be, taking into account what

cost savings may'be achievable by competition. it may not be worthwhile to buy rights to eem--

pete maintenance.

(b) DoD's best chance to get competition as to soﬁware malntenance wsil be when tt is initially
negotiating the system’s development contract.

upfront:

() the ability to sublicensa its software modification right or a commitment by the contractor to.
license another company to modify the software,

{ii} the ability to sublicense the documentation about the software or a commitment by the
contractor to license the other company to have access to the documentation;

(i) very detailed documentation; and possibly

(v) rights in the software tools, or a commltmant from the developing firm to. I:cense a
competitor's access to the tools.

the need for and the appropnate manner of obtamlng rights for these purposes.
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~ to prepare similar software ([61] sec. 27.404-1(e)). Some have ‘thought this. may . have scme

less generous to industry than the other provision. Others were utterIy baffled by th:s anconsns-
tency.

Restrictions Attaching to Modified Portions

Several lawyers -- some from government, some from industry -- raised the question of how: DoD
would treat those port:ons of the software that were modified. Who would "own" the rights in-
them? What, if any, restrictions might they be subject to? The DoD regulations are not clear
about this (except perhaps as to modifications of unlimited rights software, for which DoD- FAR'
SUPP sec. 27.404-1(a)(4) says the government will have unfimited rights to changes in’ thmg% in
which they already have unfimited rights.) In the absence of clear guidance from the regulat:ons

“most of those who have thought about the question have assumed that the government would '

have unlimited rights in all modifications, whether done by the government or a private firm.
Because of the problems arising from the copyright retention provisions of the DoD FAR SUPP
and because of certain provisions of the copyright law, which may have a bearing on: I'Ight: in’
these circumstances, it is not clear that this assumption is entirely correct (see subsection 2 1.2
and Chapter 4). :

Cuty Not to Prepare Sim_ila'r SoﬂWare

The DoD regulations provide that when software has been delivered at private expense% and-
acquired by the government with restricted rights, the associated documentation will not be used

hmmng effect on the governments rights to modify software. -

Reverse _Engmeermg

If the government has not obtained sufficient documentation in software to enable it to modify} the

software easily and if either there is not time to get the original contractor to modify it, or: the
contractor wants an unreasonable sum for the modification, government personnel may try:to
reverse engmeerthe software to figure out what needs to be fixed,

Reverse engineering will very likely involve making a copy of the program for reverse engineénng -
purposes. An interesting question is whether the making of such a copy is authorized under the
restricted rights provisions of the standard data rights clause. Those provisions seem to limit the
right to copy software to archival or back up purposes ( [61), sec. 52.227-7013(a) and (b){3)).  Of
course, the government might argue that since it is often necessary to make a copy of the
software in order to be able to flgure out how to modify it, it is impliedly within its modification
rights. Software firms, of course, might read the provision more [iterally, and argue that modlfy ng
the code is all the government has bought rights to under the data rights clause




2.6 Other Software Maintenance/Enhancement L_ice_ns'ih_'g Problems. .

2.6.1 Effect on Warranties When Software Is Modified

Mudh‘ of the software availabfé commercially, and much of the software developed fo'r Dob, is

unwarranted software, that is, software deiivered under contracts which disclaim Hability

—

or

defects. One DoD lawyer complained to us that often the nearest thing to a warranty the govern-
ment can negotiate for as to software is a promise from the contractor to take a look atithe -
software and try to fix it if problems later arise. Increasingly, however, the government has been

able to negotiate warranties for software s_ystems; and perceives itself to need warran:ties'.

reluctant as firms may be fo warrant software, their willingness to negotiate warranties may
depend on whether they will get the contract to do all the maintenance/enhancement work

As

whether the government plans to do the maintenance itself or compete the maintenance. " Be- |
cause enhancements to software will sometimes adversely affect the functioning of the un-

modified portions of the code, software producers have legitimate concerns about what mlght
done to any software they have warranted, but which they are preciuded from maintaining.

making licensing arrangements, the government may have to trade getting a warranty in software .

for getting maintenance competition. indeed, a contractor will generally include a clause provid-

ing that modifications to the software will void the warranty.

2.6.2 Configuration Management

The Air Force, in particular, reports having some difficulty in managing the large volume of in
mation about software and all its many versions that may be necessary to have in order to
maintenance/enhancement work organically or to contract out for such services. This seems
be due, in par, to resource constraints (personnel, expertise, and equipment) and in part

having "old" information. Delays caused by bureaucratic procedures that must be fcll_owed;

accomplish a change in the configuration are reportedly also a serious broblem. Sometimes,
Force personnei said, the Air Force takes delivery of software documentation at an early sta
following which some substantial modifications of the software are be made by the develop

or-
do

about which the government may not have or get full documentation. . In some cases, we wire

told, this was a problem of not having arranged for delivery of later developed material, and |

some cases, of not following up on gefting delivery. of the needed material. Several of the
Force people with whom we spoke about this matter favored the idea of having the developer:
configuration management for Air Force software on !he theory that it would be done better
industry than by the govemment -

2.6.3 Insertion of Proprietary Modules into Unlimited Rights Software

We were fold that firms that do software enhancement work on software in which DoD has 't
fimited rights have on occasion dslivered back to the government software into which the co
panies have inserted proprietary modules. '
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3. The Need for Better Trammg about S Software Data Rrghts, and

' Chapter 1 has elucidated the many complexities that the Defense Department's standard .data

mg people must have a grasp of and be able to deal effectively with- both complicated procure-

_thereto will often occur prior to or simuitaneously with the actual development of the software; dnd

Intellectual Property Law

rights policy entails, as well as the necessary and complex interaction -of intellectual 'property- aw
and the data rights regulations. Chapter 2 has observed that software- development contr'c:cts
involve acquiring not only rights in software, but acquiring a substantial volume of documentation
that may be needed to maintain or enhance the software. To do this job well, DoD's procurement
personnel need to have considerable expertise about software as a technology, about soﬂware
lite cycles, about the supportability needs of software systems, and about the complex data nghts
provisions. Although our investigation taught us that DoD has many dedicated and mtelllg‘ent-
procurement officers, it also taught us that, by and large, DoD’s procurement personnel felt that
they would greatly benefit by more training about software and about data rights. Many | oD
lawyers who have been working in the patent and technical data rights areas could aiso benefit

from broadening their mtellectual property expertlse 1o include copyrlght trade secret and chip
protection. _ . : e

3.1 Procurement Personnel Need Training

SLP mvest:gators mtervrewed many individuals whose job included acquiring software for he
government. Those with whom we spoke typically exhibited a dedication and loyalty to their
position; they seemed to sincerely want to do a good job. Our conclusion is that DoD atrecdy _
possesses the most important resource needed for a good procurement process - good peo; le.
The DoD couid, however, benefit from better development of that resource.

3.1.1 Acquiring Software, Techmcat Documentatlon and Data Rightsls a
Complicated Process '

The process of procuring a system is extremely complex and, at times, confus:ng The contract-_ '

ment regulatlons and sophisticated technology. . The procurement personnel must concern theg‘n- B}
selves not only with the actual physical procurement of items such as software, but also must
obtain sufficient technical data as well as rights in the data and the software in order fo alliaw

maintenance and enhancement of the system, and of the software on which the system is lukely
to be dependent. Adequate assessment of one’s needs with regard to documentation and data
rights.requires at least a basic understanding of the technology to be acquired, mcludmg some
knowledge of software life cycles. :

To further complicate rnatters the negotiations regarding the software, technical data and- rights -

the data which explains the software. A particular piece of software will often be a small, but vtal
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tar-reaching changes with respect to the DoD acquisition and logistics work force ( [4] at 6-18).}

If contracting personnel lack an understanding about thé technology they are purchasing, they-
may ask for much more in the way of technical documentation, data rights and seftware tools
than is actually needed to maintain and/or enhance the system. The same is true if they d& not
understand the life cycle of the software they are acquiring, or what information, rights, and: tools
will be needed in order to maintain and enhance the system properly throughout its life cycle! As
a result, RFPs are said to be vaguely worded about maintenance, and comractmg people may -
ask for more than would be necessary to support the system,

Industry people with whom we have spoken have indicated to us that if DoD contracting person-
nel-were better able to articulate why they need certain documentation, rights or tools in order to
support a system, they (industry) would be more willing to provide. that which has been requested
As stated in the "Report of the Rights in Data Technical Working Group (RTDWG) Volume Il
Supporting Data [13] (a report prepared under the auspices of the Institute for Defense AnalyS|s
for the Office of the Under Secretary of Defense for Research and. Engineering, and reiec‘sed
January 23, 1984) the government needsto . '

. identify what this equipment is going to do, what the system Is going to be, and what its life
cycle is going to be and that will give the contractor a warmer feeling that the Government has
really done its homework instead of just going out on a fishing trip for ail of the data rrghts, '
because they really don’t know what they want. Report at 211-212. -

As Iong as DoD contractmg personnel are unable to specify their needs as to technical documen-
tation, data rights and software tools, it seems likely that industry people will regard DoD’s expan-
sive but vague claims of need as an indication that the government has simply not done. its

"homework" and does not really know what it wants, and will regard such claims with suspicidr. _

A report prepared by the OSD Technical Data Rights Study Group [11] released June 22, 1984,
specifically noted the need for additional training of DoD procurement personnel-in the area of
technical data rights. This report, prepared by a study group panel which included repres‘en-
tatives of the Air Force, Army and Navy, noted that "[cjurrently, training is minimal and there us no
requirement to attend mandatory training in the data rights area. Consequently, persqnnei Eare
not geherally conversant with policies, procedures and clauses regarding application of right% in
technical data." See "Who Should Own Data Rights: Government or Industry? Seekinig" a
Balance" at 42. The OSD Study Group went on to recommend that OSD "coordinate. the _
development of a comprehensive training program :n the area of technical data rights” for DpD_
contracting personnel. Another OQSD report, entitled "DoD Acquisition Improvement - The C,l;na!-
lenges Ahead: Perspectives of the Assistant Secretary of Defense for Acquisition and L‘ogisti%:s"
{WadeReport, released November 5, 1985) noted this same concern and suggested even more
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" The contracting personnel with whom we have spoken identified this deficiency as a major flaw in
their preparation for the role in which they function. . Indeed, the people we spoke with mdaca;ed :

3.2.2 Initial Training Received by Procurement Personnel Does Not Prepare The "n
to Deal with Software/Data Rights Acqursntrons

Currently, it appears that procurement personnel receive no initial training as to the 'technol_:gy
involved in software, technical documentation, and data rights which they are charged with :ac-
quiring; nor do they receive any training which would enable them to understand life cycle con- -
cerns which are so important in this area. Consequently, the software/data rights area is an area
of weakness with regard to DoD procurement practlces

that, with the exception of a few initial courses covenng areas such as basic contract law and
procurement management, almost all of the preparation they have received for the work they_do
has been in the form of on the job training. ' '

3.2.3 Supervision and on the Job Training of Contracting Personnel Has Been '

Weak in Recent Years Due to a Shortage of Experienced Personnel in. Th|s
Area :

Procurement personnel normally work their way up through the ranks. (Division Chiefs were at
one time Contract Officers, Contract Officers began as Contract Negotiators, and so on.) 'S'ug’er.- :
visory personnel thus understand the job of those they supervise, and have the knowledge -

necessary to assist them.  Thus, on the job training plays an important role in the development of
the procurement officer’s skills. There has, however, reportedly been a decline in the number of -
experienced procurement personnel on the job for the DoD. In one command, we were told,
fitty-five per cent of the procurement people were mexpenenced The more mexperlenced he
staff, the less efficient will be the on-the-job training.

3.3 Ongoing Training of Procuremént_Personnel

3.3.1 Current Status of Ongoing Training

Our research found that procurement personnel typically do receive some form of ongoing train-
ing, a kind of continuing education or in-service training. . This ongoing training, generally
provided on a monthly basis, has, however, tended to focus on what one contracting - person
referred to as current "hot issues.” For example, the emphasis of sessions during our :ntervugw
period had been on the Competition in Contracting Act, particularly what it means to procureméant
personnel. Software and data rights ISSUGS we were told, have tended to be overlooked in such
tralnmg : :
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various locations where procurement personnel work. Some version of the training mlght als;o be.
included in the initial training received by new procurement personnel.

The training should include, as a minimum, some coverage of:

a. How to deal with software/data rights acquisitions in an RFP, including some focus on
adequate specification of what is bemg requested.

b. What software is, and how technical documentation, data rights and software tools apply to it.
c. Why life cycle concerns are important to software acquisition.

d. Why maintenance and anhancement concerns are important to the system/software being
acquired.

a. How technical documentation, data rights, software tools, and life cycle concerns affect the
ability to mamtaan and enhance system software.

f. How fo understand and appiy the procurement regulations relating to software/data rlghts
acquisitions. _

g. What flexibility and discretion is afforded contracting personnel under the relevant regula-; -
tions.

2. Provide for greater standardization in RFP’s. Such standardization should include a focus on:
a. A clearer spacification of what is being requested.

b. Incorporating some mechanism whereby maintenance/enhancement concerns will be recog-
nized and deatlt with at the RFP stage of a proecurement.

3. Develop a feedback mechanism whereby procurement personnel will be made aware of -
maintenance/enhancement problems which arise as a result of inadequate system support.
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4. Reusability and Other Derlvanve Works Problems Involvmg
- Software

There has been considerable interest in recent years within the -Department of Defense about -
promoting "reusability” of software. For a variety Of reasons, discussed briefly below, software
reuse is an attractive idea. However, DoD personnel seem troubled by a range of problems: wrth
atternpting to implement reusability projects. Among the more serious of these problems is: how
DoD might make appropriate licensing arrangements with private firms so as.to promote reuse of
software. It is not yet clear that software reuse will be able to hve up to the promise that some of

its promoters have held out forit. -~ - . r

It is, of course, important to understand that software "reuse” is a term that refers to a \fride
variety of things, including large software programs composed largely of modules of stancjard
code that can be combined to produce specific application programs, programs that are burit
upon and incorporate all or part of pre-existing programs, programs that were developed in c?on- :
junction with one government project that are fumished on a "GFI" (govemment furn:shed
information) basis to subsequent contractors for use in subsequent projects, and even reuse of
software designs or algorithms when writing new application software. There is a lively con-.
troversy within DoD over which model of reuse is the *best" or "most appropriate” mode! from a
technicai standpoint. We do not have the technical. expertise to assess the merits of the ciaims _
made for or against the various models of reuse. Although different models of reuse may present
different technological challenges, each has a common legal denominator. Each may be an
instance of a "derivative works" right problem underthe copyright iaw; ' '

Copyright Iaw gives the owner of a copyrighted p|ece of software the exclusive right to control the
preparation of "derivative works” from the original work. Copyright law defines "derivative w_cirk"
in a broad fashion; it is a work based upon another work. {59] sec. 101. Although there is as yet -
liitle case law to flesh out the meaning of the derivaﬁve works. right in the software context, t.is-
conceivable -- perhaps even likely - that all models of software reuse discussed above may
create derivative works problems unless the reuser is the same person as the owner of the
ongmal copynghted software. :

U'nfortunately, it is not just software reuse that seems to raise derivative works problems for: he .

government. Modification and enhancement of software also are instances of creating der;vatwe
works, Translatlng code from one computer language to another, revising code so that it canibe
executed on different hardware or so that it can generate code to be executed on duh‘erent kinds
of hardware, and perhaps even all forms of computer-generated works may be within the me an-
ing of the "derivative works" right under the copyr:ght law.

DoD’s acquisition regulations are_ not currently stmctured so as to facilitate licensing arrange-
ments that will promote reuse of software or harmoniously deal with other forms of the derivative
works problems. DoD lawyers seem inexperienced with software technology and with the jin- -
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developed by company A in a contract for another radar system to be developed by: company
B. Doing so will constrain choices about other elements of the radar system, such as what com- -
puter and operating system company B can use. These constraints, in turn, may limit.other

choices. Company B may well think that these constraints will inhibit its development of a supe- -
rior system. Moreover, unless the two radar systems are intended to serve precisely the- same

function in precisely the same way, reusabillity requurements can lead to trouble. It |s cornmon-
knowledge that many adjustments in software (to add a new capability, to modify a function, even :
to fix a bug) can create unforeseen problems with the unmodified portions of the software, spme
of which may show up immediately, some of which may show up down the line. Documentatlon

" about the software obtained from A and given to B may either be inadequate or mcomprehensm!e '

to B, which may further increase the risk of unintended ill effects when making the necessary
modifications for the second radar system. Reuse may also mean using “old" technology i instead
of new and better technology. Perhaps even more sugmﬁcant than these problems with
reusability is the practical problem of giving company B a handy scapegoat whenever there are
problems with the second radar system: it will always be said to be the fault of the .GFled
software ' B S |

Yet the Navy seems willing to accept these risks an;d has taken to evaluating bids for certain new
systems based on the percentage of software reuse the bidders are willing to commit to making,
and are requiring use of centain software on a GFI basis in subsequent projects.

Creating structural incentives for the contractors to reuse either their own or other software would
seem to be a promising short term strategy for the Defense Department. It might also be benefi-
cfal to do follow up studies of Navy reuse projects. Perhaps the Navy approach wnll be proven
more viable than Air Force personnel seem currently to believe.

4.1.2 Ownership Issues and the Derivative Works Problem with Reuse

There seemed to be considerable consensus among DoD personnel to whom we _spbke hat
unless the government owned or had uniimited rights in software to be reused, reuse would be
ditficult to impossible to achieve. Although company A in the radar example above might! be
willing to license company B's use of its proprietary software, the government can not count on

- company A’s cooperation, because company A may :prefer to have the follow-on contract. E\)'e:n if

company A was willing 1o license reuse, it could be-expected to charge B a rather hefty sums for
the privilege of reuse, which might mean that the ultimate cost savings to the government fFOm
reuse would be minimal to nonexistent. And even if company A gets the follow-on contract: and
reuses its own software, that may only reduce the time required for development, not necessanly
the cost (at least not by much since company A might be a low bidder only by comparison wuth b
the bids of others who would have to develop the software from scratch). As with competmve '
maintenance, reusab:hty of sofiware i is made more difficult when proprietary software is mvolved '

Even if the govemment has paid for the development of the software intended for reuse and
expects to get uniimited rights in the software, there may be a problem with actually g_ett_gng
unlimited rights; if the development firm decides to take a copyright in the software, the; govérn- _




for excellence and the actual creation of an excellent product )

- creating a derivative work which, unless authonzed might infringe any copyright held in

new program is created through its use.) A firm that developed a “perfect” pfogfam of thrs

would, in essence, put itself out of business after its first sale to the government, for if the gofrern-

ment had unlimited rights, the government could give the reusable code away to anyone

and

everyone if it so chose. Even a foflow-on contract for mamtenance mlght be of !nmned mterest to

the developer of reusable modules.

If, however, the firm could be sure it could have a substantial commercial market for the re

use

program without fear of government "giveaways," or i the firm could collect a royalty upon reuse

of its components, then theoretically it wouid have a strong incentive to create an excellent set of . -

modules so that jts modules would be used instead of those of another firm. (Of course,

itis .

important to remember that in the real world there is a big difference between creating mcen ives

4.1.4 Problems Associated with Conﬁgurat:on Management or lerarles for
- Reusable Software

Several DoD personnel with whom we spoke about reusab:hty of software expressed do 1bts

about the feasibility of efficient and cost-effective software reusability, given the substantial costs .

components the government might want to reuse. This challenge is by no means peculiar to’
DoD. Reuse of software requires an elaborate library or cataloguing system, whereby both

~ associated with managing the large volume of data needed to keep track of all the software
:the

the

government and subsequent software developers can be made aware of and have access 1o

software which can be reused: While the development of such an accessmg system c
present scme challenge, it may rot be msurmountable [1]

4.2 Other Derivative Work Problems':

Software Is now considered to be copyrightable subject matter. Although not all _software is

copyrighted, much of it is. Many firms that claim copyright protection for their software also ¢

__oes _

aim

trade secret protection for the same software. Copyright owners have the exclusive_. right to -
prepare, or authorize preparation of, derivative works. [59] sec. 108 (2). The derivative works right

can give rise to a number of different types of problems in addition to those aiready discusse
Section 4.1, each of which is discussed below. :

4.2.1 Maintenance and Enhancement of Software _
Because another chapter has been devoted to this topic, this section will do no mare.t

d in

nan

reiterate that when the government maintains or enhances software, in each instance it may be

software by a private firm {except for the fixing of a "bug"” that had rendered the software
operable, which wouid be privileged under section 117 of the 'copyright law.) Because of
broad definition accorded the concept of a derivative work, it |s conceivable that even rn
tenance efforts mlght fall with rts scope '

7
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4.2.4 Reuse of Software Designs

The government may sometimes want to reuse the design of a piece of copyrighted software in
another software project. The question is whether the government needs to- worry: aoout
copyright interests in such a case. Recent copyright precedents have suggested that reuse of
software designs may infringe the copyright (e.g., Whelan Associates, Inc. v. Jaslow Dental Labs,
Inc. [50]) finding infringement of dental Iaboratory software . copyright based .on. strucguraf
similarities between programs). There are some copynght scholars who would argue that reuse
of software designs invoives reuse of ideas, methods, processes, and discoveries of the software:
which do not infringe the copyright law under 17 U.S.C. sec. 102(b) [59] but as yet the issue is
unsettled. It again creates a potential for liability against the government if care is not taken in
licensing arrangements with respect to the original software.

4.2.5 Government Rights in Contractor-Prepared Der:vatlve Programs

A problem discussed at some length in Chapter 7 is what rights the government should have in
subsequently developed derivative software made from software prepared for and funded by the
government. The government will sometimes want to claim rights in these derivatives, gven
though there may be no contractual obligation requiring the contractor to give the gove_rnmeiﬂ a.

' ~ copy. Copyright law would not seem to give the government rights in the derivative software

uniess the government had an ownership interest in the original copyright.

4.2.6 Programs Produced Through Use of ther Programs

As noted above, there would seem to be copyright problems if modules of propnetary softwar -
were "reused” by combining them together to create a new piece of application software because :
a derivative work would seem to have been created. In such a case, portions of identicai _opde

would be inciuded in the new work. A copyright owner in the baseline program wouid, therefére, o
- seem under the copyright law to be the owner of intellectual property rights in the new apphcailon

software. Arguments might be made that this should not be an infringing derivative work smee it -
is the very purpose of the base program to produce application software, however the questlon s
a close one, and if it matters ta DoD what the answer is, making appropriate contractual; arrange-
ments to allocate ownership would seem wise. %
An even closer and potentiaily more troublesome question is whether the owners of copyrighfé in
software tools (or other types of software capable of being used to create new software) have any
claim to rights in programs produced through use of their proprietary programs. The deflnmon of
derivative work under the copyright law Is sufflc:ently vague that it is conceivable that a court’
might-find software generated through use of other software to be a derivative work.  In'such; an
instance, the code would not be identical, but the second piece of code would be "derived” from
the first. ;

It is conceivable that a contractor might attempt, puréuant to a software license, to claim. rights in
software developed by the government through use of the contractor's software. We have heard. _
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. copyright interest in any other manner. : I !

strategy similar to that adopted by NASA and that proposed under the new FAR.

5. Government Ownership of _Copyrights

When DoD wants to take a direct ownership interest in a work prepared for it by a private contrac-
tor, the DoD FAR SUPP directs that the "special works" clause found at DoD FAR SUPP 161]
sec. 52.227-7020) be used in the development contract { [61] sec. 27.405). The clause in effect
claims a direct copyright for the government under the copyright "work made for hire” doctrme
We understand that this "special works" clause has been used in ‘a number of DoD software
development contracts. [ndeed, it appears that a devranon would be requrred to attempt. take a -
There are two problems with use of the special works clause for this purpose, one, that sofhgrare
is not one of the categories of specially commissioned works that qualifies for "work mad? for
hire” rules, and second, that the copyright law specifically prohibits the government from taking
direct ownership rights in copyrighted works { {59] sec. 105). The legislative history of this _seétion
reflects that Congress considered the issue of copyright ownership of works prepared fdr§ the’
government by contractors and decided that while agencies could decide that contractors could:
be permitted to retain copyrights, the government could not get direct copyright ownershp in
works prepared for . { [6] at 59. ) '

Copyright Iaw permits the govemment to own copyrights only by assignment, bequest, and the
like. Taking a copyright as if the work was “made for hire” is not the same as taking a copyright
by assignment or bequest. What the DoD "special works" clause will be effective in doing is
precluding the contractor from claiming any ownership rights in the software. If the Defe nse
Department wishes to obtain a copyright interest in:software, it would be well-advised to adopt a

5.1 Assign'ment of Copyrights: The NASA and FAR Approéches :

NASA lawyers with whom we spoke questioned the validity of the DoD approach to. taking
copyrights, and offered their strategy as an alternative possibility. The NASA strategy attempts 10
take advantage of the explicit exception contained within Section 105 which allows the govern-
ment to hold a copyright transferred fo it by assignment. When NASA wants a copyright mterest _
in software, It inserts a special works clause in the development contract which requires. the
contractor to obtain a copyright registration for the work (such as software) and then to assrgn the
copyright to NASA ( [64] secs. 1827.473-3 and 1852.227-77).

The recently proposed FAR has a somewhat more complicated approach to the ! specral works" _
problem than does the NASA policy. Under the allocation of rights provision of the FAR specral

~works clause, the government claims four things: (1) unlimited rights in all data (which mcludes

software and technical data) delivered under the contract and in all data first produced in pe ffor-

mance of the contract {2) the right to limit the contrag_tor_s exercise of claims to copyright: data fx_rst S
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prohibition.

from Congress, these two reasons can be turned around and used to construct a rationale for a

software exception to the general rule against copyright ownership.

5.3.1 The Double Subsidy Argument

One concern evident in the legislative history of Section 105 was that the public would, in eff ect,'
be paying a double subsidy for the wark if the government were permitted to obtain copynght
protection in works produced at public expense - first in the form of tax dollars spent to deve[op '

the work, and then in the form of the higher pnces which would be generated by the comme cial

advantage of copyright protection.

This rahonale for the Section 105 prohibition does not explain why Congress decided to {
government ownership of copyrights and patents differently. The same double subsudy conce

reat

ns

wouid seem to exist for patentable works produced at public expense. In either case, the pubhc

is paying iwice if forced to 1) support the development of the work with tax dollars, and 2) then -

pay a higher price for access to the work due to the commercial advantage generated by a

particular form of intellectual property protection. Perhaps, therefore, the double SUbSldy
gument does-not seem o have been Congress primary concern.

One can turn the double subs:dy concern around by pointing out that there may sometimes be a

ar-

strong need for the government to have a copyright to accomplish its objectives for software . .
produced at public expense. It may sometimes need the power to control uses that other firms,
mcludnng the contractor that originally produced the software, may make of the ‘software, and
may, in particular, need to be able to control the preparation of derivative works. To insure that :
the government wiil not have to pay.again for the privilege of exercising such control, allowmg the

government to own the intellectual property interest may be important. If private :ndustry is to

permitted always to retain ownership interests in software developed at public expense, the result .

be_'”

will likely be greater expenditure of funds by the government and by the public at large -- that is, a

greater subsidization by the public -- a result which runs counter to the policies underlying Sect

ion

105 of the Copyright Act. The government could use such an argument in an effort to bring about

legislative reform of the Copynght Act so as to provnde a software exceptwn from the Section |

5.3.2 The Free Flow of Informatlon Argument

105

The other major reason for tha prahibition against government ownership of copynghts explalns

why there is a differential treatment as to patents and copyrights. The legislative history of S

8C-

tion 105 and its predecessor Section 8 of the previous Copyright Act speak of an intent to place .
"all works of the United States Government, published or unpublished, in the public domain,” and

of the need to have works "freely avallable” ( [6] pp 58). Indeed, the most cited case dealing v
the prohibition against copyright for govemment works (Public Affairs Associates, inc. v. R

this prohibition. As the court stated in Rickover ([42] pp 268) the prohibition against the U
Govemment securing copyright pratection for works developed at public expense "is designeg

vith

: of
.S.
to

ck-
over [42)) looked primarily to such free flow of information concerns in determining the scope




© 6.1.1 What aTrademark Is

6. Problems Arrsmg from the Government Trademark Ft:ghts as
-Regards Software

In recent years the Defense Department has been acquiring, maintaining, “and :enfo'r:ing.-

trademark rights in words used in connection with software {among them, in "Ada"). We have not

had an opportunlty to see the government’s trademark registration certificate or to thoroughly
investigate the trademark questions discussed below. However, because "Ada" and other s:mrlar- :

trademarks seem to be important to the government and because interviews with DoD persognel
seemed to reveal some misconceptions about trademark issues (and about-the perils of not béing
careful about use of trademarks) it seemed that these concerns needed to be raised. They seem
deservmg of further study. ' :

6.1 What Kind of Mark Does the Government Own?

A question which we put to several government people who seemed knowledgeable aboutithe

"Ada" tradernark was what kind of a mark it is: a trademark or a certification mark? There:are
important differences between the two, and some important fimitations on rights depe:ndin:o on
what kind of mark it is. The government people to whom the we spoke seemed not to know what
kind of mark "Ada" was. - '

A trademark is a word, picture, or symbotl which a manufacturer or seller of goods” adopts and

affixes to his products in order to identify that manufacturer or sellers goods and distinguish them |

from others’ goods ( [63] sec. 1127). ("Kellogg's," for instance, is a trademark for cereal prodtrcts
which the mark’s owner stamps on the box to allow consumers to discern that this box of cereal
was made by Kellogg, and not by another cereal manufacturer.) Trademark law is almed at

pratecting consumers from being confused, not at protecting the valuable property right the owner _

of the mark may have-or thinks he has in the mark. - To serve a trademark function, a word or

other symbol cannot be a functional part of the product, and it has to SIgnn‘y to consumers from -

whom the goods come, not what kind of goods they are. .

6.1.2 What a Certlflcatnon Mark Is

Trademarks can only be owned by persons who manufacture or distribute goods beanng that
particular mark. By contrast the owner of a certification mark is. prohibited from being e:ther a
manufacturer or distributor of goods for which certification is sought. Unlike a trademark, a ¢er-
tification mark does not signify the source of goods; it signifies only that certain goods have met a
certain standard. A certification mark then, is a mark used upon orin connectlon w1th the

or more of the following: regicnal or other origin, material, mode of manufacture quallty ac--

curacy, or other characteristics of tha products ( [63] sec 1127.)
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6 3 What is the Scope of the Mark-in "Ada"?

6.2 Who Owns the Ada Trademarks? o
"Ada" is most often advertised as "a regrstered trademark of the u.s. governmenr‘ orias "a

registered trademark of the U.S. Department of Defense.” {The AJPO Guidelines the gevern- :

ment has issued for use of the Ada trademark are of the latter type.) When we asked DaoD

people about the potential problem of the government owning programs that might be wrlhrn the -

range of its certification, thereby endangering any certification mark it might have, the response
was that it is really the Ada Jomt Program Office (AJPO) that owns the Ada mark. - §

However, the govemment itself widely touts the Ada mark as being owned by the governmient or
DoD. Because of this, it is conceivable that a court would find an overlap of ownership. thrther-'
more, because a court would be unlikely to enforce a certification mark owned by one dwrsren {or
even a subsidiary) of a company that centified the preducts of another, it is not clear that eyen if
AJPO is found to be the legal owner, it is separate enough from another unit of DoD for the

centification mark to stand. At any rate, it would seem prudent, if this is to be DoD’s defense, to

start touting Ada as being owned by the AJPO or to make sure DoD never takes owners up in
. any Ada software as a protective measure

Just because the government might properly own a certification mark in Ada as to oomp:lers that
doesn’t necessarily mean it owns rights in Ada across the board, or even as to anything rerat:ng .

to software. The point is not an obvious one, and may run counter to what common sense nught :

;

suggest, but the way trademark theory runs, when someone acquires rights in a mark, hei only

‘has the right to use that mark in connection with sale of the particular geods publicly distri5uted

with use of the mark. Someone else is free to use the same mark in connection with the sale of
another kind of goods. The reason is that consumers won't be confused if they see the same

mark on different kinds of goods. (Iif you see the word "Tiffany's" on a can of tobacco you won 't

think the famous jeweier made it.) -

6.3.1 Is "Ada" Generic?-

The Guideflines written by the AJPO about use of the trademark Ada state (at sec. 1(b):

It is fundamented [sic] important that the Ada trademark [sic] not become a generic name fora .
class of programming languages; and that it be well understood that the Ada trademark refers to
one programming language, created by DoD, whose purrty is maintained through a ngorous'-
language control mechanlsm .

Unfonunately. there may not be anything the government can do to prevent Ada from being found
1o be a generic term for the computer programming language as to which it is commonly-used.
The trademark law tests genericness based on what the ordinary person would think:the term
referred to, not what the owner of the mark thinks. The primary significance of "Ada” woukd seem

to be as a particular language, rather than as srgnrfylng DoD as the source of some product it

is, the term would seem to be generrc to that extent
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should not encourage others to respect their rights in "Ada," but it is to say one should be careful
fo understand the limits the law of trademarks places on an owner's rights.

6.4 Conclusion

We would caution DoD to be careful about its use and its authorization of other’s use of the erm

"Ada" for other than certification purposes. Recall that this is one of the grounds for cancellation
of a mark. ' ' :

~ What DoD is attempting to do in promoting Ada as a standard programming language and in
developing high standards for certifying programs Written in and for that language are laudable
aims. We would hope these aims are realized and only wish to caution about the care that must-
be employed in using trademark law to achieve them. We would not want to see the
Department's own lack of experience with trademarks become the basis for undermining the
achievement of these worthy goals. | | 5
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.delivered. -

7. A Hypothetical illustration of Software chensrng Problems under
the Existing Regulations

The Defense Department has recently_ undertaken the funding of some ambiticus software en-
gineering projects. It therefore- seems worthwhile to examine a set of licensing problems and
questions that are likely to arise in connection with such: projects.  Many of the problems which

~ will.be discussed in this chapter have been discussed in previous chapters in a more abstract
way. This chapter presents a hypothetical situation which may provide a useful |Ilustrat|on of how .

these abstract prcblems might evndence themselves in a-concrete instance.

AIthough the dlscussmn below is hypothetical, it is important to understand that any ambrt: Ous

software project of the sort presented here could raise similar problems. . To solve these probte:ms
now, before they erupt into I|t|gat|on would seem deswabte

7.1 The Hypothetical Situation

For purposes of this illustration, assume that the DoD has made a ma;orfundlng commltment wuth _

a.contractor (Contractor A) for the development of an extremely sophisticated software system
(We'll call it Z System}. The primary objectives of the Z System contract are as follows:

(1) the development of a standard set of software development tools that the government. could :
use for the purpose of ganerating.code for military purposes

{2) dissemination of this standard tool set to the defense contractor community for the purposef‘ :
" of use in mrhtary prolects . $

(3) excellence in the tool sat so that the lndustry would want to use the toel set rather than i
having o be required to use it; L

{4) creation of many derivative works, most obviously "rehosts” (rewriting the Z System so_that
it will operate on different host machines) and “retargets” (altering the Z System so that.it will -
producs code that will run on different machines), all of which would be widely avallable to the
government and to lndustry, . :

(5) creation of commercial spinoffs by those who might rehost or retarget (whlch hopefuliy=
would give those firms some mcsntwe to create a good product for the government); and -

(6) contml over exports of the standard toel set,

To get this project underway, the DoD might let a contract to Contractor A to develop the Z
System to run on one particular "host* computer and to produce code which would run on another
particular "target” machine. It might well be understood that the first version of the Z Systém

would serve as a model for future developments of rehosts and retargets, and that the: ongmal -
would not itself be as widely used to generate code as the derivatives because it, for exampte -

might have been written to run on a mainframe, whereas most of the uses would be" for
microcomputers. Assume aiso that a large sum of money, somewhere in the range of $20 mll-
flen, has been paid to Contractar A for the Z System product a version of whlch has been
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: System'? _

7.3.1 Retargetlng or Rehosting

Suppose that DoD announced the avallabalrty of the y4 System for rehost and retarget purpos es if
a firm could meet certain minimal conditions (e.g., having a certain kind of computer). The DoD
might hope to get rehosts and retargets of the Z System to be made at minimal or no addttlcnal
cost to the government. If the Z System had considerable commerciai potential, the DoD mtght
hope that this would serve as an incentive for firms to. do rehosts or retargets for the government
at minimal cost. The DoD would realize that incentives would be enhanced if the firms were able
to retain exclusive commercial rights to their version of the Z System. RTINS B
Suppose that a computer company {Contractor B) otfered to create a version of the Z Systen§ for
Contractor B machines at no charge to the government on condition that Contractor B woutd
retain all commercial rights to their version of 2. (Contractor B might think that commercial sates .
of its computers would be enhanced by bemg abie to offer its version of the Z System along tmth
the machine. Sales of Contractor B's machines to DoD might, of course, also be enhanced) _
Contractor B might ask the DoD for assurances that Contractor B could do this without: any. -
liability to A. The question is whether DoD can give Contractor B this reassurance on the theory;
that it is a legitimate governmental purpose to get a free retarget, and therefore within the
government’s rights vis-a-vis Contractor A. What happens if Contractor A expresses objection to
this kind of deal, as seems likely, arguing that its copyright in the Z System gives Contractor Aithe.
right to control all commermal distributions of the derivative works of its copynghted work, the ZE

Preparing derivative warks is one of the exclusive nghts of the copyrtght owner { [59] sec 106(2)).?
The copynght statute defines "derivative work" as fotlows (-[59] sec. 101): '

a work based upon one or more preexiSting works, such as a transiation, musical arrangement,
dramatization, fictionalization, motion picture version, sound recording, art reproduction, abridg- |
ment, condensation, or any other form in which a work may be recast, transformed, or adapted. A |
work consisting of editorial ravisions, annotations, elaborations or other modifications whtch as a
whole. represent an original work of authorshtp, is & "dertvattve work " .

Both a rehosting and retargeting of the Z System would seem to fit this detinition.

Common sense might suggest that it Contractor B created a retarget for the government and the
creation of the retarget was within the scope of the government’s license, Contractor B could take
a copyright in the retarget (assuming that the government would once again use the stand@ard@
data rights clause in its contractual arrangement with Contractor B). However, under ithe'
copyright statute, it is not clear that Contractor B is entitled to a copyright, or that its copynght -
would entitle Contractor B to make commercial distribution of the derivative work. This is be-;

_cause Contractor A’s permission to the government to authorize the making of denvattve wo[ks

seems, .in this hypothetical, to be limited to governmental purposes. Contractor A might ctatm
that the terms of the government's deal and Contractor B's commercial intent exceed the scope
of this license. It is a general rule of copyright law that if one exceeds the scope of Ilcense :
permrss;on an mfrlngement of the copynght has occurred (e g., Gltllam V. Amencan Broad




7.3.5 Rig_hts to Exclude and Rtghts to Use

customers, which rights the government cannot abrogate simply because it wants to. Contractor

- A might well argue that it is not a legitimate governmental purpose to authorize commercial

distributions of its work, in part because such distributions are not directly in fulfillment of any
governmental mission and in part because it undercuts Contractor A’s market for the Z Systern (a
market which, according to our hypothetical, the government agreed to leave to Contractor, A).
Contractor A might admit that widespread dissemination of the Z System derivatives was:ex-
pected, but might argue that it would be glad to license commercial marketing of those derivatives -

but that it never intended to leave itself with no commercial market. Confractor A might pointiout . ..

that the government knows that there is a very limited commercial market for the original Z
System which runs on a particular mainframe and prepares code for ancther computer. Contrac-
tor A might aiso argue that the government is under a duty of good faith not to destroy or under—
mine the commercual market for its Z System _ L g
: . : A .
How a court of law would decide these matters is samewhat hard to predict. It is not, hdwevér a
clear winner for the government, or for those whom the government might wnsh to authonze to
make rehosts, retargets and enhancements

7.3.4 What Rights the Government Has to Contractor A’s Derivative Praducts

Now suppose that Contractor A made a deal with Contractor C to prepare a version of the Z
System which would operate on a specific mlcroprocessor An important question whrch DoD _
should then ask is: What if any rights the government would have in derivative works prepared_ :

by Contractor A for others? If the government had a copyright in the Z System, or if the govern-."
-ment had unlimited rights in it and unlimited rights meant having ownership or an ownershtp

interest, then it would seem the government would have some rights as regards these other
versions of the Z System. - If the government had unlimited rights (rather than a license ifor -
governmental purposes) in the Z System, the government might have an argument that it has
inchoate rights in the enhancements, even though it has no right to possession. (See Chapts;r 1
for a discussion of the problem of unlimited rights in non—deliverables.) Since it would appea_r't’;tat :
under this hypothetical the government may only have a license for governmental purposes,
unless the government made contractual arrangements with Contractor A to obtain rights ini all
derivative products prepared by Contractor A, the answer would seem to be that it would have:no
rlghts o these denvatlve products. :

To say that if the government had the copyright for the Z System, it would have some “rights"ias
against Contractor A when Contractor A prepared enhanced versions of the Z System for entities
other than DoD is not to say that tha government would own a copyright in the enhanced Z
Systemn or would even have a right to use copy, or disclose the enhanced Z System (unless of
course, by contract the government had obtained such rights).

As Chap_ter 1 has shown, intellectual property law tends to define éwnership rights in terms of
having power o exclude others from using the thing which is claimed. as property. A copyright
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' Returning to the hypothetical Z-2 oontract, assume that DoD seeks to avoid the problerns i

System code (or any improved version of t) to defense industry because the government thought

it best for the industry to have a good: set of standard tools would seem to be stretching

"governmental purpose” further than the government's right would clearly extend.

7.5 Taking a Copyrlght in a Derivative of the Z System as a Way to Avmd
Problems

with Contractor A by putting a “special works" clause in the RFP for the Z System-2, by which
DoD hoped to take a direct copyright interest in Z-2. For reasons expiained in Chapter 5,

had-
the
the

efficacy of the present special works clause to obtain ownership rights for the government is

questionable because of the copyright law’s preclusion of direct government ownarship of
copyrights. A special works clause more like NASA's might, however, be effective in :gettiﬁg a
lawful copyright assignment to DoD. Unfortunately, a deviation may be required for DoDtousea -

clause other than the special works clause to achieve this purpose

The |dea of takmg _the copyright is a good one because, if executed properly. a oopyri'ghzt will give
the government rights to controi the making and distribution of derivative works. Had the govi

ment owned the copyright in the Z System, Contractor A’s version of the Z System for Contra
C would be a derivative work in which the government would have rights; then it would be G
tractor A's copyright in the derivative work that would be in jeopardy if Contractor A had
obtained authonzatlon from the government to prepare deravatwes

Owning a copyright is a good idea, but it has its costs, not. the Ieast of which is enforclng

Bin-
ctor
;on-

not -

the

copyright. Unless the government grants to rehost or retarget companies exclusive. Ilcenses fo
the govemment’s copyrighted works, the government will have to be made a party to any- Iawsmt

between the rehost/retarget firm and one of its customers over actions by the customer in C
travention of the rehost/retarget firm's rights under the copyright license. (See 3 Nimmer

Copynght sec. 12.02[9].) Also, bemg the owner may make the government a warrantor of
software unless adequate disclaimers have been made

on-

the -

5 to

Some DaD people might think that they would be able to free themselves from obligation

Contractor A once they had gotten the Z System rehosted and took a copyright in Z-2 or Z-3.

Such an assumption would be questionable. Contractor A would still be the owner of a copynght
in the Z System of which the rehost would be a derivative.work. The government's power to have_
derivatives made probably only extends to having them done for government purposes. Because-

the government's power will be limited by the terms of its license with Contractor A it does

not

become free of that constraint simply by getting more rights to a later version. - An analogy may.

help. If you get the permission of someone who has translated a book from French to Germa
use his German translation to do a translation into English, that doesnt mean that you don't n
the French author's permission as well. Copyright permissions must have a clean trail back
the source. If you don't get it, it's like a httle tooth decay under a filling. The tooth goes on rot

" ‘instead of being cured.
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be preferable to experiencing them again and again.

7.9 Controlling Export of the Z System by a Contractor

Another potentiai problem regarding ambitious software projects has to do with controlling exports
of it. The DoD might be very upset to find out that a Contractor A had Ilcensed to export a system,
such as the Z System, developed for DoD) to a foreign f:rm

The problem seems to be that there are presently two independent approaches for getting an
export license, one handled by the Commerce Department under the Export Administration:Act
{ [62] sec 2401 gt seq.) and one handled by the State Department under the Arms Export Control
Act ([56] sec 2751 et seq.). We have been toid that the former agency tends to be sdmev@hat
more generous in granting licenses, being more concerned about balance of trade than secujrity
matters (although acquiring such a license is still a rather complicated, onerous process). The
latter agency tends to be even more cautious about granting licenses, and maintains: a hst of

arms-related items which cannot be exported Even with caution, however, mistakes can be
made.

!
. %
Apart from the export reguiations, it wouid not seem that the government would have the power -
absent a contractual commitment not to export without permission - to prevent a contractors
export of a system, such as Z System, developed for DoD because the standard data r:ghts
clause is silent about rights to control exports. Had the government taken a copyright in ithe =
system, it might have a power to prevent exports because exports are a kind of distribution and
copyright law. would give the government the right to exclude Contractor A from distributing the -

code unless of course the government had granted a broad license to distribute the code to the
contractor.

7.10 Conclusion

As this chapter has illustrated, software contracts raise a host of difficult problems whlcﬁ current .
reguiations do not adequately address. To avoid these problems through better pianntng would
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given of * subcontractor flowdown" software licensing problems were of this sort.

~ What all subcontractor flowdown problems have in common is the question of whether the

government will be able to enforce its contractual rights in the software as against the subcontrac-
" tor, or will be able only to sue {or gain concessions from) the prime for its failure to deliver what
the government bargained for. . Because such situations can include second and third tier sub- .
'con'tr’a'ctors. and so on, the guestions raised can become quite complex and difficult to ‘Sort

the rights it bargained for and insist that there are no subcontractor flowdown problems, others

8. Subcontractor Flowdown Problems

A reason "subcontractor flowdown" seems to have been so often raised by DoD personnel as a
software licensing problem is that much software intended for governmental use is deve!oped at
the subcontractor level. One of the DoD persons whom we inlerviewed estimated that two-thfrds
of the mission critical computer resources (MCCR) software prepared for DoD was deve_!o_peq by . .
subcontractors. Since data rights and other important aspects of the government's 'rig'htsg as "

regards software wiil depend at least in part on the arrangements made between the prime and ‘

its subcontractors, it is not surprising that problems have arisen when the arrangement negothted
between the government and the prime differed from the arrangement between the prime and its
subcontractor (or even between a first tier subcontractor and a second tier subcontractor). Al
though other kinds of problems are possible, government lawyers tend to be concerned by situa-
tions in which the prime makes an agreement with the subcontractor to obtain lesser rights than

the government believes it needs and had bargained for from the prime. The examples we were

through. One project might include several subcontractors; it might also include various :tems :
and components, each with varylng restnctlons on {he government's right to use.

Although some of DaD's lawyers strongly believe that the government will always be able to get

have expressed a belief that the subcontractor may not be held to an arrangemem made by jhe
government to whach_ the subcontractor has not consented. In the real world, the government
may tell prime contractors that their failure to get the rights they are bound to deliver to t;he
government is their (the prime’s) problem which they have to salve (hopefully by getting the rights
the government wants), but primes may realize that. their failure to get the level of nghts the
govemnment wants is, in reality, the government's problem E

For reasons discussed below, this author thinks _ihat.the government may sometimes be ablei io
get the expected level of rights from the subcontractor despite inclusion of a contrary clause, and
sometimes not, The matter seems largely to tumn on whether inclusion of aclause is. mandatc,ry :
or dlscretlonary o




would seem entitled to the benefit of the minimum rights guaranteed under the standard data -
rights clause. Contract officers, acting outside of their authority, cannot bind the govemment [47].

"' i : 8. 1 3 Partral Contradiction

Suppose mstead that a software producer was required to deliver three pieces of software to a
; prime for the government and was willing to let two of the pieces of software be modified, but not
| the third. Suppose further that the subcontractor realized that the standard data rights clause -
was incorporated by reference in the subcontract and expected and intended for that. clause to.
apply as to the two pieces of software, but negotiated with the prime for a special clause preclud- -
ing modification of the third. A court applying general contract law would probably try to interpret
the seemingly conflicting clauses in a way that would reconcile the conflict (e.g., City of Columbia,
- Mo. v. Paul N. Howard Co. [27]). One way to reconcile the conflict would be to say that. the
: standard clause applies to the first two and the "no modification” clause to the. third. General
contract law might also tend to favor subsequent and more specific expressions of the parties’
Ll intent when construing conflicting clauses (e.g., Matter of Antuna [36]). This too. mrght seem toj -
[l favor giving effect to the "no modification” clause. ‘ :

o On the other hand, when one is talking about a mandatory clause, that is, a clause that is re-

L. quired by regulation and that is itself a regulation, a strong argument can be made that.it should
apply notwithstanding the arguments that favor the subcontractor Government contract law,

after all, is somewhat different from general contract-law. o :

8.1.4 Subcontract Clause Resolving an Ambiguity in the Mandatory Clause -

L Suppose that a subcontractor agrees to develop a piece of software at public expense. Assume
that he realizes that there is an ambiguity in the standard data rights clause as to the extent ofithe

- government's rights in such software -- unlimited rights or a license for governmental purposes‘

- {See Chapter 1) -- and decides that in the subcontract, he is going to resolve the ambiguity by. )

‘ putting a clause in the contract giving himself the copyright, giving to the prime a licenee to use.

B the software for govemmental purposes and permission to sublicense the government for the: =

L same, and defining “governmental purposes” to exclude "giveaways" to industry.

- The subcontractor's argument for enforcement of his rights as against the government: is much -

o stronger here than in the previous hypotheticals. :Although an agency is ordinarily entitled to. -
interpret its own regulations, courts will not always accept later developed interpretations of
regulations that would defeat the reasonable expectations of those who have produced and
delivered a product in reliance on a particular, reasonable interpretation of the regulations.. A: . -
potential subcontractor might need to be able to assess the extent of his commercial market for:

the software to decide whether and on what terms to bid. If resolving the ambiguity will aid inihis:
planning and will encourage him to bid, why not allow the subcontractor his supplement? After

all, the government had ample opportunlty to deﬁne its rights and its terms in advance of the:
subcontract, and failed to do so. ’
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address this probIem

" competitive reproclirement purposes. An injunction igthe only thing that can prevent the loss

9. Limitations on Governmental Actlon° ln;unctlons and Related
Problems _

Most software intended for commercial distribution is held as a trade secret by the ;Sroduc:er. '
Although the government has statutory authority to infringe patents and copyrights. { [53] sec.

1498} it does not have similar authorization to appropriate trade secrets against the owne
wishes. Indeed, there is a criminal statute ( [69] sec. 1905) that penalizes any federal employ

'S

ee

who discloses confidential information claimed as a company’s trade secret without authorization. -

Some DoD lawyers are worried about the risk in litigation with a software producer over tra
secret software of an |njunct|on ussumg against governmentai use of the software.

Thisis a nsk that the government has not prewously had to confront as to systems acqunred from -

de

contractors because hardware, if protected by a form of intellectual property law, would generally -
be protected only by patents, which the government could infringe. Trade secrets generaily
cannot reside in hardware since reverse engineering of the hardware would readily reveal any
such "secrets.” Because software is now often protected by copyright and trade secret law, a
new situation has arisen. As the discussion below indicates, there is good reason to be con-

cerned about this potential, although there are some situations (described below) in whuch the_

government might be abie to avoid thei issuance of an injunction.

An additional basis for concern about in;'unctive relief has been expressed because of a series

recent federal court decisions which have suggested that injunctive relief may be available

prevent the government from releasing material in which it claims unlimited rights but which i

claimed as a trade secret by its producer. This danger was thought by several DoD lawyers to

of
to
is

‘be

particularly acute in disputes with subcontractors because until recently there has been no formal . .
procedure under the Contracts Dispute Act for handiing controversies about data rights as be- -
tween a subcontractor and the government. Some thought that the Contract Disputes Act should -
be amended to eliminate this risk. One prowsmn of the 1985 DoD Authorization Act may pamqllly .

9.1 Limitations of 28 U.S.C. sec. 1498

If the govemment uses or manufactures a patented invention or coples or dlstributes

a

copyrighted work without the owner’s permission, section 1488 of Title 28 of the U.S. Code says

that the exclusive remedy of the patentee or copyright owner is an action for damages in the
Claims Court . This statute effectively prevents injunctive relief from. being entered against the

reasons that this shield from mjunctlons is available as to copyrights and patents, but not tra
secrets, is that if one infringes a patent or copyright, the patent or copyright will survive
infringement, whereas an appropriation of the trade secret can utterly destroy the trade secret,
for example, when the government distributes trade secret information about a spare part

the trade secret. Because of this, it seems unlikely Congress would amend this statute to gra
the government broad discretion to appropriate trade secrets..

‘government for patent or copyright infringements (e.g., Pitcairn v. United States [41]).. One of the
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(s

injunctive relief might be awarded.

~ notice that it is unpubiished. DoD might want o consider adopting regulations similar to NAS A's

On the other hand, DoD FAR SUPP sec. 27.404-1(d)[61] does say that "[platented or
copyrighted computer software will not be subject to any agreement prohibiting the governnfigent '
from infringing a patent or copyright.” The likely response to this by a software:producer-\g:ho _
claims simultaneous copyright and trade secret protection in software is: "If you can inf_ringegmy
copyright without violating any of my trade secret rights, that’s OK; Ill take my claim for damages
to Claims Court; but if you threaten my trade secret in any way, | will sue you for injunictive reliet.”

9.1.3 The "Essence of the Claim" Test

This hypothetical response of the hypothetical software producer suggests a refinement of ithe
theory discussed in the previous subsection which might produce a shield against m}unct:ons in
some instances: If the "essence" of the claim against the government is not on a trade secret, )
but relates to an infringement of the copyright, section 1498 may shield the government from
injunctive relief despite the claim of simultaneous copyright/trade secret protection. For example,
if some Air Force officer had made a second copy of some software to give to one of hisico-
workers, the "essence” of the owner’s claim would seem to be damages for copying, based on an
infringement of the copynght which would allow the government to invoke section 1498 I in-
stead the government decided to give out a company’s trade secret source code to the defense
contractor community, the essence of the owner's claim would be on the trade secret and t'lus

9.1.4 NASA’s Approach to Simultaneous Protectlon

If a firm sells NASA rights to software and the program is delivered with a copynght notice and

without any legend saying it is unpublished, NASA considers the software to:be pubhshed I

copyrlghted material [64]. If the software is a published copyrighted work, then the ideas it con— :
taing are in the public domain and can no longer be claimed as trade secrets. NASA ailso
considers mass-marketed software as published software. This treatment of software by NASA is
an |mportant way to claim the benefits of section 1498 by eliminating possible trade secret ciagms
and forcing copyright infringement claims where injunctions are not permitted. However this
procedure does not eliminate the threat of injunctions if the company delivers the software with a

in this respect.

9.1.5 National Security Groqhds for A_voiding: Injunctive Relief

Several of the government lawyers to whom we spoke about this issue believed that the govern-

ment would never be enjoined from any use, duplication, or disclosure of software because'efu:en
if section 1498 did not preclude an injunction, national security considerations couid be cited to
persuade a court to decline issuing an injunction, even though it might have power to do so. Itis
indeed hard to imagine a court ordering the F-18 fleet grounded because some software producer
has a dispute over his rights in software aboard these planes, but national security cons:deratlons
may not always win the day, especially where the scoftware is being used by the government-'n_
much the same way as a commergial customer might use it (e.qg., word processing). '




{47] where the Supreme Court ruled that the United States is not bound by any 'azgreements
entered into by its officers which are not permitted by law.) It is possible that an injunction might
issue against the particular lab director's continued use of the software in a way that viclated the

agreement. That, of course, would not preclude moving the employee to a different Iocatlon and

hawng the software used by a new lab director who would not be bound by the agreement

9.2 Limitations of the Contract Disputes and Tucker Acts m Disputes Over
Proprietary Rights

At one time, the government couid argue that any dispute over the extent of its data rights as to
any piece of technical data or software deliverable under a contract was a dispute under xthe

contract that could be shunted into the Contract Dlsputes Act or Tucker Act frameworks. Thls o
would preclude the issuance of injunctive relief (e.g., International Engineering Co. v. ichardson -

[32}).. Since the Supreme Cour decision in (Chrysler v. Brown [28)), discussed briefly below, a
new avenue has opened up for litigating data rights claims against the government, one which
seems to permit injunctions to issue. Contractors concerned about the government's impending
reiease of proprietary data may Jook to this promrsrng new avenue Government lawyers are
nghtly concerned about thls deveiopment ' : '

9.2, 1 The Relevant Cases

It was the Supreme Court's decision in Chrysler v. Brown [26] that opened up thrs new doo 10

. injunctive relief against the government in cases rnvolvung propnetary data. Chrysler had sued

under the Administrative Procedure Act for an injunction to prevent the Defense Logrstrcs Agency
from reieasmg data about Chrysler's affirmative action plan to persons making a request for it
under the Freedom of Information Act. The Supreme Court held that DLA’s decision to release
the data was "agency action” reviewable under the APA by a person who had suffered a Iegal

wreng - or had been adversely affected thereby ({54] sec. 702). The APA does not preclude

injunctive rellef agalnst the government

Three years later, in Megapulse V. Lewis,[37] a contractor who opposed the government’s
release of its technical data for competitive reprocurement purposes sued for injunctive. relief
under Section 702 of the APA in rellance on Chrysler. The contractor claimed that the _govern-
ment had only limited rights in the data; the government claimed uniimited rights in it. The lower

court refused o issue an injunction because of the earlier International Engineering decision.

Megapulse argued to the Court of Appeals that Chrysier v. Brown had effectively overruled that
earlier case, and that an APA action was now available when an agency decided to releese
proprietary data. The Court of Appeals agreed with Megapulse and ruled that m;unctwe rehef

was possible. The court stated that not all decisions by a contract officer wouid be revrewabte :

under the APA. Actions against the government that were in essence "contract” claims would still
have to be pursued under the Tucker Act, but the court did not accept the government’s argument

that a suit over proprietary data rights was es_sentie!ly a contract claim. It was the governmé;.nt, :
not the contractor, who was relying on the contract. - Although the Court of Appeals did not-order




If a claim pertaining to the validity of the assarted [proprietary] restriction is submitted in writing '
to a contracting officar by a contractor or subcontractor at any tier, such claim shall be cons:dered
a claim within the meanlng of the Contract Disputes Act of 1978...

There are several limitations of this provision which merit attention. For one thing, it appears that .
this provision will apply only as to solicitations issued by DoD after October 19, 1985, and thus .
will not affect many current contracts. Secondly, when one looks at the whole of section 2321 (of
which this provisicn is a part) it is clear that by its terms it applies only to technical data,: and not -
to software. Thirdly, a reading of the whole of section 2321 raises a question of the reach of
subsection {e). That is, it would appear that the section envisions a formal challenge procedure
as to restrictive legends on technical data when contract officers and contractors (quite notabiy, it
adds subcontractors) are in disagreement when the material is delivered. The subsection says i
a contractor or subcontractor submits a claim as to the validity of the restriction within this forma{ '
challenge mechanism, that claim will be under the Contracts Dispute Act. That subsection does '
not say that all claims concerning the validity of restrictions on data delivered under contract gre
by their nature, contract claims that must be handled exclusively under the Contracts Dispute Act.
If instead of following the formal challenge procedure under section 2321, the government snmPIy 5
decided to lift the restriction for competitive reprocurement (or other) purposes, subsection (&
might not provide protection. Thus, while this provision may help the government construct an
additional defense against injunctions in some instances, it does not appear to provide a com-
plete and certain shield against mjunctlons in all software rights disputes. :

Similarly, the proposed subpart 27.4 of the FAR [66] provides at sec. 52.227-24() that a contract.
officer may deal directly with a subcontractor at any tier over issues related to restrictive mark- -
ings. This provision states explicitly, however, that it neither creates nor implies privity of bontréct
between the government and the subcontractor. This provision would not appear to help, and *
may even work against any efforts by the government to bring such a dispute within the ambit of -
the Contract Disputes Act. it thus appears that unless the Megapulse and Williams Internatio al "
decisions are overruled, DoD will still have to worry about |n1uncnons issuing in software dlsputes
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10. Problems Associated with CAD/CAM Programs

CAD/CAM (computer aided design/computer aided 'manufacturing) programs are likely to.produce
some of the most complex and hotly contested software licensing questions for DoD over the next’
few years. The current acquisition regulations are not set up to faciiitate acquisition of twese
important. tools. This Chapter discusses the set of concerns DoD personnel ralsed about-
CAD/CAM programs in the course of our interviews. : '

10.1 What CAD/CAM Programs Are and 'Why They Are Important

The CAD aspect of a CAD/CAM program Is, as the name implies, a tool which aids in the des:gn
of a product. The CAD provides an electronic display, a blue print if you will, on which to make
design additions and alterations. This display is complete with measurements and spec:flcatlons,

relevant to the design process. The CAM aspect of a CAD/CAM allows one to carry this. process .

a step further. With the CAM, one can transmit the design, through telephone Imes for exarrgple
to be received at another location. More importantly, the CAM is capable of causing equrpment at
the remote location to "tocl up" and begin producing the item which has been designed aand
transmitted. Hence, this is the manufacturing aspect of a CAD/CAM program. A CAD/CAM- _
program can be used in the design and manufacture of components, or the whole of a product '

Further, CAD programs are being used increasingly often in the development of. soﬂware? A -
CAD/CAM program can thus be a powerful tool in- the development and growth of new tech- .
nologies. . _ : _ _ - _r
There- are various CAD/CAM programs currently available, and these programs are not néc?;es-
sarily derivative of one another. In order to access and modify a product or componeht desigine_d

with the aid of a CAD/CAM program, be it for maintenance or enhancement purposes, we unf:ler-

stand that one must use the very same CAD/CAM program that was originally used in the desagn _
and manufacture of that component or product It seems that contractors on many DoD pro;ects -
are making use of CAD/CAM programs. Our understanding is that different CAD/CAM programs '

are heing used in those projects. Whether or how much they may be derivative of one another is
not clear, :

o e

—

_ : _ _ i
CAD/CAM programs have sngnmcant commerc:al vaiue to the contractors who have developed:
these programs. This technology, which is still in an eary state of development, promises to
have a major impact on the high technology field as it is further developed and commerclally

_exploited. In all iikelihood, CAD/CAM programs will be among the mast commercially Iucrat:ve of

technologlcal innovations of the near future. Increased use of such programs in the design: and:
manufacture of new technology seems certain. in other words, CAD/CAM programs are: valuable;
commercial items that can be expected to be w:dely used in large scale manufacturmg of new :
technologles - Lo 4

Due to the commercial value of CAD/CAM programs, most contractors would prefer not to:

provide such programs - that is, certainly not the source code and the technicai documentaﬁon'; S




tions and DoD pollcy in this area.

10.4 Treatment of Electronic Access under the Regulations

Electronic access to CAD/CAM is in some ways inferior to, or at least different than, physical
possession of the program and/or technical data. Most obviously, access to technical data via a
CRT provides only a temporary image of the data-—electronic pulses on a screen. This raises
various difficult questions. How would such access be handled under the procurement regula--
tions: as software or as technical data? The CAD/CAM program would dlearly be software but
without delivery it cannot be classified as software by the government for the gov'ernment would -
not, in this situation, have physically received the actual software. An electronic image doesinot, -
on the. other hand, seem to fit the definition of technical data, but a printout of the image and/or
information would seem to fit the definition of technical data ({61] sec. 227.401, regarding: the
definition of technical data: "The data may be graphic or pictorial delineations in media such as
... computer printouts"). ' ' o D

If the government only gets access to CAD/CAM, what is it getting? Should electronic accgsé be
treated as software or as technical data? How should printouts of the electronic image be
treated? How would the applicable procurement regulations be applied? Are the FAR and FAR
SUPP flexible enough to deal with a new situation such as software which is part of the manufac-'

turing process? -The answers to these questlons do not spr:ng readlly from the existing. reguia—

What some contractors are reportedly offering in the way of access to a CAD/CAM appears tc Ee_ B
a limited license for maintenance purposes; it is clearly less than restricted rights. Do the reg_ula~_
tions permit the government to enter into this kind of arrangement? It is not clear what rightsithe

- government would be required-to obtain in CAD/CAM under the procurement regulations, noriis it -

clear what data rights attach to the electronic image orto the printout of CRT images.

An arrangement of this sort-might have an adverse impact on any plans DoD has with regari to -
competitive reprocurement. Government personnei are concermned about whether the government
would have the right to show another contractor the printout for purposes of spare.parts_;procure-;_ _
ment or maintenance/enhancement of the product designed with the aid of the CAD/CAM:
program. Some have aiso wondered about the effect of the Maintenance Clause (Section 1-202)
of the DoD Authorization Act which seems to require that DoD acquire sufficient rights to maintain
software: would electronic access to the CAD/CAM program meet the mandate of th:s legis-
fation? :

Each of these questions would require further study before policy recommendations regarding
CAD/CAM programs would be pbssable Until some policy regarding CAD/CAM programs is.
developed, it seems likely that government personnel will be in a quandary as to how to react:
when confronted with a data rights. questlon involving a CAD/CAM. '




- most pan, tends to make its products available only on a highly restrrctrve Ilcensrng basrs, rat er

11. Problems Arising from Software’s Hybrid Nature. of Warrantres
and Other Matters

Soﬂware in its machine-readable form has some characteristics of hardware and some charac-
teristics of technical data. This hybrid character of software has led to some confusion withinithe

. Department of Defense about the manner in which software shouid be acquired and malntarned

after acquisition: should it be treated like hardware, or like technical data, or drffelently fr om
both? The hybrid character of software also has a bearing on cther questions, such as whether
|mpl|ed warranties rnay attach o it. : : '

11.1 The'_Hybrid Character of Software

11.1.1 Hardware and Software -

Software is like hardware in that it causes machrnes to.do thmgs Software is in fact merely a
replacement for hardware components that could otherwise perform the same function. Software
is embedded in hardware and part of an overall hardware system. Like hardware, software can
often serve as a tool for creating other items. Like hardware, software needs mamtenance work
from time to trme to operate properly N . : ; o i '

Software Is unlike hardware, however, in a great many ways, Software is, for example easy énd
cheap to replicate as compared with hardware. Once the first copy has been produced, software
can be almost endlessly replicated at aimost no cost regardless of how complex the code:is. One :
of the consequences of this is that the government tends to think that additional copress .of
software ought to be deliverable at a very low cost, whereas industry, which is concemed abput
recouping its research and development costs and about "piracy” of its product which the f|rm
may be helpless o prevent, and which regards the sale of sofiware as the sale of a. productlon
facility (as if one bought a General Motors factory when one bought a truck produced by GM)
regards additional sales at higher price levels to be necessary to make the software busmess
viable. A second consequence of this low-cost replicability is that the software industry, for the

than selling copies outright.

Another important difference between software and hardware is.that software may be wholly
subject to a lengthy lawful monopoly (i.e., a copyright) as well as being held as a trade secret,
whereas hardware may be subject to a much shorter monopoly {i.e., a patent) and rmost often
cannot be held as a trade secret sinca it generat!y can be reverse engineered. Moreover quite
often hardware is either not patented at all or only subject to partial patent protection.. A h'gh
standard of inventiveness is required for patent, while copyright requires only the most minimai
originality. Hardware, unlike software, cannot be copyrighted at all. The bottom line of all of this
is that it will be much harder to get competition as to software reprocurements and maintenance
than as to hardware because of the stronger intelflectual property protection afforded to the whole




11, 1 .3 The Implications of Software’s Hybr:d Nature

We wish that we could provide clear guidance as to the acquusmon and maintenance implications
of the differences between software and hardware and between software and technical data.
| Many persons in DoD whom we interviewed were deeply puzzled about this subject and regarded
i solving this puzzle as crucial. to making better decisions about DoD’s software acquisition
B policies. The discussion of the two previous subsections reflects the factors that fueied ithe
- puzzlement of those to whom we spoke. It does seem that software is sufficiently different from
bt hardware and technical data that software cannot be acquired or managed as if it was hardware, S
or as if it was sumply technical data. ' :

11.2 Implied Warranties for Software

Although there are a great many questions which the hybrid nature of software raises, we will
only dwell on one that was frequently raised in the interviews we had with DoD personﬁel:
whether, in the absence of any contractual provision as to warranties, there might be any implied
warranties -- of merchantability or of fitness for a particular purpose -- that might attach to"
software delivered to the government. The reason this is a "hybrid nature" question is that the
answer to the question seems to turn largely on whether software is more properly characterized
as a "good" or as a “"service". Implied warranties do not attach to services; they may apply to
goods. . L ' SR

Hardware -- computers; airplanes and hammers -- is clearly-"goods”. Technical data is cleariy'
not "goods,” but may be reflective of a service. Preparing software is a service. Maintaining
oftware is a service. But how is software to be charactenzed when produced‘?

d
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m .
—

Although there is no deflmt:ve answer to this question, the modern trend seems to be to tr at ..
software as a "good” (e.g., Carl Beasly Ford, Inc. v. Burroughs Corp. [23], and [2]). This makes
sense given that software performs machine-like functions just as hardware does. The fact that"
software manufacturers so often disclaim all implied warranties might indicate their acceptance of :
a strong fikelihood that software products will be treated as "goods” for warranty purposes. :

A second hurdle that must be overcome to impose implied warranty liability on a software -
manutacturer is establishing that the transaction is of a sort that qualifies. Outright sales of goods . S
are clearly transactions that will give rise to implied warranty responsibilities; leases and licenses = -
are less clearly covered. Since much software is currently licensed rather than sold, this might:
- seem to cut against the argument for implying warranty protection. However, it is becoming more

k common to apply U.C.C. [71] principles to lease and licensing transactions (e.g., Chatlos Sys-'
' tems, Inc. v. National Cash Register Corp. [24] and Westmont Tractor Co. v. Viklng Exploratnn',_:
Inc., [49]). So this too may be. a surmountable obstacle.

L —

Thirdly, there is a question of whether implied warrant_ies may attach to software soid to the .
- government. Sales to the government are governed by federal contract law, not state contract
- law, such as the Uniform Commercial Code {71]. It appears that when there are no fspep fic




12.2 Circumstances In Which It Might Matter to DoD What the Chnp I-aw

12. Problems Arising from New Chip Protection Law -

Congress rebently passéd the Semiconductor Chip Protecticn Act of 1984 [67] which created a

new form of intellectual property law to protect semiconductor chip designs. This law resembles

patent law in certain ways and copyright law in certain ways. [t also contains some new:

and

unique features which are found in neither copyright nor patent law. The federal procurement
regulations have not yet been amended to-take this new law into account. Because much:

software that the government buys is delivered on semiconductors and because chips are so
intimately related to computer systems acquisitions of which software is a par, several DoD

persons were concerned about how this new law should be treated under the FAR or DoD
SUPP. ' . . _

Because ignorance of what the law provides and having no'policy about the law means thaf
DoD may be more likely to get into trouble over the issue, it would seem worthwhile to unders
the law and make a policy about rt e

12.1 An Overv:ew of the Semiconductor Ch:p Protection Act

Under the chip protection law [67] persons who create "original” mask works for semlcondu
chips have been given the exclusive right to control the creation of chips embodying that des

AR
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and
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ign,

" as well as the importation and distribution of chips embodying that design. (The standard of

originality is said in the legislative history to be of the same minimal sort as is true in copyright.)

To obtain ten years of protection for this design,: the mask work’s owner must apply to
Copyright Office for a certificate of registration within two years of the first commarcial exploita
of the chip design. Chips embodying a protected design may (but need not) display a symbc
this protection (an "M" and the name of the owner). The same set of remedies have b
provided to mask work owners as to copyright owners. A right to reverse engmeer Chlp desn
is specifically provided in the Chip Protection Act. :

The legislative history of the chip protection law makes clear that any 'programs that are:
bedded on a ROM do not fall within the scope of this law. Such programs may, of course;

the
tion
i of
gen
gns -

em-

be

protected under the copyright law, and/or possibly be maintained as a trade secret. The chip

protection law governs only as to the design of the circuitry, not the information stored on |t That

is, it is the non-program aspects whlch are protected under the chlp law.

Prov:des

s
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infringing chips. The only time the government could get into troubie by purchasing equiprnent .
ced -

with infringing chips for use by government employees would be if the government had indy
or knowingly caused its contractor to violate one of the exclusive rights of the mask work owng

(b) Purchase for Redistribution

r.

If the government buys “pirate” chips or equipment containing "pirate” chips and the government -
intends to distribute these items to another entity (such as to GFE it or to make a foreign military.

sale) and the government did not know that infringing chips were used, it will incur no liability unt:!

it learns that infringing chips were used. After receiving notice, the government would have to

pay the mask work owner a reasonable royalty on any chips # distributed (i.e., sold, Ieased,

licensed, exchanged, etc.) thereafter. What a reasonable royally is may be decided by
parties or in litigation. A failure to negotiate about the reasonable royalty will subject the form
innocent user to the full range of remedies available against outright infringers.

the

Because there may well be occasions in which the government will want to distribute chips or

equipment with chips in it, perhaps the government should revise DoD FAR SUPP to require
contractor to warrant that no infringing chips were used and to mdemnlfy the govemment for

liability.

It is probably worth emphasizing as a separate matter that a copynght in a piece of softwar
not affected in any way by the chip Iaw

12.2.5 Manufacture of Chips

Before the government started td manufacture chips which contained a protected chip des
authorization from the owner of the chip mask would be needed. Manufacture without s
authorization would be an infringement of the proprietary rights of the owner of the mask.:

12.2.6 Possibility of an Injunction

the

uch

if the government violated the rights of the chip mask owner through manufacture of a chip
without authorization or in some other way, and the owner of the mask sued, 28-U.S.C. Sec. 1498

[53] would not protect the government against the |ssuance of an injunction to stop the use of

or copyright infringement (see Chapter 9) and has not been extended to apply to mfnngement
a chip mask.

;the- _
masK. Sec. 1498 only eliminates the possibility of an injunction against the government for patent: B
s of
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. software/data rights issues.

' constructwe than other approaches which might be taken.

' 13.1.1 How DoD Treats Its Personnel

13. A Proposed Approach to Solvmg DoD s Software Llcensmg
Problems

Having raised so many software licensing problems in the course of this report, we feel some

' responsibility to suggest at least an approach that DoD might employ to solving the myriad

problems it has with the acquisition and maintenance of software. Unfortunately, there is no
quick and easy way to solve all of DoD’s software licensing problems. There are too’many
different types of problems, stemm:ng from too many different causes. There is also too much
money at stake for any "quick fix" solution to work. The situation is made more difficult by.the
strained relationship which currently exlsts between |ndustry and govemment wnh regarc to

That does not mean. however, that none of DoD’s software licensing problems can be resolyed

quickly or easily; nor does it mean that most of of its problems are unsolvable. . Removing:the

inconsistencies from the existing procurement regulations described in Chapter 1 wouid, foriex-

ample, require.no more than some minor alterations to those reguiations. Improved personnel

policies and training programs could alleviate other difficulties DoD is experiencing: ‘And, al-

though some other of DoD's software licensing problems may be more resistant to solution than; '

others, there may well be ways of approaching even the major problems that would be- more

E
;

The crucial point is that not all of DoD's software Iloensmg problems can, or should be treateg] in
the same way. There are certain problems which DoD has more control over than it does others.: -
In allocating resources, we would suggest that DoD place a greater emphasis on those problems-
which are more readily within its control, and, therefore, could be more easily resolved. There ; are :

also some software licensing problems that are by their nature more amenable to change than
others. Again, in allocating the time and resources of DoD. personnel to addressing software

licensing problems, we would advise that DoD attempt to focus its limited resources on those-

problerns Wthh are most Ilke!y to be impacted by such an effort.

13.1 Whet DoD Ha_s Most Control Over

How DoD trains, works, and rewards its contracting personnel is an important.factor,beering on

its software licensing problems and also a factor over which DoD has considerable control. 1AS
Chapter 3 has indicated, the DoD cantracting personnel to whom we spoke feel they could benef:tg
from additional training about software, its life cycle management and data rights. Probably | thec
biggest "return” per dollar spent on solutions could be obtained by nmprovmg initial training about
these matters, and by havmg penodlc update tralmng

“Once on the job and trained, procurement personnei'shouid also have manageable worklo‘éds,§




and private industry.

exist many problems | in this area. Those same mdwrduals tend to point an accusmg fmger atggthe- '
other side as the culprit responsible for these problems Industry people say, "the government is
asking for too much, and they are not willing to pay for it." The government people say, "we need
those software tools, or data, or rights to meet our needs”, or "the regulations, or this policy, or
that clause requires us to get ail of that whether we need it or not, so you have to give it to us."
Unfortunately, industry has become somewhat dlstmstful about what government people: say; and
the government peop[e sometimes feel the same way about industry people ' :

The reality of today is that many firms on the ’ cumng edge” of software technology can survive.
without -doing business with the govemment. The DoD needs the latest technology in order to
maintain a strong defense and military capability. Thus, it seems clear that in many cases, DoD
needs industry more than industry needs DoD. Given this situation, it seems incumbent up0n;
DoD to make some effort to open up and |mprove the stramed lines of communlcatron between it

WN'J-"WM-W

Many of the lndustry people we spoke with md:cated that they wouid welcome the opportunrty to.
sit down and discuss software/data rights procurement issues with DoD people in an: effon to
resolve their differences.. Indeed, some of these individuais told us that in their view the most--
useful role the SEI could play would be to provide a forum wherein industry and government.
people could meet to discuss software/data rights issues in an objective, rational manner. These
people, however, aiso expressed a lack of optimism over the prospect that such productive com-
munication would in fact occur, citing incidents such as DoD’s sudden withdrawal from the Rights:
in Data Technical Working Group (RTDWG) [13] (a study whrch DoD had itseif mmated) and the

rmposmon of the Air Force's "Orr Clause". '

Our conclusron is that mdustry people are willing to meet with DoD in an effort to resoive dit- -

ferences which exist. it is clearly within the power and control of DoD to pursue such cam- .
munications, and would likely be one of the most beneficial steps DoD could take toward resnlv-;
ing many. of its software licensing probiems. : : '

13.2 What DoD Has Some Control Over

13.2.1 DoD’s Own Acqursrtion Regulatrons

The DoD also has considerable control over its own procurement regulatlons in the areas of
software and data rights (the DoD FAR Supplement). This control is tempered somewhat by the
limitations imposed by the FAR and relevant legislation, as well as by the process requrred of
DoD to adopt new regulations, and the opportunnty of industry to contest newly proposed regula-;
tions before they become effective. Nonetheless, there is much DoD could do toward adopting
regulatxons WhICh are more smplrﬂed uniform, and c[ear : e

Through revision of its -own acquisition regu!anons the DoD could, for example, resolve issies
such as government ownership of copyrlght by adoptmg an aSSrgnment approach and conce 'ns: _




13.3 What DoD Has Less Direct Control Over

As has been discussed throughout this report, there are some areas over which DoD has. mttie
direct control and little likelihood of making a direct.impact regardless of the amount of resources
expended. The areas in which it seems less likely that DoD wouid be successful Il‘l brmgmg
about direct changes include: S '

(1) Gemng competmon in mamtenance of propnetary software (see Chapter 2).
(2) Obtaining software tools in which a private firm holds a proprietary right (see Chapter 2 ).

(3) Obtaining CAD/CAM programs from private firms (see Chapter 10.)

The rights the government has been asking for in this regard are too valuable to inclustry 1 be
given up easily. A more productive approach might be to develop a mechanism whereby E)oD
could more easily enter escrowing and long term maintenance agreements providing for éon-
trolled access to such items. Indeed, such an approach might actually be beneficial to the DoD in
that under such an arrangement DoD would not only have access to needed documentauon
code, tools and the like, but would also avoid havmg 1o trouble itself with storage, cataiogumg and .
internal access concems. : »‘; '

Further, through such a method, DoD could have greater access to improvements in the tgch-‘
nology and/or means of maintaining and enhancing that technology, and, significantly, wo'uld;% not
be endangering any implied warranties which might otherwise be jeopardized if DoD m:aintai;ned
or modified software organically or through competitive reprocurement. If DoD persists in assert:
ing that it must have ever greater rights in software, software tools, CAD/CAMSs, and software
documentation, it may find it has “shot itself in the foot". Industry response is likely to be to
withdraw from doing business with DoD or to only sell DoD "old” technology.

Finally, it should be noted that the challenge of trying to find an appropriate way to acquire and
maintain software is not one unique to the DoD. The unique nature of software -- part wrltng,“
part" machine" -- has caused substantial confusion about its proper treatment in many areas of -
the law. Properly conceptualizing software and fashioning a set of legal rules to deal with it is
extremely difficult; it requires a deep understanding of the economics of the software industry and -
of the realities of the development of software technblogy. '

One of the things that makes this already difficuit task yet more difficult is that the economic and
technological aspects of the software indusiry are not static, but rather are rapidly evolving.

Software development has long been a very labor-intensive activity; it is now becoming a more - -

capital intensive industry, especially with the development of powerful software development tools.
and environments. There would be some advantage to DoD in encouraging this shift 1o a more-
capital intensive production process, especially in terms of improvement of development produc-
tivity. To encourage this shiit, DoD must, however abandon the quas:-techmcal data onentai ion:
of its current software acquisition pollcy :
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' APPENDIX A
| Selected Sections of the Copyright Law

Section 101 - Definitions

As used In this title, the following terms and their variant forms mean the _follpttvi_rjtg:f.;

An "anonymous work” is a work done on the coples or phonorecords of whlch no natyral

person is identified as author.

"Audiovisual works" are works that consist of a series of related imaées which are

intrinsically intended to be shown by the use of machines or devices such as projectors, viewers,

or electronic equipment, together wrth‘accompanymg sound, if any , regardless of the nature
the material objects, such as films or tapes, in which the works are embodted

The "best edition” of a work is the edition, pubtished in the United States at any time betore
the date of deposit, that the Library of C_ongress determines to be most suitable for its purpose'e.

A person's "children” are that person’s ammedtate offspring, whether Iegmmate or. not and -

any children Iegally adopted by that person.

A "collective work” is a work, such as a periodical issue, anthology, or encyclopedia; |

which a number of contributions, constituting separate and mdependent works. in themselves are
. assembled into a collective whole, ‘

A “compilation” is a work formed by the collection and assembling of reexisting materiatg
of data that are selected, coordinated, or arranged in such a way that the resulting work as.

whole constitutes an original work of authorship.  The term “"compilation” includes. collecti_v_e

works.

A "computer program” is a set of statements or instructions to be used dtrectly or tndnret .tly

in a computer in order to bring about a certain resutt

"Copies” are material objects, other than phonorecords, in which a work is fixed by any

of

or
a

method now known or later developed, and from which the work can be perceived, reproduced,
or otherwise communicated, either directly or with the aid of a machine or device. The term:

“copies" includes the material object, other than a phenoreco,rd. in which the work is first fixed.' ‘

"Copyright owner”, with respect to any one of the exclusnve nghts compnsed |n a copyng ht,

refers to the owner of that parttcuiar nght




- territories to which this mle is made appl:cable by an Act of Congress

for the sole purpose of transmission to the public in sequence and as a unit.

“Pictorial, graphic, and sculptural works" include two-dimensional and three-dimensional
works of fine, graphic, and applied art, photograph_s, prints and art reproductions, maps, globes;
charts, technical drawings, diagrams, and models. Such works shall include works of artistic
craftsmanship insofar as their form but not their mechanical or utilitarian aspects are concerned;
the design of a useful article, as defined in this section, shall be considered a pictorial, graphic, or
sculptural work only if, and only to the extent that, such design incorporates pictorial, graphlc or
sculptural features that can be identified separately. from, and: are capable ofi: ex:stlng
independently of, the utilitarian aspects of the article.

A "pseudonymous work" is a work on the copues or phonorecords of thCh the authc ris
identified under a fictitious name. .

“Publication” is the distribution of copies or phonorecords of a work to the public by sale or
other transfer of ownership, or by rental, leasing, or lending. The offering to distribute copies or
nhonorecords to a group of persons for purposes of further distribution, public performance or -
public disply, constitutes publication. A public performance or display of a work does not of nfseif
constitute publlcauons _

To perform or display a work "publicly” means:

(1) to perform or dlsplay it at a place open to the public or at any place where a
substantial number of persons outside of a normal cnrcte of a famuly and rts soc:al acquamtances
is gathered;or s T

{2) to transmit or otherwise communicate a performance or display of the work to a place
specified by clause (1) or to the DUbllG. by means of any device or process, whether ithe
members of the public capable of receiving the performance or display receive it in the Sc me
place or in separate places and at the same time or at dlfferent times.

"Sound recordings" are works that resuit from the fixation of a series of musical, spoken, or
other sounds, but not including the sounds accompanying a motion picture or other audiovisual

work, regardless of the nature of the material: objects, such as disks, tapes, or. other .

phonorecords, in which they are embodled

“State" includes the District of Columbia and the Commonwealth of Puerto Rnco and any

A "transfer of copyright ownership" is an assignment, mortgage, exclusive license, or any
other conveyance, alienation, or hypothecat:on of a copyright or of any of the exclusive rights
comprised in a copyright, whether or not it is limited in t:me or place of effect but not mcludmg a
nonexclusive license. : _ :

A "transmission prograrn i5 a body of matenal that, as an- aggregate has: been produued '

To "transmit" a performance or display is to communicate ‘lt by any device or process:
whereby images or sounds are received beyond the place from which they are sent.
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idea, procedure, process, system, method of operation, concept, principle, or disoo\rery,

Sectlon 104 - Subject Matter of Copyr:ght Natronai Origm

are subject to protection under thrs title rf -

regardless of the form in which it is described, explained; illustrated, or embodied in such work. -

Section 103 - Subject Matter of Copyright: Compilations and Derivative Works

(a) The subject matter of copyright as specified by section 102 includes compilations.and
derivative works, but protection for a work employing preexisting material in which copyright
subsists does not extend to any part of the work in which such material has been used unlawfully:

(b) The copyright in a compilation or derivative work extends only to the material
contributed by the author of such work, as distinguished from the preexisting material emplc yed
in the work, and does not imply any exclusive right in the preexisting material. The copyright in
such wark is independent of, and does not affect or enlarge the scope, duration, ownershr; or
subsistence of, any copyright protection in the preemstmg material.

(a) Unpublished Works The works Specmed by sections 102 and 103, while

unpublished, are subject to proiection under this title without regard to the nationahty or dom cile
of the author. _ _ :

(b) Published Works. The works specrfred by section 102 and 103, when publlshed,'

(1) on the date of first publication, one or more of the authors is a national or domiciliary
of the United States, or is a national, domicifiary, or sovereign authority of a foreign nation that is
a party to a copyright treaty to which the United States is.also a parly, or is a stateless person,
wherever the person may be domiciied, or

(2)  the work is first published in the United States or in a foreign nation that, on the date
of first publication, isa party to the Univ_ersal Copyright Co_n_vention: or .

{3) the work is f:rst published by the United Natrons or any of its speCIallzed agencre?_,:_ or
by the Organization of American States; or -

(4} the work comes within the scope of a Presidential proclamation. Whenever:the
President finds that a particular foreign nation extends, to works by authors who are nationals or.
domiciliaries of the United States or to works that are first published in the United States,-
copyright protection on substantially the same basis as that on which the foreign nation extends
protection to works of its own nationals and domiciliaries and works first published in that nauon
the President may by proclamation extend protection under this title to works of which one or
more of the authors is, on the date of first pubhcatlon a national, domiciliary, or sovere|gn
authority of that nation, or which was first pubhshed in that nation. The President may revise, -
suspend, or revcke any such prociamatlon or |mpose any conditions or Irmutatlons on protec io_n _
under a proclamation. . '

S_elected'Sections of the Copyfright _Léw_' [3’3;- o




(4) the effect of the use upon ihe potential market for or value of ihe copyrightcd work.

Section 108 - Limitations on Exclusive Rights: R;eproduction by Libraries and Archives

(@} Notwithstanding the provisions of section 108, it is not an infringement of copyright
for a library or archives, or any of its empioyees acting within the scope of their employment, to -
reproduce no more than one copy or phonorecord of a work, or to distribute such copy‘-or
phonorecord, under the conditions specified by this section, i - '

(1) the reproduction or distribution is made without any purpose of dlrect or md( 'éct :
commercial advantage; '

(2) the collections of the library or archives are (i) open to the public, or (i) available inot
o only to researches affiliated with the hbrary or archives or with the institution of which it is a part;
but aiso to other persons domg research in a specialized field; and

(3} the reproduction or distribution of the work inc[udes a notice of copyright.

L - (b) The nghts or reproductlon and dlstnbut:on under this section apply to a copy'or
phonorecord of an unpublished work duphcated in _

Section 117 - Limitations on Exclusive F!ights: Computer Prc_grams

_ Notwnhstandmg the provisions of sectlon 108, it is not an infringement for the owner of a
copy of a computer program to make or authorize the making of another copy or adaptatlor of
that computer program provided that:

~ (1) that such a new copy or adaptation is created as an essential step in the utiliézatior of -
the computer program in conjunction with 2 machine and that it is used in no other manner, or

(2. that such new copy or adaptation is for archival purposes.only and that all archival

- copies are destroyed in the event that continued possession of the computer program ‘should -
Lo cease to be rightful.

\ Any exact copies prepared in accordance with the provisions of this section may be leased,

' sold, ar otherwise transferred, along with the copy from which such copies were prepared, only.as .
part of the lease, sale, or other transfer of all rights in the program. Adaptations so prepared may .

be transferred oniy wdh the authorization of the copyright owner. '

Section 118 - Scope- of Exclusive Rights: Use of Certain Works in Connection with E _ Sk
Noncommercial Broadcasting C - T o SRR
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under a copyright, has not previously been transferred voluntarily by that individual author;, no .
. action by any governmental body or other official or organization purporting to seize, expropriate, -
' transfer, or exercise rights of ownershlp with respect to the copyright, or any of the exclusive o

rights under a copyright, shall be given effect under this title except as provided under Title 11
[relating to bankruptcy]. :
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APPENDIX B

DoD Procurement Reguiations =

27.403 Acquisition of Rights in Technical D'a:ta'.

27.403-1 Background.

(a) Government's Interest in Technical Data. The Government:has extensive needs for
many kinds of technical data. Its needs may well exceed those cf private commercial
customers. For defense purposes, millions of separate equipment and supply items, ranging
from standard to unique types, must be acquired, operated and maintained, often at points
remote from the source of supply. . Functions requiring varied kinds of technical datainclude
training of personnel, overhaul and repair, cataloging, standardization, inspection and quality
control, packaging, and logistics operations. Technical data resulting from research and
development contracts must be obtained, organized and disseminated to many dlﬁerent
users. Finally, the Government must make technical data widely available in the form of
contract specrflcatrons in order to cbtain competition among its supphers. and thus;~ further
economy in Government procurement.

R

() Contractors Interest in Techmcal Data Comimercial organizations have a valid- |

economic interest in technical data pertaining to items, components, or processes WhICh they

have developed at their own expense. Such technical data is often closely held because its-
disclosure to competitors could jeopardize the competitive advantage it was developed to .
provide. Public disclosure of such technical data can cause serlous econornlc hardshlp to. the :

originating company.

sk

: (c) The Balancing of interests.

(Mitis apparent that there is no necessary correlation between the Governments

“need for technical data and its contractors’ economic interest therein. However, in baiancmg '

the Government's requirements for technical data against the contractor's: mterest in
protecting his technical data, it should be recognized that there may be a consrderable
identity of interest. This is particularly true in the case of innovative contractors who can best

‘be encouraged to develop at private expense items of military usefutness where thelr nghts in-
. such items are scrupu!ously protected. - o

(2) - It is equally- important that the Government foster successful confractual

relat:onshlps and encourage a ready flow of data essential to Government needs by cdnfrmng _

its acguisitions of technical datato cases of actual need. Certainly the Government must not
be barred from bargaining and contracting to obtain such technical data as it needs even
though that technical data may normally not be disclosed in commercial practice. Moreover
when the Government pays for research and development work which produces new
kinowledge, products, or processes, it has an obligation to foster technological progress
through wide dissemination of the new and useful information derived from such work and

where practicable to provide competitive opponunmes for supplying the new. products and

utilizing the new processes




s

. whether to use the procedure and in connection with the varrous steps of the procedure

DAC #84-1, 1 March 1984

(6) Technical data which is in the public domain or has been\or is normally released cr
disclosed by the contractor or subcontractor without restriction on further disclosure.: "In the
public domain" means available to the public without capyright or other restriction of any kind.

(c) Limited Rights Technical Data. ~ *

(1) Except as provided in paragraph () above, unpublished technical data pertdining to
items, components or processes developed at private expense will be acquired with limited
rights, provided that the data is identified as limited nghts data in accordance with
subparagraph (b)(2) of the clause at 52.227-7013, Rights in Technical Data and Computer
Software. Unpublished, as applied to technical data and computer software documentation,
means that which has not been released to the public nor been furnrshed to others without
restriction on funher use or dlsctosure . : '

(2 It should be clearly understood that the above statement of polrcy is a recrtal of
rights to be acquired in technical data. Neither the foregoing statement of technrcal data
rights policy, nor its implementing subparagraphs (b)(l) and (2) of the clause at 52. 227 7013,
Rights in Technical Data and Computer Software, establishes technical data requrrements for .
a paricular contract. It should also be ‘noted that technical data pertaining to! items,
components or processes developed at private expense may be called for,: ‘required, or-
otherwise furnished under subparagraphs (bj(l), {3), (4), (5), and (6) above and, as such it
will be acquired with uniimited rights. Contract clauses and the schedule establish the form
and type of technical data to be furnished; the categories into which. such technical data fall,
determine the rights to be obtained by the Government to use or publish such technical data.

b5

T

{d) Predetermination of Rights in Technical Data.

: i‘
(h(i) When the Government needs technical data with unlimited rights, any data wh:ch
the offeror intends to deliver with limited rights pursuant to paragraph (c) above shéuid be
identified prlor to contract award, if feasible, and an agreement with respect thersto shali be

- incorporated in the contract. This procedure is called predetermmatron of rights in techmcai

data. - : _ _ _ . S |

{ii) The procedure may be initiated by the contracting officer or an offeror dunng the
negotiation of a negotiated contract. In order to be productive, the procedure should apply
only to that technical data for which rights may practicably be identified. Althou’gh the
agreement may also cover technical data to be delivered with unlimited rights, in o case.
shall the procedure be used to require the contractor to furnish, with unlimited. rights,
technical data which he is entitled to furnish with limited rights under the poltcy in pat:agraph
(c) above. The contracting officer shall consult his counsel as fully as possible in determining

, i'§ :

(2) Any agreements reached shall be incorporated in the Schedule of the contract :
directly or by reference and shall describe specifically the technical data which may be:
furnished with limited rights pursuant to paragraph (c) above. The contracting officér may,
however, review the technical data asserted to be limited rights data to determine whether to
invoke the procedures of paragraph (f) below to riegotiate to purchase unlimited nghts in any
of the technical data, or adopt some alternative such as to-- _
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. be purchased

engmeerrng for a major system (as defined above).

DAC #84-1, 1 March 1984

{2) The analysis and findings referred to in subparagraph {b)(l} above shall spec:t‘cally :
identify each item, component or process and the partucular technical data therefor whtch isto

{3) When all technical data is to be acquired under any contract with. unlirnited rght's in
accordance with the findings of paragraph (f)

(M above, the clause at 52.227-7015, Ft;ghts in Techntcal Data - Specmc Acqmsit_ic_n,
shaII be used. & _ :

{4){i} In addition to the acquisition of _untimited rights in technical data as authorized in
paragraph (f) (1) above, there will be situations when it is in the best Interest: of the
Govemment to acquire from subcontractors repair parts or compcnents by dlrect sale to the
Govermnment.

(iiy The clause ‘at 52.227-7017, Rights in Technical Data -- Majo: System and
Subsystem Contractor, may be used in contracts for major systems or major: subsystems
involving estimated program expenditures in excess of $50 million of RDT&E funds or in
excess of $200 million of production funds. When this clause is used, any-'co'mpensaiicn the
contractor requires for the nght the subcontractor will have to use his limited rights, technical
data shall be included in the price of the prime contract. Also, the Government shail have the -
right to purchase such items direct from manutactunng subcontractors without the payment
either directly of any fee or royaity to the prime contractor, or as part of the purchase price,

fcr use ct the pr:me contractor's techmcal data

(i) For the purpose of applying the foregoing pollcy, the followrng definitions shatt be

~ utilized: A major system is a composite of equipment, skills, and techmques capabte of

performing and/or supporting an operational role which required or will require research, -
development, test and evaluation investment or design, development test and evaluation

investment estimated in excess of $50 million or totai production mvestment estimated in
excess of $200 million. A major subsystem is a major functional part of a major system (as -
defined above) which is essential to operational completeness. Examples are: airframe,
propulsion, armament, guidance, and communication. A major system or major subsystem
contractor inciudes an associate contractor defined as a prime contractor to the Government
for developing and/or producing subsystems, equipment, or components meeting
specmcattcns prepared by a contractor performing one or more of the: functlons of systems.

-(g) Notice of Certain Limited Rights.

(1) Whether or not the procedure of paragraph (d) above for predetermlnatlcn of rights
in technical data is used, if continuing information is desired under a contract about a
contractor's intention to use in the performance of the contract any item, component, or

~ process for which technical data would be subject to limited rights in accordance with the

policy of paragraph (c) above, the contractor may be required to advise the contracting: officer
of this fact promptly (see subparagraph 27.412{a)(2) and Alternate | to the clause at
52.227-7013, Rights in Technical Data and Computer Software). If possnble the schedule
should mdrcate the specific. areas pertaining to which limited rights data is of concern and the-
notice requrrement should be restricted to those areas of concern.
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. correct deficiencies within a specified time.

- data furnished to the Government under contract

DAC #84-1, 1 March 1984

The Govemment shall include such identifying markings on all reproductions thereof,
uniess the Government cancels such markmgs pursuant to subparagraphs (c,)(2) (C)(S) or
{d)(4) below. :

(2) The contractor has the responsrbtlrty to assure that no restrictive markings are
placed on technical data except in accordance with the "Rights in Technical Data and
Computer Software” clause at 52.227-7013.. Copyright notices as specified in Title 17' United
States Code, Sections 401 and 402, are not considered "restrictive markings".

When the clause at 52.227-7013, "Rights in Technical Data and Computer Software”, -
is required by 27.412(a), the clause at 52.227-7018, "Restrictive Markings on Technical
Data", shall also be included in the contract. The contractor’s procedures requirediby this
clause shall be reviewed periodically by the Contract Administration Office.. In addition to the
rights afforded to the Government by the clause at 52.227-7018, "Restrictive Markings on

Technical Data", the following actions are avaulable to insure proper. marking. of technrcal
data: q

i
4
:-s

(i) The procedures in paragraph (d) "Flemoval of Unauthorrzed Markings”,! | of the
clause at 52.227-7013, may be invoked if the contractor fails to follow procedures requnred by
the clause at 52.227-7013, Rights In Technical Data and Computer Software or: faiis to

(i) Failure to follow proper marking procedures may also be deemed to!render -
technical data nonconforming and subject to FAR Section 46.102 and to withholding of
payments under the "Technical Data--Withthding of Payments" clause.. -

(i) When a pre-award survey Is requested by the purchasing office, the : quality -
assurance review shall include as an item of special inquiry an examination jof the

- prospective contractor’s procedures for complylng with the "Restnctrve Markrngs on T hnrcal

Data" clause

(iv) The contractor's procedures for' complying with the "Restrictive Markrfnés on
Technical Data” clause shali be reviewed when holding post-award conferences pursuant to
FAR Subpart 42. :

(d) Unmarked or Imnroper!y Marked Technical Data.

(1) The Government shall have the rrght to require the contractor to furnrsh c!e ar and
convincing evidence of the propriety of any restrictive markings used by the contrartor on

{2) Technical data received without a restrictive legend shatl be deemed to have been
furnished with unlimited rrghts However, within six months after delivery ¢f such data the
contractor may request permission 1o place restrictive markings on such data at has own
expense and the Government may so permrt if the contractor--
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furnished software; or

- 27.401.

DAC #84-1, 1 March 1984

(1) Computer software resulting directly from or generated as part of the 'perfo rmance
of experimental, developmental, or research work specified as an element of performance in
a Government contract or subcontract;

(2) Computer software required to be onglnated or developed under a Government
contract, or generated as a necessary part of performing a contract

(3) Computer data bases, prepared under a Government contract, mncicting of;--
(i) information supplicd by the Government-- o
{ii) information in which the Government has unlimited rights, or-- }
.(iii) inf.ormation which is in the-.public dcmain; |

(4) Computer software prepared or required to be delivered under this cr any other
Govemment contract or subcontract and constituting corrections or changes to Government-

(5) Computer software which is in the pubhc domain. or has been or is narmally
furmshed by the contractor or subcontractor wnthcut restriction.

(b) When the Government has unlimited rights in computer software in the possession
of a contractor, no payment will be made for rights of use. of such software in performance of
Govemment contracts or for the later delivery to-the Government of such computer software, -
provided however, that the contractor shall be entitled to compensation for converting the
software into the prescribed form for reproduction and delivery to the Government..- .

(c) It is Department of Defense policy to acquire only such rights to use, duplicate, and
disclose computer software developed at private expense as are necessary tg meet
Govermnment needs. Such rights should be designed to allow the Govermnment ffexlblhty while,
at the same time, adequately preserving the rights of the contractor. Computer software-
developed at private expense may be purchased or leased. Restrictions may be negctaated
with respect to the right of the Government to use, duplicate, or disclose computer prcgrams
or computer data bases developed at pnvate expense. As a minimum, however, the
Govemment shaii have the nghts provnded in the definition of restricted nghts In Section

(d) Patented or copyrighted computer software will not be subject to any agreement
prohibiting the Government from infringing a patent or copyright. Title 28, United |States
Code, Section 1498 provides that the Government is liable only for reasonable compensation
for use of a patented invention or for mfnngement of copynght However, see Section
27.711. B A

(e) When comcuter software is developed at private expense and acquired with
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DAC #84-1, 1 March 1984

a necessary part of performing a contract, only that portion of the resuiting product in which_
the original product is recognizable will be:deemed to be computer software developed at

private expense to which restricted rrghts may attach

(5) The scope of the restrictions on or, conversely, the scope of the use which the
Government is permitted to make of such software shall be taken into account in determining

the reasonableness of the contract price for the computer software.

(c) Computer Software Subject to Res{ricted Rights.

{1) Because of the widely-varying restrictions wrrich are likely io be érir:ouhtered in the
purchase or fease of computer software developed at private expense, a standard recital

setting forth specific restrictions and rights suitable for all cases is not feasible.
standard set of restrictions and rights set forth in paragraph 27.404-|{f) for co
computer software is not appropriate, personnel are urged to consult counsel in any

If the

mmercial

case in

which the proposed contractor requests the Government to accept other restrrctrons on the

use of such software

(2) To apprise user per_sonné_l_ of tho restrictions on use, duplication or disclosure-

agreed to by the Government with respect to such software sold or leased

Government, the contractor is required to place the following legend on such software:

RESTRICTED RIGHTS LEGEND -
Use, dupiication or disclosure is subject to
restrictions stated in Contract No. .............

1 T (Name of Contractor).

For commercial computer software and documentation, the contract number

to the

nay be

omitted and replaced by "paragraph (b)(3)(B) of the Rights in Technical Data and Computer
Software clause at 52.227-7013", and the contractor's address added. The Government shall
include the same restrictive markings on all its reproductions of the computer software unless
the Government cancels such. markings  pursuant to - the procedures in Paragraph

27.403-3(d).

3y A statemeot setting forth the restrictions imposed on the Government

o use,

dupilicate, and disclose computer software subject to restricted rights is required to be
prominently displayed in human- readable form in the computer software documentation.
The reference to the Rights in Technical Data and Computer Software clause:in the
Restricted Rights Legend on commercial computer software and documentation satrsnes this

" requirement.

(4) Except és provided in paragroph {b) above, computer programs, computer data
bases, and computer software documentation delivered to the Government pursuant to a

contract requirement must be :dentn‘red with the number of the prime contract and th
of the contractor - _

(8) All m_arki_ngs, {notice, legends, idéntiﬁcations, etc.) concerning.restr-iciions

e name

on the -
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. data bases.

“computer.

DAC #84-1, 1 March 1984

52.227-7013 Rights in Technical Data :and Computer Software. As. prescrbed - at
27.412(a){1), insert the following clause: ' _ Do

RIGHTS IN TECHNICAL DATA AND COMPUTER sanNARE (MAY 1981) -

fa) Definitions. "Commercial Computer Software”, as used in this clause, means
computer software which is used regularly for other that government purposes andiis sold,

licensed or leased in significant quantlt[es to the general public at estabhshed market or
catalog prices. L

"Computer”, as used in this clause, means a daia processing device cagable of
accepting data, performing prescribed operations on a device that operates on dlscrete data
by performing arithmetic and logic processes on the data, or a dev:ce that operates on analog
data by performing physical processes on the data _

"Computer Data Base", as used in this c!ause, means a cotlectlon of data tn a form
capable of bemg processed and operated on by a computer. ' :

"Computer Program”, as used in this_ clause, means a series of instructions or
statements in a form acceptable to a computer, designed to cause the computer to execute
an operation or operations. Computer programs include operating systems,: assemblers,
compilers, interpreters, data management systems, utility programs, sort-merge programs,
and ADPE maintenance/diagnostic programs, as well as applications programs such as:
payroll, inventory control, and engineering analysis programs. Computer programs may be
either machine-dependent or machine-independent, and may be generat-purpose in nature or
designed to satisfy the requirements of a particular user. : :

"Computer Software”, as used in this clause, means computer prograrns. and olc mputer

"Computer Software Documentation”, as used in this clause, means technical data,
including computer listings and printouts, in human- readable form which (1) documents the
design or details of computer software, (2) explains the capabilities of the software or (3) .
provides operating instructions for usmg the software to obtain desnred results from a

"Limited nghts"' as used in this clause, means rights to use, duplicate, or gdisclose
technical data, in whole or in pan, by or for the Government, with the express ttmltatuon that
such technical data shall not, without the written permtss:on of the parly furnlshmg such
technical data be (M released or disclosad in whole or in part outside the Government, (2)
used in whole or in part by the Government for manufacture, or in the case of computer
software documentation, for preparing the same or similar computer sottware or (3) used by
a party other than the Government, except for: '

(1) Emergency repair or overhaul work only, by or for the Government, where the item
or process concerned is not otherwise reasonab_ly available to enable timely performance of
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' DAC #84-7, 15 August 1984

(1) Unlimited Rights. The Government shall 'heve_ unlimited rights in:

(l) technical data and computer software resulting directly from performance of
experimental, developmental or research work which was specified. as an glement . of

performance in this or any other Government contract or subcontract

{i) computer software required to be originated or developed under a Government

contract, or generated as a necessary part of performing a contract;

(i) 'cornputer data bases, prepared under a Government contract, consisting of

information supplied by the Government, information in which the Government has u
rights, or information which is in the public domain;

nlimited

(iv) technical data necessary to enable manufacture of end-items, components, and
modifications, or fo enable the performance of processes, when the end-items, components
madifications or processes have heen, or are being, developed under this or arty other -
Govemment contract or subcontract in which experimental, developmental or research work
is, or was specified as an element of contract performance, except technical data pettarnmg
to items, components, processes, or computer software developed at prwate expense (but

see subdivision (b}{2){ii)- beiow)

{v) technical data or computer software prepared or required to be detavered under this
or any other Government contract or subcontract and constituting correctlons or changes to

Govemment- furnished data or computer software;

(vi} technical data pertaining to end-items; components or _processes,: prepared or- -

required to be delivered under this or any other Government contract or subcontract

for the

purpose of identifying sources, size, configuration, mating and attachment characteristics,
functional characteristics and performance requirements ("form, fit and function” data, e.g., -

specification control drawings, catalog sheets, envelope drawings, etc H

(vii) manuals or instructional materials prepared or required to be de_iive_r_ed under this
training -

contract or any subcontract hereunder for installation, operation, -maintenance or
purposes; '

(viii) technical data or computer software which is in the public domain, or has

is normally released or disclosed by the Contractor or subcontractor wrthout restnc txon on

further disclosure; and

(x) technical data or computer software listed or described in an agreement

incorporated into the schedule of this contract which the parties have predetermined
basis of subparagraphs (i) through {viii) above, and agreed will be furnished with u
rights.

-(_2) Limited Rights. The Government shall tiave limited rights in:.

on the

heen or

nlimited ;

DoD FAR SUPPLEMENT 153 -




/
i
P
i
t

,,,,,

* legend..

DAC #84-7, 15 August 1984

(2) release to a foreign government, as the interest of the United States rnay equire,
only for information or evaluation within such government or for emergency repair or overhaul

work by or for such government under the conditions of (1) above. This legend, together with’
the indications of the portions of this data which are subject to such limitations. shall be

included on any reproduction hereof which includes any part of the ponlons sub;ect 0 such
limitations. :

- ® Restricted Rights.

(|) The Government shall have restricted rights in computer software listed or

described in a license or agreement made a part of this contract, which the pames have
agreed will be furnished with restricted rights, Provided, however, notwrthstandlrrg any
contrary provrsmn in any such license or agreement, the Government shall have the rights
included in the definition of "restricted rights” in paragraph (a) above. Such restrlcted rights
are of no effect untess the computer software is marked by the Contractor with the following

RESTH!CTED HIGHTS LEGEND _
Use, duplication or disclosure is subject to
restrictions stated In Contract No. |
with (Name_ of Contractor)

and the related computer software documentation includes a promlnent statement of -
the restrictions applicable to the computer software. The Contractor may not place any -

legend on computer software indicating restrictions on the Government's rights |n such

software unless the restrictions are set forth in a license or agreement made a part of this.
contract prior to the delivery date of the software. Failure of the Contractor to apply a -

restricted rights legend to such computer software shall reilieve the Govemment of liability
with respect to such unmarked software S e

(i) Notwithstanding subdivision (i) above, commercial. computer software and related
documentation developed at private expense and not in public.domain may, if the Co ntractor
so elects, be marked with the following Legend:

RESTR!CTED RIGHTS LEGEND _
Use, dupl|cat|on. or d:sclosure of the
Government is subject to restrictions

as set forth in subdivision (b

(3)(ii) of) _ -
the-Rights in Technical Data and Computer
Software clause at 52.227-7013. .~
(Name of Contractor and Addres’s} :

When acqurred by the Government commercral computer software and related
- documentation so legended shall be subject to the following: ‘ :
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others do so for Government purposes. With respect to technical data' and compu-ter'
software in which the Government has unlimited rights, the license shall be of the same
scope as the rights set forth in the definition of "unlimited rights"in paragraph (a) above. With

respect to technical data in which the Government has limited nghts the scope of.the license -

is limited to the rights set forth in the definition of "limited rights” in pa_ragraph( a) above. With
respect to computer software which the paries have agreed in accordance with
subparagraph (b}{3) above will be fumished with restncted rights, the scope of the license is

“limited to such nghts

(2) Unless written approval of the Contracting Officer is obtained, the Contractor shail .

not include in technical data or computer software prepared for or acquired

by the

Govemment under this contract any works of authorship in which copyright is not owned by
the Contractor without acquiring for the Government any rights necessary to perfect a

copyright license of the scope specified in subparagraph (c)(1).

{3) As between the Contractor and the Government, the Contractor shall be considered-

the "person for whom the work was prepared for the purpose of determmmg authorship under

Section 201(b) of Ttle 17, Umted States Code

(4) Technical data delivered under this contract which carries a copyright noti

ce shall

also include the following statement which shall be placed thereon by the Contragtor, or

shouid the Contractor fail, by the Government:.

This material may be reproduced by or for:the U.S, Governmant pursuant 1o the copyright :

license under the clause at 52 227-7013 (date),

() Remov'al of Unauthorized Markings. ‘Notwithstanding any provision of this contract

concerning inspection and acceptance, the Government may correct, cancel, or ignore any

marking not authorized by the terms of thls contract on any technical data or computer

oﬂware furnlshed hereunder if:

(1) the Contractor fails to respond within sixty (60) days to a written inquiry by the

Government concerning the propriety of the markings, or

(2) the Contractor's response fails to- substantiate, within sixty (60) days after written
notice, the propriety of limited rights markings by clear and convincing evidence, or of .

restricted rights markings by identification of the restrictions set forth in the contract.

taken.

In either case, the Government shall give written notice to the Contractor of the action’ i

(e) Relation to Patents. Nothing contained in this clause shall imply a license o the
Govemment under any patent or be construed as affecting the scope of any license or other

right otherwise granted to.the Government under any patem

{j] L;mnatlon on Charges for Data and Computer Software. The Contractor recognizes

that the Government or a foreign government with funds derived through the
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(i) standard commercua[ items which are manufactured by more than one source of -
supply; or

(i) items, components or processes for which such notice was gwen pursuant to
predetermination of rights in technical data In oonnecnon with this contract. - SR

{3) Contracting oﬁicer approval is not necessary under this clause for the Contractor to
use the item, component or process in the performance of the contract.

L ALTERNATE ll (MAY 1981) As prescribed at 27.41 2(a)(3) add the following paragrap 110 the
wil basic clause: Lo

b ( } Publication for sale. If, prior o publication for sale by the Government and within the
L period designated in the contract or task order, but in no event later than 24 months after .
delivery of such data, the Contractor pubhshes for sale any data

L (1) designated in the contract as being subject to this paragraph and -

{2) delivered under this contract, and promptly notifies the Contracting Officer of these
publications, the Government shall not publish such data for sale or authorize others to do so.
This limitation on the Gevernment's right to publish for sale any such data so published by
. the Contractor shail continue as long as the data is protected as a published work under the
B copyright law of the United States and is reasonably available to the public for pujrchasie. Any

such publication shall include a notice identifying this contract and recognizing the license o
. rights of the Govemnment under subparagraph (c)(}) of this clause. Asto all suchdatanotso = . .. = |
[ published by the Contractor, thls paragraph shall be of no. force or effect : '
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property or services with respect to which the vendor may be liable to the Contractor for
charges for the use of technical data or computer software on account of such a contract
The Contractor further recognizes. that-it is the po[rcy of the Government not to pay in
connection with its contracts, or o allow to be paid in connection with contracts made \with
funds derived through the Military Assistance Program or otherwise through the United States
Govemment, charges for data or computer software which the Government has a right to use
and disclose to others, which is in the public domain, or which the Government has been
given without restrictions upon its use and disclosure to others. This policy does not apply to
reasonable reproduction, handling, mailing, and similar administrative costs incident to the
furnishing of such data or computer software. In recognition of this policy, the - Contractor
agrees to participate in and make appropriate- arrangements for the exclusion of such
charges from such contracts, or for the refund of amounts receaved by the Contractor with
.respect to any such charges not so excluded

{g) Acquisition of Data and Computer Software trom Subcontractors.

(1) Whenever any techmcal data or computer software is to be obtained from a
subcontractor under this contract, the Contractor shall use this same clause in; the
subcontract, without alteration, and no other clause shall be used to enlarge or diminish the
Govermnment's or the Contractor's rights in that subcontractor data or cornputer sottware
which is required for the Government. - :

{2) Technical data required 1o be delivered by a subcontractor shall normally be
delivered to the next-higher tier contractor. However, when there is a requirement in the
prime contract for data which may be submitted with limited rights pursuant to subparagraph
(b)(2) above, a subcontractor may fulfill such requirement by submrttlng such data directly to
. the Government rather than through the prime Contractor : ;

(3) The Contractor and hrgher-trer subcontractors wrll not use therr power 10 award
subcontracts as economic leverage to acquire rights in technical data or computer software
from their subcontractors for themselves: .

' (End of clause)

ALTERNATE | (MAY l981} As prescnbed at 27 412(3)(2) ‘add the fol!owmg paragraph to the
_ basrc ctause -

Notice of Certain Limited Rights.

{h)() Unless the Schedule provxdes otherwise, and sub;ect to (2) below, the Contractor
will promptly notify the Contracting Officer.in writing of the intended use by the Contractor ora
subcontractor in performance of this contract of any item, component or. process for which
technical data would fall wrthm subparagraph’ (b)(2) above ' '

(2) Such notification is not required with res_'_pect"t'o:‘-
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{A) T:tle to and ownership of the soﬂware and documentat:on shail remain wltl'i_the
Contractor. . =

(B) User of the software and documentatlon shall be limited to the facility for whlch it is
acquired.

. (C) The Government shall not provide or otherwise make available the software br
documentation, or any portion thereof, in any form, to any third party without the prior written
approval of the Contractor. i

Thll‘d parties do not mclude prime contractors, subcontractors and agents of the
Govemment who have the Government's permission to use the licensed software and
documentation at the facility, and who have agreed to use the licensed software_and
documentation only in accordance with these restrictions. This provision does not limit the
right of the Government to use software, documentation, or information therein, wh:ch the
Govermnment may already have or obtalns wathout restrictions.

{D) The Government shall have the- right to use the computer software: and
documentation with the computer for which it is acquired at any other facility to which that
computer may be transferred; to use the computer software and documentation wnth a
backup computer when the primary computer is inoperative; to copy computer programs for
safekeeping (archives) or backup purposes; and to modify the software and documentation or
combine it with other software, Provnded that the unmodified pomons shall remain subject o
these restrlctlons : ‘ _ _

1
i

(E) If the Caontractor, within sixty (60) days after a written request, fails to substantiate
by clear and convincing evidence that computer software and documentation marked with the
above Restricted Rights Legend are commercial items and were developed at pnvate
expense, or if the Contractor fails to refite evidence which is asserted by the Govemment as
a basis that the software is in the public domain, the Government may cancel or ignore any
restrictive markings on such computer software and documentation and may use them with
unlimited rights. Such written requests shall be addressed to the Contractor as identified in
the Restricted Rights Legend. :

{4) No legend shall be marked on, nor shaII any limitation or restriction on rights of use
be asserted as to, any data or computer software which the Contractor has prevnously
delivered to the Government without restriction. The limited or restricted rights provided for
by this paragraph shall not impair the right of the Government to use similar or |dent|cai5data
or computer software acqunred from other sources :

{c) Copyright.

{1} In addition to the rights granted under the provisions of paragraph (b) above, the
Contractor hereby grants to the Government a nonexciusive, paid-up license throughout the
world, of the scope set forth below, under any copyright owned by the Contractor, in any;work
of authorship prepared for or acquired by the Government under this contract, to reproduce
the work in copies of phonorecords; to distribute copies or phonorecords to the public, to
perform or display the work publicly, and to prepare derivative works thereof, and to have
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(i) technical data, listed or described in an agreement incorporated into the Scheddle of
this contract, which the parties have agreed will be fumished.With limited rights; and (I L

{I) unpublished technlcal data pertaining to nems components or processes developed
at private expense, and unpublished computer software documentation related to computer
software that is acquired with restricted rights, other than such data as may be inciuded in the
data referred to in subdivisions {b)(I}{i}, (v), {vi), (vii}, and {viii) above. The word unpubhshed
as applied to technical data and computer software documentation, means that which has not T
been released to the public nor been furnished to others without restriction on further use or .
disclosure. For the purpose of this definition, delivery of limited rights technical data to or for =
the Government under a contract does not, in itself, constitute release to the public. ’

Limited rights shall be effective provided that only the portion or portions of each piece -
of data to which limited rights are to be asserted pursuant to subdivisions (2)(i) and (i) above

are identified (for example, by cwchng. undersoonng, or a note) and that the piece of data is
marked with the Iegend below in which is mserted D

A. the number of the prime contraot under which the technical data is to be delivered,

B. the name of the Contractor and any subcontractor by whom the technical datajwas . .
generated, and . o

C an explanat:on of the method used to |dent|fy limited r:ghts data
~LIMITED RIGHTS LEGEND
Contract No. ===s=smmsnmmaeme-n \ o
- Contractor: PR .

Explanation of Limited Righte Deta !dent'gﬁcation Method Used

Those portions of this technical data md:cated as limited rights data shall not, wuthdutl
the written perm:ssnon of the above Contractor, be sither

(A 'used, released or disclosed in whole or in part outside the Government,

(B) used in whole or in part by the Government for manufacture or, in the case of
comnputer software documentation, for preparing the same or similar computer software, or

(C;) used by a party other than the éovernment-, ﬁexcept for:

(1) emergency repalr or overhaul work only, by or for the Government, where the |tem T
or process concerned is not otherwise reasonably available to enable timely performance of oy
the work, Provided, that the release or disclosure hereof .outside the Government sha[ be L
made subject 10 a prohibition against further use, release or dlsclosure or - A
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the work; Provided, that the release or disclosure thereof outside the Government sha|l be
made subject to a prohibition against further use, release or disclosure; or

{2) Release to a foreign govemmént as the interest of the United States may reourre
only for information or evaluation within such government or for emergency repair or overhaul
work by or for such government under the conditions of (1) above.

"Restricted Rights", as used in thls cIause means rights that apply oniy to computer L
software, and include, as a mrnrrnum, the right to-- . _ _ o

(1) Use computer software with the computer for which or with which it was acqurred, :
including use at any Government mstallat:on to whrch the computer may be transferred by the -
Govemnment; . o _

(2) Use computer software with a backup computer if the computer for which or with
which it was acquired is inoperative; _ :

(3) Copy computer programs for safekeeping (archives) or backup purposes; and | -

(4) Modity computer software, or combine ‘it with other software, subject to the L
. provision that those portions of the derivative software mcorporatmg restncted rrghts software
. are sublect to the same restncted rights. '

In addition, restricted nghts rnclude any other specn‘lc rights not inconsistent with the
minimum rights in {1)-(4) above that are listed or described in this contract or descrrbed in a
license or agreement made a part of this contract. :

£ :
f d
5

"Technical Data", as used in this clause, means recorded information, regardless of B
form or characteristic, of a scientific or technical nature. It may, for example, document .
research, experimental, developmental or engineering work, or be usable or used to define a i
design or process or to procure, produce, support, maintain, or operate materiel. Thedata
may be graphic or pictorial delineations in media such as drawings or photographs, text in S
specifications or related performance or design type documents, or computer printouts. R
Examples of technical data include research and engineering data, engineering drawings and :
associated lists, specifications, standards, process sheets, manuals, technical reports, S
catalog item identitications and related information, and computer software documentation. .
Technical data does not include computer software or financial, administrative, cost. and —
pricing, and management data or other information incidental_ to contract administration.

@

Unlimited Rights', as used in this clause, means rights to use, duplicate, or drsclose e .

technical data, in whole or in part, in any manner and for any purpose whatsoever, and to
have or permrt others to do s0. '

(b} Government Rights.

Lo

{1
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use, dupiication, or disclosure of computer software required or authorized by the terms of
the contract under which delivery is made are required to be in human-readable form that can
be readily and visually perceived and, in addition may be in machine-readable form as
appropriate and feasible under the circumstances. Such markings shall be affixed by the
contraotor to the computer software pnor to delwery ot the software to the Government.

(6) The human readable marktngs may be apphed to card decks, magnetic tape reels,
or disc packs. This may be, in the case of a card deck, on a notice card even though the
cards of the deck do not contain printed material; in the case of a card deck packaged in a
container intended as a permanent receptacle for the cards, on the contalner; in the case of a

tape, on the tape reel or on the surface of the leader and trailer of the tape and in the case ot :

a dISC pack, on the hub of the disc.
(d) fUnmarked or Impro’perty Marked Computer S_ottware.

(1) No restrictive markings shall be placed upon computer software unless restrictions
are set forth in the contract prior to delivery of the software. Copyright notices as specified in
Title 17, United States Code, Sections 401 and 402 are not considered "restrictive markings".
The Government may require thé contractor to identify the contractual provision setting forth
such restrictions before accepting computer software with restrictive markings. If computer
software is received with restrictive markings, and there is a question whether it is authorized
by the contract to be furnished with restricted rights, it shall be used subject 1o the asserted
restrictions pending written inquiry to the contractor. If no response to an inquiry has peen
received within 60 days, or if the response fails to identify the restrictions set forth in the
contract, the cognizant Government personnel shall cancel or ignore the markings, notify the
. contractor accordingly in writing, and thereafter USe the software with unlimited rights..

{(2) Computer software received vtrithout a restrictive legend shall be deemed to have
been furnished with unlimited rights. However, the contractor may request permission to
place restrictive markings on such software at his own expense, and the Government may so
permit, if the contractor establishes that the markings are authorized by the contract: and
demonstrates that the omission was inadvertent. Failure of the contractor to mark such
computer software prior to delivery to the Government shall relieve the Government of Ilablilty
for any use, duplication or disclosure of such computer software.

{3) f computer softwa're authorized by the oontract to be furnished with restrictions is
received with restrictive markings not in the form prescribed by the contract, the software
should be used in accordance with the restrictions provided for in the contract and the
contractor shall be required by written notice to correct the markings to conform with those
specified in the contract. If the contractor fails to correct the markings within 60 days atter
notice, Government personnel may correct the markings, and so notify the contractor.
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restricted rights, the associated computer software documentation will be acquired "fwith
limited rights to the extent provided in the definition of limited rights in Section 27.401, and
will not be used for preparing the same or similar computer software. -

{f) Commercial computer soﬁware and related documentation developed at prn?at'e
expense may be leased, or a license to use may be purchased, by the Government subject to

the restrictions in subdivision (b)(3)(r) of the clause at 52.227-7013, Rights in Technical Data
and Computer Software

27.404-2 Procedures.

(a) Deviations. All requests for deviations from this Section 27.404 shall be submitted
to the DAR Council in accordance with the procedures in FAR Section 1.404. '

{b) General.

{1) except as provided at 52.227-7031, Data Requirements, any computer program or
computer data base to be purchased under a contract shall be listed on the Contract Data
Requirements List (DD Form 1423). Also, if a contract requires the conversion of data to
machine-readable form, the editing or revision of existing programs, or the preparation of
computer software documentation, the products of this wark, |f required to be delivered, shall
be included on the DD Form 1423. :

(2) The clause at 52.22_7’_-7013, Rights in Technical Data and Computer Software, shall
be included in every contract under which computer software may be originated, developed,
or delivered. That clause establishes the circumstances under which the Government

secures unlimited rights in both technical data and computer software, limited rights in

technical data, and restricted nghts in computer software. In negotiated contracts where the
clause at 52.227-7013, Rights in Technical Data and Computer Software, is required; the
provision at 52.227-7019,. !dentrfrcanon of Restncted Rrghts Computer Soﬂware shall be
. included in the solicitation. : ‘

¥
i
i

(3) Contracts under which computer software developed at private expense is procured
cr leased shall explicitly set forth the rights necessary to meet Government needs: and
restrictions applicable to the Government as to use, duplication and disclosure of_ the
software. Thus, for example, such. software may be needed, or the owner of such software
will only sell or lease it, for specitic or limited purposes such as for internal agency use, or for
use in a specific activity, installation or service location. In any event, the contract must
clearly define any restrictions on the right of the Government to use such computer software,
‘but such restrictions will be acceptable only it they will permit the Government to fulfill the
need for which such software is being procured. The recital of restrictions may be complete
within itself or it may reference the contractor's license or other agreement setting forth
restrictions. If referencing is employed, a copy of the license or agreement must be attached
to the contract. The minimum rights are provided in the Rights in Technical Data;and
Computer Software clause at §2.227-7013, and need not be included in the recital.

(4)"When computer Soitware developed er private expense is modified or enhanced as
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(i) demonstrates that the o_m_i_ssioti of the restrictive marking was inadvertent,

(u) establishes pursuant to subparagraph (d)(t) above that the use of the markungs‘ is
authorized, and

(m) relieves the Government of any liability wnth respect to such technicai data (see

Paragraph 27 403-3(a))

(3) !f technical data which the contractor is not authorized by the contract to tufrnish
with limited rights is received with restrictive markings, the technical data shall be used with

limited rights pending written inquiry to the contractor. If no response to an inquiry has been .

received within 60 days, or if the response fails to substantiate by clear and convincing
evidence that the markings were authorized, the cognizant Government personnel. shall

cancel or ignore such markings, notify the contractor accordingly in writing, and thereafter
may use such technical data with unlimited rights.

(V) if technical data which the contractor is authorized by the contract to furmsh wzth
limited rights is received with restrictive markings not in the form prescribed by the contract,
the technical data shall be used with limited rights, and the contractor shall be requ:red by
written notice to correct the markings to conform with those specified in the contract. If the

contractor fails to so correct the markings within 60 days after notice, Government personnei

may correct or cancel the markings, so notify the contractor in wrmng, and thereafter use the
_technical data accordmgty o -

:
i
!

(e) Technical Data Furnished on a Restricted Basis in Support of a Proposal. When
the contracting officer contemplates awarding a contract on a solicited or unsolicited pro_fposai
which was offered on a restricted basis (see FAR Section 5.413 and FAR Section 15.509), h
shail ascertain whether to acquire rights to use all or part of the technical data furnrshed wrth

the proposal. If such rights are desired, the contracting officer shall negotiate with the offeror
~in accordance with the policies set forth.in this Section 27.403. If the offeror agrees to fu_rnrsh
the technical data under the contract, the appropriate clause at 52.227-7013, Rigt-;tts in
Technical Data and Computer Software, shall be inserted in the contract, and the contract
shall ide_ntify the technical data to be covered by the clause as provided by Section 27.410.:

() Delivery of Technrcat Data to Foreign Governments. As provrded in the defmltlon of
limited rights in Section 27.401, limited rights include the right of the Government to deliver
the technical data to foreign governments as the national interest of the United States may
require, subject to the same limitations which the Government accepts for itself. When the
Govermment proposes to make technical data subject to limited rights available for use by a
foreign government, it will, to the maximum extent practicable, give reasonable notice thereof

‘to the contractor or subcontractor who generated the technical data and whose hame
appears thereon 27.404 Acqu:srtron of Rights'in Computer Software.

27.404'-1. Palicy.-

() The Government shall have unlimited rights in:
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(2) No such advice shall be requrred as to items, components, or processes for wh:ch
_ notrce was previously given pursuant to the predetermination procedure in the same contract,
or with respect to standard commercial tems which- are manufactured by more than one
source of supply. No contracting officer approval under this clause is necessary for the
contractor to use any item, component, or process, idenimed pursuant to this requu'ement in
the performance of the contract. : o o )

(3) If the contracting officer agrees that under the policy stated in paragraph (c) above
_ such technical data would be subject to limited rights, he may then determine whether to
invoke the procedure of paragraph (f) above, to negotiate for the purchase of unlimited rights

in such data or to adopt other suitable alternatives. The contract shall be amended to r=f|ect
any changes requrred by these procedures _ -

27.403-3 Procedures.

- (a) Deviations. Extension of the six-month pericd of subparagraph 27.403-3{d)(2)
below shall be processed under the authority of FAR Section 1.403. 0Other deviations to
- Section 27.403 and from the clauses prescribed for use herein shall be processed in
. accordance with the procedures in FAR Section 1-404 : '

(b) Es_tablishi'ng.the'Govemment's Rights to Use Technical Data.

All technical data specified in a contract or subcontract for deliveiy thereunder shaaii be
acquired subject to the rights established in the appropnate Rights in Technical Data clauses.
Except as provided in FAR Section 48.105 and in FAR Subpart 36.6 no other ciauses
directives, standards, specifications or other implementation shall be included, directly ior by
reference, 1o enlarge or diminish such rights. The Government's acceptance of technicai
data subject to limited rights does not impair any rights in stsch data to which the Government

 is otherwise entitled or |mpa|r the Government s raght 0 use srmilar or identical data acqurred
~ from other sources. : - : :

(c) Marking of Technicf:'el Data. - |

(1) Technical data delivered to the Government pursuant to any contract requ:rement
shall be marked with the number of the prime contract, except as provided, in Subparagraph
27.434-2(c)(2), and the name of the contractor and any subcontractor who generated the
technical data. Each piece of technical data submitted with limited rights shall also be
marked with-—-

' (i)'th_e authorized restrictive iegend,-'_ _

(ii) an indication (for example, by crrcling, underscoring, or a note) of that portion of the
- piece of technical data to WhICh the legend is appiscable and

(iii) an explanation of t_he indication _used_to_idehtify_iim_ited rights daia. n

DoD FAR SUPPLEMENT 144




DAC #84-1, 1 March 1984

{i) delete or modify the requrrement for the technical data |n which the Goverrment

) would need unlimited nghts if it were ordered or

(i) modify the spemflcatlons so as not to require or permit the use of the atem,
component or process covered by the limited rights data; or :

(i) include a contractual option to acquire unlimited rights. (3) When the
predetermination of rights in technical data procedure is to be used, include the provision at
52.227-7014, Predetermination of Rights in Technical Data, in the Request for Proposals.

(4} If completion of predetermination proves impracticable before award jor if
contractual requirements relating to desngn or technical data items are changed dunng the
course of a contract, an appropriate provision shall be included in the contract, requiring the
contractor to complete the identification of limited rights with respect to that technical data
listed in the solicitation for which predetermination was proposed or to identify limited rnghts
techmcal data relatmg to the changed requrrements ;

{e) Suboontracts ltis the pohcy of the Depanment of Defense that prime contractors
and higher-tier subcontractors shall not use their power to award subcontracts as economic
leverage to acquire rights in the technical data of their subcontractors for themselves

" Accordingly, a subcontractor who would have the right pursuant to paragraph (c) above to
furnish technical data with limited nghts may furnish such limited nghts data directly to the
Govemment rather than through the prime contractor. : i

H {.
(f) Specific Acquisition of Uniimited Rights in Technical Data. -%;
: . E
(1 Notwﬂhstandmg paragraph {c) above or any other provision of this subsection the
Government may acquire unlimited rights in any limited rights technical data by means of
negotiation with an individual contractor or subcontractor, or as a part of a competition among
several contractors or subcontractors. | Such individual negotiation or competltlon may be
conducted either by the Government, or upon Government request by the prime contractor or
higher-tier subcontractor. . Such unlimited rights in technical data shall be stated m the
contract schedule as a separate item and shall be separately pnced Unlimited rlghts in
technical data shall not be acquired under this paragraph unless it is determined after a

finding upon a documented record that component, or process to which the technrcal data
‘ perta:ns S '

(ii)_there_ is no s'uitabieiitem. oomponent or process of altemate design or availabilitfy;

(m) the nem or component can be manufactured or the process performed through the
use of such technical data by other competent manufacturers, without the need for additional
technical data which cannot be purchased reasonab[y or is not readily obtained by other
economic means and N _

(IV) -anticipated net savings in reprocurements will exceed the acguisition cost cf the
technical data and rights therem '
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(3) At the same time, acquiring, maintaining, storing, retrieving, and distributing

technical data in the vast quantities generated by modern technology is costlyand
burdensome for the Government. For this reason alone, it wotld be necessary to control
closely the extent and nature of technical data procurement.. Such control is also necessary
to insure Government respect for its contractors’ economic interest in technical data relating

to their privately developed items. The poilc:es and procedures of this subsection are framed
inthe lrght of these consrderatlons ' P

27.403-2 Policy.
(a) General.

(1) itis the pohcy of the Department of Defense to acquire only such technlcal data
rights as are’ essentlal to rneet Government needs _ :

(2) '|n deciding whether to acquire'technical data for future acquisitions so that all such
acquisitions can be made on a competitive ba3|s tc the maximum practlcable extent; the
provisions of this section shail govern.

(b) Unlimited Rights Technical Data. Technzcal data in the following categories shalt be
acqurred with unlimited rlghts . :

(1) Technlcal data resulttng drrectly from performance of experlmental developmenta!
or research work which was specified as an element of performance in a Government
contract or subcantract;” : _

(2) Technical data necessary to enable others to manufacture ‘end-items, components
and modifications, or to enable them tc perform processes, when the end-items, components
modifications or processes have been, or are heing, developed under Government contracts
or subcontracts in which experimental, developmental or research work was specified as an

element of contract performance, except technical data pertalmng to items, components or
processes developed at pnvate expense;

(3) Technical data' prepared oF required to be delivered under any Government contract
or _subcontract and constituting corrections or changes to Government-furnished data.

{4) Technical data pertaining to end-items, components or processes, prepared or
required to be delivered under any Government contract or subcontract, for the purpose of
identifying sources, size, contrguratlon mating and attachment characteristics, functional
characteristics and performance requirements (“form, fit and function” data, €.g., specmcat:on
control drawmgs catatog sheets, envelope drawrngs etc) .

i

(5) Manuals or rnstructnonal materials prepared or required to be delivered undér a
Government contract or subcontract for mstaﬂatlon ‘operation, marntenance or trarmng
pumposes; and : :
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(a) The exclusive rights provided by section 106 shall, with respect to the works specified
by subsection (b) and the activities specified by subsection (d) be subject to the conditions and
limitations prescnbed by this section.

(by Not Iater than thirty days after the Copyright Royalty Tribunai has been constituted in
accordance with section 802, the Chairman of the Tribunal shall cause notice to be pubhshed in
the Federal Register of the initiation of proceedings for the purpose of determining reasonable
terms and rates of royalty payments for the activities specified in subsection {d) with respect to
* published nondramatic musical works and published pictorial, graphic, and sculptural works ...

CHAPTER 2. - COPYRIGHT OWNERSHIP AND TRANSFER

. Section 201 - Ownership of Copyright

(a) Initial Ownership. Copyright in a work protected under this title vests initially in the
author or authors of the work. The authors of a joint work are co-owners of copyright in the work. -

(b) Works Made for Hire. In the case of a work made for hire, the employer or other
person for whom the work was prepared is considered the author for purpases of this title and,
unless the parties have expressly agreed otherwise in a written instrument signed by them, owns
alt of the rights comprised in the copyright. '

(c) Contributions to Collective Works. Copyright in each separate contribution to a
callective work is distinct from copyright in the collective work as a whole, and vests initially in the

author of the contribution. In the absence of an express transfer of the copyright or of any nghts
under it, the owner of copyright in the collective work is presumed to have acquired only the
privilee of reproducing and distributing the contribution as part- of that pamcu!ar collective wo 'k,
any revisign of that collective work, and any Iater collective work in the same series.

_ (d) Transfer of ownership.:

(1) The ownership of a copyrlght may be transferred in whole orin part by any means of :
conveyance or by operation of law, and may be. bequeathed by will or pass as personal property _

by the applicable laws of intestate succession.

{2) Any of the exclusive nghté cdmpnsed in a copyright, mcludmg'any subdivision of any .of
the rights specified by section 106, may be transferred as provided by clause (1) and owned

separately, The owner of any particular exclusive right is entitled, to the extent of that nght to .;Il '

of the protection and remedies accorded to the copyrtght owner by this mle R

{e) lnvoluntary Transfer.

(7 S

When an individual author's ::deers:hip of.a cdpyfigﬁ_t, or of any of the exclusive right
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Section 105 - Subject Matter of Cooyrig ht: United States Government Works

Copyright protection under this title is not available for any work of the United State

Govemment, but the United States Government is not precluded from. recelvmg and holding " -

copyrights transferred to it by assignment, bequest or otherwsse :

S,ectioh 106 - Exclusive Rights ih Copyrighteo Works :

e

Subject to section 107 through 118, the owner of copynght under this title has the exclusive
rights to do and to authorize any of the foilowrng

(1) to repr‘oduce the copyr:ighted.w'o'rk in copies or phonorecords;

(2) to prepare derivative works based upon the copyrighted work;

(3) to distribute copies or phonorecards of the copynghted work to the pubhc by sale or ;

other transfer of ownership, or by rental, lease, or

{4 in the case of literary, musical, dramatic, and choreographic works, pantomimes, anc_}.

motion pictures and other audiovisual works, to perform the copyrighted work pubiicty; and

(5) in the case of literary, musical, dramatlc and choreographlc works, pantomimes, and

pictorial, graphic, or sculptural works, including the individual images of a motion picture or other.

audiovisual wark, to d:splay the copyrlghted work publlciy

Section 107 - Limitations on Exclu_siv'e Hights: Fair Use

Notwithstanding the provusrons of section 106 the fair use of a copyrighted work, including
such use by reproduction in copies or phonorecords or by any other means specified by that

section, for purposes such as criticism, comment, news reporting, teaching (including multrple-

copies for classroom use), scholarship, or research, is not an infringement of copyright. In

considered shall include -

determining whether the use made of a work in any partrcular case is a fair use the factors to be: :

(1) the purpose and character of the use including whether such use is of a commercra
nature or is for nonproftt educationa! purposes;

-(2)- the nature of the copyr'rghted work_-,'

(3) the amount nd substantralrty of the portlon used in relatton to the copyrlghted work as ag :

whole; and
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The “United States”, when used in a geographical sense, comprises the several States, the

District of Columbia and the Commonwealth of Puerto Rico, and the organ:zed terrltones under

the jurlsdxcnon of the United States Government

| A "useful article" is an article having an :nstransuc utilitarian function that is not merely to
portray the appearance of the article or to convey information.  An amcie that is normally a part of
a useful article is considered a useiul article”.- _

The author's "widow" or "widower" is the author’s surviving spouse under the law of the
author's domicile at the time of his or her death, whether or not the spouse has later remarried. |

A "work of the United States Govemment is a work prepared by an ofﬂcer or empioyee of

the United States Government as part of that person’s off:c:al dut|es
A "work made for hire" s

(1) awork prepared by an employee w;ithin the scope of his or her employment; or

(2) a work specially ordered or commissioned for use as a contribution to a collective -

work, as a part of a motion picture or other audiovisual work, as a translation, as a supplementary
work, as a compilation, as an instructional text, as a test, as answer materiai for a test, or as an
atlas, if the parties expressly agree in a written.instrument signed by them that the work shall be

considered a work made for hire. For the purposes of the foregoing senter, a “supplementary
work” is a work prepared for publication as a secondary adjunct to a work by ancther author for -

the purpose of introducing, concluding, illustrating, explaining, revising, commenting upon, or
assisting in the use of the other work, such as forewords, afterwords, pictorial illustrating, maps
charts, tables, editorial notes, musicai arrangements, answer material for tests, bibliographies,

appendixes, and indexes, and an "instructional text" is a literary, pictorial, or graphic work

prepared for publication and with the purpose of use in systematic instructional activities.

~ Section 102 - Subject Matter of Cdﬁyright: In General _

{a) Copynght protection subsnsts in accordance with this title, in original works of
authorship fixed in any tangible medium of expression, now known or later developed, from which
they can be perceived, reproduced, or otherwise communication, either directly or with the aid of
a machine or device. Works of authorsh:p include the followmg categories:

(1) literary works;
~(2) musical works, including any. accompanymg words
(3) -dramatic works, including any accompanying music;
{4) pantomimes and choreographic works;
{5) pictorial, graphic, and sculptural works;
{6) motion pictures and other audlowsual works and
(7). sound recordlngs '

{b) I_n no case does copyright protection for an original work of authorship extend to any
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A work is "created” when it is fixed in a copy or phonorecord for the first time; where @ work -

is prepared over a period of time, the portion of it that has been fixed at any particular time

constitutes the work as of that time, and where the work has been prepared in different vers:ons
each version constitutes a separate work. !

%

£

A "derivative work" is a work based upon one or more preexisting works, such as a
translation, musical arrangement, dramatization, fictionalization, motion picture version, -sound

recording, art reproduction, abridgment, condensation, or any other form in which a work may be '
recast, transformed, or adapted. A work consisting of editorial revisions, annotations,

elaborations, or cther moditications whlch as a whole, represent an original work of authorship, is
a "derivative work"

A "device", "machine”, or “proéess" is one now known or later developed.

To "display" a work means to show a copy of it, either directly or by means of a film, slide,
television image, or any other device or process or, in the case of a motion picture or other
audiovisual work; to show individual images nons_equentially.

A work is "fnxed" ina tangnble medium of expression when its embodiment in a copy or
phonorecord, by or under the authority of the author, is sufficiently permanent or stable to permit
it to be perceived, reproduced, or otherwise communicated for a period of more than transitory
duration. A work consisting of sounds, images, or both, that are being transmitted, is “fixed" for
purposes of this title if a fixation of the work is being made simuitaneously with its transmission. |

The terms "inciuding“ and "suc:h as" are illustrati\fe and 'hot limitative.

A "joint work" is a work prepared by two or more authors with the intention that therr
contributions be merged into mseparabie or interdependent parts of a unitary whole. .

i
i

"Literary works" are works, other than audiovisual works expressed in words, numbers, d’r
other verbais or numerical symbols or indicia, regardless of the nature of the material ob]ects

such as books, periodicals, manuscripts, phonorecords, film, tapes, disks, or cards, in which they
are embodied. _ '

"Motion p:ctures are audiovisual works consnstmg of .a series of related |mages which

when shown in succession, impart an impression of rnotlon together with accompanylng sounds& ‘

1)

if ary.

To perform a work means to recite, render, play, dance, or act it, either directly or by
means of any device or process or, in the case of a motion picture or other audiovisual work, to
show its |mages in any sequence or to make the sounds accompanying it audible.

"Phonorecords" are material objects in which sounds, other than those accompanying a
motion picture or other audiovisual work, are fixed by any method now known or later developed,
‘and from which the sounds can be perceived, reproduced, or otherwise communicated, either
directly or with the aid of a machine or device. The term "phonerecords" includes the material
object in'which the sounds are first fixed.
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Because of the DoD's position as a world leader in supporting the development and .use of '
software technology, DoD has had the ‘misfortune of confronting a great many software problems 6
before they have rippled through other pars of the national economy. Unquestionably, thls- -
creates some difficulties for DoD, and places the DoD in the position of dealing with. chalienges

that are often without precedent, a difficult task indeed. On the other hand, this situation nges :
the DoD a unique opportunity to influence the direction of the software industry in the future. By :
addressing the many challenges placed on its. doorstep by the software industry, the DoD can
claim a strategic position on the leading edge of= the development of software technology. '

=
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regarding trademark rights in words such as Ada by properly registering the mark and complyin
with the r'equirements as discussed in Chapter 8. Further, it would be relatively easy for the Do
to address any issues related to the need for a derivative works right by maktng some adjust
ments to its deftnmon of "unlimited rtghts

As has been noted throughout this report, the DoD acquisitien regulations are in need of sorne .
revision so as to make them more consistent with the realities of modem. commercial practice as ‘

well as the precepts of inteltectual property law. A clearer, more succinct defineation of the
various rights packages available, and of the situations to which they apply, would be a substan-
tial- |mprovement The reguiatlons could be shaped so as to allow-the DoD to more easily enter
escrowing and long term maintenance agreements where necessary and appropriate in order to
secure documentation, tools, CAD/CAM programs and the like which would otherwise remam
unavailable to the DoD. In general, the software/data rights regulatlons could be revised so as to
better reflect the economic realities of the software industry as well as a better appreciation gf

software technology. It is time to stop treating software and its documentation similar to the wafy _'

DoD treats technical data. The economics of the software industry are simply too different froﬁn
the economics of the technical data situation for the legal rules to be the same. The po[iéy
reflected in the newly proposed FAR Subpart 27.4 [66] would provide DoD a good starting pount
toward devising such a regulatory policy statement. A further advantage of addressing DoDs
software licensing problems through regulations is that such changes could be made wnhout
resort to legislative or litigation acttwttes

13.2.2 DoD Policies With Respect to RFPs and"Proeurement Practices

~ DoD could also do much to improve its own internal policies as to the preparation of RFPs, an
other aspects of DoD procurement practices. The Depantment could take steps toward greate
standardization, and increased emphasis on maintenance!enhancement' issues at an early stag
of the procurement process (as was discussed in Chapters 2 and 3). Moreover, this is an area i
which DoD has substantial control-since it would not be limited by the notice and comment: re
quirements which would accompany the adoption of new regulations.

13.2.3 Legislative Reforms and Court Action

The DoD could use its powerful lobbying abilities to seek legislative changes if it thought this
necessary to improve its position in the software/data rights procurement area. Areas of _focu':s
might include the changes to the Contract Disputes Act to shunt all data rights disputes into thi:s
framework so that injunctive relief would be unavailable to contractors in software disputes (see
Chapter 9) or the Copyright Act to get software exempted from the Section 105 preclusion agamst
direct government ownership of copyrights (see Chapter 5). Similarly, the government could
target certain areas for emphasis by its legal staff. Test cases could be sought in an effort to pu__t

forward legal theories which DaD feels are important. Resources could be focused in these -

=

areas in an effort to maximize the chances that DoD would prevail as fo these legal theories.
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accessible and knowledgeable supervisors, and they should be paid reasonably. In other words,
they should be accorded working conditions that are not seriously disproportionate to those of
their counterpans in private industry. Good procurement regulations don't help unless you have
experienced, well-trained, and dedicated people performing the acquisition work. Good peop_'_e

can work around problems with the procurement regulations. If, on the other hand, DoD con-

tinues to lose its best people to industry due to low employee morale, inadequate job preparation

H

undesirable. working conditions, low pay and so on, then it will probably also contmue to fare -

_ badlyinits deallngs with mdustry in the area of software/data nghts procurement

13.1;2 Encouraging Employees to Specialize in the Software/Data Rights Area,

As has been illustrated throughout this report, 'the acquisition of software, data rights and oth ar
~ computer related technology is one of the more complex and specialized areas with which DoD
personnel become involved (see Chapter 3). Consequently, it would be beneficial to DoD to have
some personnel who are sufficiently specialized in this area that they would be adept with the
intricacies and subtle nuances of software technology. It is also difficult, if not |mposstble forﬁa
legal generalist to acquire sufficient knowledge of intellectual property and software/data rtghts

LR

issues to be able to perform well in negotiations or legal conflicts with industry people, many pf -

whom are specialized in those particular areas. In particular, DoD would probably benefit sig-

nificantly if it encouraged more of its attorneys to specialize in the intellectual property area, with

some of these focusing their efforts on software/data rights tssues

13.1.3 lnternal Communications

The DoD might also do well to devote more of its resources to. finding strategtes which wouid
improve internal communications within DoD, and within and among the services and defense
related industries. Better feedback mechanisms, whereby individuals are informed not only of
problems which arise in the course of sottware/data rights acqu:smon but also of approaches
which seem to work well, are needed. in addition, communication as to what software/data rtghts
resources are already available within the Department wouid be useful. QOur research uncovered

situations in which the same software or data rights had been purchased on more than one _

occasion because of the lack of any mechanism whereby the availability of the software or data

rights could have been communicated to others within the Department. Some form of library Er '
cataloguing system might even be advisable as a means of encouraging that DoD take advan- :
tage of the reusability of certain software, and of communicating that DoD already possesses _
certain data rlghts and there is no reason, therefore, to purchase them again. These are matte’rs Q

which rt |s certalnly well wrthm the control of DoD to address.

13.1.4 DoD - Industry Communications

In the course of preparing this report we spoke wrth many mdw:duals, from bath government artd
industry, who piay some role -in the sottware/data rights procurement process. We noted that

representatives of both mdustry and government are: quick to acknowledge that there current'ty
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!12.2.1 Government Funde_d_: Deve]opment of Mask Works/Chip Designs

We have not spoken with anyone in the Defense Department who is directly involved in govern-
ment funding of chip designs. We are aware of the VHSICs program and we have reason 3to
believe that some govermment funding of chip designs is ongoing. Because of this, some formal
DoD policy on ownershlp and the extem of rights in chip desagns would seam to be appropriate.

12.2. 2 How DoD Mlght Obtain Ownershlp of the Mask Work

Like the copyright law, there is a provision in the chip law that mask works created by thé Unlted
States government can not be protected under the chip law. Again like the copyright law, the cryp

law provides that the United States government is not precluded from receiving or holding ex :
clusive rights to mask works by assignment, bequest or the like. Because of the similarity in the

wording of the copyright and chip law provisions, it would seem to make sense for the goveﬁn-

ment fo require, if it wanted to own the chip design, the developing firm to get a mask work .

certificate and to assign it to the government rather than to try 1_6 use an approach similar to thiat
reflected in the DoD special works clause. (See Chapter5.) ' i

E)
!
i
)

12.2.3 How DoD Might Obtain Other Rights to the Mask Work

If the government wants to allow the chip desrgner whose work it might be fundmg to retam
ownership of the mask work and wants to obtain unlimited rights or other license rights to use
disciose or duplicate the chip design, the DoD FAR SUPP would have to be amended. Tﬁe
standard data rights clause presently in place refers only to technical data and software. The

government may also want to give itself the right to dlstrlbute the protected chips, if the defmmcfn :

of unlimited nghts is not certain o include it.

Chip designs are not typlcally held as trade secrets once the chnp has been sold into the
marketplace because. "publication” of the chip prevents the design from being held as a trade
secret. This makes the proprietary rights provisions of the standard data rights clause in-

appropriate for use in a contract involving acquiring rights in chip desrgns Technical data about :

the process of manufacturing the chips however, might Stl" present the same acquusrtlon con-
cerns as are assocrated with other techmcal data. ' :

12.2.4 Government Purchase of Infringing Chips
(a) Purchase for Government Use Onlv

Persons (including the government) who buy "pirate” chips or who buy equipment which contains
"pirate” chips for their own use will not be liable under the chip law to the person who owns the
mask right in the chips. This means that in the ordinary case where the government might buy

equipment for its use (and its use alone) the government will not be liable to the chip manufac- -
turer if one of its contractors has used "pirate” chips in performance of a contract {o develop the :

equipment. [t is irrelevant whether or not the government knows _that the contractor was us:ng
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federal laws which contradict the provisions of the U.C.C., courts have increasingly applied
U.C.C. principles as a statement of the modern law of contracts to be used in federal contract
cases as well (United States v. Conrad Publishing Co. [28]). Implied warranty liability undér
U.C.C. principles has been imposed in prior government contract cases (see e.g., Appeals of

Reeves Soundcraft Corp. [18] in which the Armed Services Board of Contract Appeals upheld th:é

‘government's right fo refuse to accept a delivery of_magnetic'_tape claiming the tape did not meet

the standards set by the parties to the contract. An implied warranty was found, applying prir?-
ciples of the U.C.C. and the Uniform Sales Act as guides to federal law in the area of implied

warranties). It would surely not seem reasonable that the government be accorded less warranty
protection than any other commercial customers of a seller. Under the U.C.C., implied warrantles -

of merchantability automatically arise in every transaction involving a merchant-seller ( [71] sec

2-314) {unless appropriately disclaimed) and an __lmplled warranty of fitness for a patrticular pug—
pose will be enforceable if the seller has reason to know of the buyer's particular purpose for the
software and that the buyer is relying on the seller's expertise in choosing or designing the correét
software (see [71] sec. 2-315). Therefore, if the software doesn't perform correctly and there |s
not an explicit disclaimer of implied warranty protection, there would seem to be some basis for i"a
government claim of implied warrantles as to soﬂware dehvered to it, aithough in many cases

there may be a dtsclalmer g.,

And flnaily, software can be reused The reuse of software further complicates the warranty 1

situation in that the reused modules will often be subject to separate and distinct warranty prow-

sions in themselves. The effect of the reuse on the warranty which applies to the module, and '
the effect of the reuse on the ummate product are dnfficult quest:ons which add to the lack of

clanty as to this |ssue
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of a piece of software (e.g., control over making derivative work) as compared with the whole of 3

piece of hardware. This means that it is even easier to get into a "sole source" arrangement as to

software than as to hardware. Because the government is becomlng ever more dependent on:

software, this has to be a serious concern.

Moreover, because software englneerlng is still in early stages of development, it is generally’;E
more difficult to specify how software (as compared with hardware) should be developed 1‘or"=
particular functions and to estimate the costs and development schedule for it. Software is atso;
virtually “invisible" as compared with: hardware, which means that it is more difficult to detect n‘i
someone delivers very similar or nearly identical software on a second development contract-
And "invisibility” means that it may be more difficult, as a general matter, to detect defects rn:
software or to know how to fix them. ‘once the defect is known. Again, because software en-i
gineering is a developing art, software i is likely to contain a lot of undetected defects that will need§
to be corrected while in the user's possession. Unlike hardware, software is readily changeablei

new capabilities can be added without substantial additional plant or materiai costs. Al it takes is

labor. All of this tends to make sottware maintenance and enhancement a much bigger part ot

software Ilfe cycte planmng than is the case wrth hardware

11, 1 2 Software and Techmcal Data

Software and technical data are srm:lar in being recorded rnformatron They are also allke in that
both are often held as trade secrets and licensed under restrictive conditions, rather than being -
sold in the marketplace. Loss of the secrets may undermine or destroy the firm's commercial
advantage. Both are also capable of being claimed as unpublished copyright material. Bath
involve modest production costs in themseives once the techno[ogy they embody has been

developed. Both are difficuit to price wrth any precrsron Because the material costs are low (i.e,

what it costs to do a drawing on paper, what it costs to make a second copy of software), the. -
govern_ment_often thinks the price oug_ht to be low. Because it is the valuable technology that
they embody that the firm wants to protect and exploit, industry tends to price them high. With

both, somstimes crucial information necessary for maintenance or enhancement of the item to
which they pertain may not be readily apparent from examination of the paper or disk; rather it

may be stored away in the memory of some engrneer who designed it. Ongoing service contracts;

are sometimes necessary to be able to gain access to that expertise. .

Where software differs from techntcal data is in being an “end.ttem" in itself. Software is a_eE

product that will perform machine functions, whereas technical data is merely information about a
product. As an end item, software. wrtl more likely be a product with a commercial market

whereas technical data will often not be sold or lrcensed to anyone but the government. When§
altered, software will perform differently, as compared with teohmcal data which will simply reflect.
a new confrguratlon Software also requrres an envrronment of equrpment and other software to:

be eﬁectrve
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10.5 Ability of DoD Personnel' to Make Use of Electronic Access Material

Another difficult question is whether the government can effectively make use of on-screen tech
nical data for maintenance/enhancement purposes. Some to whom we have spoken have -

doubted that government personnel have the "know- how" to make appropriate use of CAD/CAM

programs and technical data they may contain. CAD/CAM programs tend not to be very "user- _

friendly.” Not being able to find material they, need, or even realizing it is accessible via the
electromc access to the CAD/CAM creates a reat-world problem for government personnel. A
contract with.the CAD/CAM purveyor to suppty training or "know how" on an as needed basis
might answer some of these problems : 5

We understand that the Air Force has begun to encourage the deiwery of techmcal data v:a

electronic media. At least some Air Force policy makers seem to feel that electronically acces_

sible technical data is preferable to data delivered in more tradttlonal pdaper form. Electronic data

allows for easier storage, and over time, as electronic media are increasingly used for such data
it will hopefully become easier for personnel to use.

10.6 Conclusion.

CAD/CAM programs are a valuabie technology that DoD should encourage, even i 1ndustry may

only be willing to provide access to the CAD/CAM, not a physical copy. As long as the govern-
ment has assurances that its access to the original CAD/CAM program will not be cut off
electronic access to CAD/CAM may actually provide some benefits over physical delivery of tech-
" nical data. At any rate, the government should think through its policy in this area and determlne

what type of arrangement, consistent wnh regulatory requurements will protect its mterests m
access to CAD/CAM. ‘ : : ;
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and often not even the executable code - to the government. Contractors seem to be concemed
that providing the CAD/CAM to-the govemment might endanger the commerciai value of the
program. Qur information is that some of these contractors may, however, be erImg to supply
the government with an access code through which the government will be able to gain remote
access to the firm's CAD/CAM system for a parttcular component or praduct on an "as needed“
basis. Further, our information is that these contractors may even be willing to allow the govern-

ment to make a printout of a partlcular component des:gn that may appear on the termmali

screen.

Such an access arrangement would, however, raise some important questions and concerms.
The primary question is whether such limited electronic access to CAD/CAM programs used jin
the development of products the government is using would be sufficient to meet the main-
tenance and enhancement needs of the govemment for that product '

10.2 Aceess' to the Original CAD/CAM P'rogram Neéded

Because of the substantial commercial value of such programs, contractors are constantly chang-'

ing --- amprovmg and refining --- the CAD/CAM programs which they have developed, so as to
make those programs even more valuable. . The life cycle of components used by DoD is very
often as long as 20 years. Clearly, software industry people cannot be expected to keep theur

CAD/CAM programs the same for the life cycle of components. Indeed, our understanding is that _

some CAD/CAM programs are changed almost daily. .

An arrangement aIIow:ng access to a CAD/CAM program for maintenance/enhancement would
. present some clear dangers for.the government. Under such an amrangement, it would be the
contractor which controlled the program, and: it would be the contractor which would be in.a
, posrtton to determine whether the program would be changed. For the CAD/CAM pragram to be
adequate for the government’s maintenance and enhancement needs, the government wou Id
need an expltc:t agreement that the original CAD/_CAM program would remain available fo it.

10.3 The Need for Irrevocabte"Accese

Another critical consideration regardmg access arrangements for DoD would be: what assurance

will the government have that its access to the CAD/CAM would not be cut off? For exampte _

what happens if the government has a dispute with the vendor and, in retaliation, the vendor
changes the access code to the CAD/CAM, thereby cutting off the government's access to the
program. The control of access to the CAD/CAM program femains with the vendor in this type | of
accessing arrangement. The government would, at the least, want to get a contractual agree-
ment from the vendor that access to the CADICAM whether through change of the access code
- or otherwise, could not be terminated. Escrowmg the CAD/CAM program with a neutrat thlrtj-
party mtght be another way to protect the government s interests. :
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an injunction to issue, it directed the lower court fo "grant such nen-monetary relief as it finds
appropriate.” The Megapulse decision has many government lawyers worried.

The Megapuise decision has been cited appravingly in other cases including B.K. Instrumeri;. Inc.
v. United States, [21]; Willlams International Corp. v. Lehman ( [51]; and Spectrum Leasing {po_rp.
v. United States[45]. Between these cases the Supreme Court decided another case which
some. DoD lawyers have thought to be somewhat helpful to the government’s argumeni that
Megapulse should be overruled. That case is Mensanto Corp. v. Ruckelshaus {44]. Monsanto
complained of the EPA's decision (under an authorizing statute) to release valuable mformatlon
about Monsanto’s pesticides to Monsanto's competitors. Monsanto argued that this was a taklng
of property without just compensation in violation of the Fifth Amendment to the Const:tutlon As
to one of the three time periods involved, the Supreme Court found that there may have. been a
"taking” .of the trade secret through a decision to release the data, which would requure just
compensation to be awarded to Monsanto. However, the Supreme Court heid that equrgable
relief was not available to enjoin the taking of the trade secret for a public use which was:*dufy
authonzed by faw; a Tucker Act claim of monetary damages would be the only remedy avaxlab!e

The Williams International case discusses the implications of Monsanto on the wablilty of
Megapulse. Williams International invelved a subcontractor who was complaining of the Navy S
decision to remove restrictive legends on its drawings submitted to the prime contractor who in
turn submitted them to the Navy. In Williams International, the government relied on Monsanto

for the proposition that injunctive relief was unavailable in any case where the government 'téok“
- a trade secret. The government argued that Megapulse had implicitly been overruled by-the
Supreme Court in Monsanto.. The court in Williams International disagreed. Although decadtrg in
favor of the government on the merits of the controversy, the court found that Megapuise hadgnot
been overruled by Monsanto. A difference the count found significant between the Megagu!se
and Monsanto situations was that in Monsanto there had been specific legisiative authorization
for the agency’s release of data such as Monsanto’s. Congress therefore had intended to .ex-
ercise its eminent domain powers if necessary to achieve the release, whereas there was no
similar authonzatton as to the subcontractor's data in Williams Internatlona!

9.2.2 Application to Subcontractors and Primes’

Another reason the court in W‘lllams International decided that an injunction could issue agan_hst
the government in a data rights dispute of that sort was that the subcontractors were unable{ to
directly bring suit against the government under the Tucker Act or make use of the Contract.
Disputes Act because there was no privity of contract between them and the Navy. The. ap-
plicable regulations do not provide a mechanism by which subcontractors can use the mtemal_
appeals process for contract disputes with primes. {66] 44.203(c) and 52.233-1, Disputes.) '

The DoD Authorization Act of 1985 [52] may provide somé additional huffer against injunctiye
relief in at least some future disputes between the government and subcontractors over

proprietary rights in material dellvered under contract. Secﬂon 1216 of that Act, now embodied :in ,

[57] sec. 2321(e ( ) states:
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9.1.6 Taking Trade Secret Software by Eminent Domain

Trade secrets have been held o be property-whi'ch is protected by the Fifth Amendment of tl'fe
Constitution. This Amendment prohibits the government from taking private property without due -
process of law or without just compensat:on (Ruckelshaus v. Monsanto [44]). It appears unluke’ly :

that the Defense Department can exercise the power of eminent domain tg take trade secrets
without some explict authorization from Congress (see e.g., United States v. North American Co
[39], indicating the need for Congressional authonzatlon to effect a vaiid taking under the
government's emment domain powsrs). - ‘

Section 1498 impliedly authorizes the DoD to take patents and co'pynghts for public use (Leesorle
Corp. v. U.S. [35]). The court in that case declared that when the government infringes a patent, ‘It'

has "taken" a patent license under an eminent domain theory based on the implied power of -

Section 1488, _ , . _ l

It is not clear that this same analysie could be. applied to a taking of software which is protecteid
as a trade secret. There does not appear to be any law that, either expressly or impliedly, would _

grant the government broad power to take trade secrets whenever the DoD feels it is necessary.
Although regulations which are promulgated by the heads of departments have the force and

effect of law (Caha v. United States [22]) it seems doubtful that DoD could grant itself the power

to “take" trade secrets. From the present interpretation of the law, this power probably requnre
some type of legislative authority from Congress.

9.1.7 Liability of Government Employees tor Unauthorized Disclosures of Trade
Secrets

If a government employee dlscloses trade. secret. or confidential information of a prlvete flrm
without authorization, that employee may be prosecuted by the government under the crlmmal
provision of the Trade Secrets Act [69]. The Trade Secrets Act does not create a private rlght of
action which would allow the private firm to sue the government to enjoin any disclosure in wola-

tion of the statute (Chrysier v. Brown [26]) but the statute has been construed to provide a stan- .
dard by which to judge the legality of proposed agency disclosures. One court has construed it to -

create a federal law right of non-disclosure (Chevron Chemical Co. v. Costle [25]).

9.1.8 Injunctions Against Particular Government Employees

Another important question is whether a government employee mtght be enjoined against use of :

certain software in the course of his ‘employment, even if the government itself could not be
enjoined. An example was given of a lab director who was asked to sign a restrictive llcense

agreement with a software company. This license agreement was not made part of the contract :
which was signed by the contracting officer and did not contain the minimum rights required |n :

software contracts. If the lab director had violated the agreement, the company could not sue the
“government because the lab director, who was not a’ contracting officer, had no authority to bll'ld
the government to such an agreement {see e.g., Utah Power & Light Co. v. Unrted States
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9.1.1 Forcing an Election.of Copyright

Software is copyrightable subject matter (Apple Computer, Inc. v. Franklin Compoter Corp. [19]2.

Because software Is copyrightable and because copyright protection attaches to originai works of :

authorship from the time of their creation ([59] sec. 302(a)) some government lawyers have
thought that the government would be able to use sectlon 1498 as.a shield against an m;unctlon
in any software dispute. ' : - L I o

It is an’intriguing theory, but there are some problems with it. There does not seem to be a

precedent that would support the theory that an infringer can force the owner of an unpubllshed
work to opt into the copyright system and forego trade secret protectlon just so that the mfrmger
can avoid an injunction. Indeed, the Supreme Court decision in Kewanee Oil Co. v. Bicron Corg
[34] indicates that a company has the right to choose whether to rely on trade secret protection
instead of seeking a patent. Presumably, the Court would hold similarly as to copyrights. :

2
P
2..

The theory would also seem to' prove too much. If right, it would mean the government cou{d
reiease any or all technical data it possessed, regardless of its restrictive legends, because v:r
tually all of the things that quaiify as "technical data” would also qualify as "original works of
authorship” under the copyright law. It would ot be just as to software that this theory would

apply. There would be, then, no company trade secret which the government could not gi\ie _
away. lt is uniikely that courts would be willing to permit this construction of the reach of sectlon :

1498.

9.1.2 Slmultaneous Copyrlght and Trade Secret Protection in Software

The present standard data rights clause permits developers of software for the government to
retain copyrights in the software ( [61] sec. 52.227- -7013(c){1)). For reasons discussed in Chap-
ter 1, there may be an incentive for a software producer to claim a copyright in the software
because this action may have the effect of cutting back on the extent of the government’s nghts
giving them a license to the software for governmental purposes rather than giving them unhmlted

rights. Some privately devefoped software may also be delivered to the government wnth _

copyright notices. i

Some government lawyers have argued that whenever software is dellvered with any indication of '
an intent to claim copyright protection, that means that section 1498 can be invoked to avoid an :
injunction. This theory is more plausible than the previously discussed theory, but it oo seems to

rely on an election of protection theory that may not hold water. That is, the theory boils down to
the idea that if someone claims a copyright in something, he cannot claim it as a trade secret at
the same time. However, simultaneous copyright and trade secret protection has been flndmg

acceptance in the courts (see e.g., Warrington Assoc. v. Real Time Engineering Systems, tnc. '

[48]) in which the court held that even if computer software is mass marketed, as long as there s
an agreement not to disclose by the purchaser, trade secrecy as well as copyright protection can

be maintained.) - And many soitware producers reiy on both. The DoD standard data. rlghts‘

clause does not, elther explrcﬂly or lmplrcﬂly, seemto reqmre any electron
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8.2 Discretionary or Special Clauses

There are many: clauses in government contracts that are not mandatory. Some are standard
discretionary clauses, such as the special works clause [61] sec. 52.227-7020). Some are spe-
cially drafted for particuiar contracts, for example, clauses defining the scope of warranty rights in
software. If a prime contractor has promised the government to obtain certain rights under a
discretionary clause (e.g., to obtain a copyright for the government or to obtain strong warranttes)
and the prime is either unable or neglects to get a commitment for such right from a subcontrac-
tor, it seems unlikely that the government could enforce against the subcontractor the rights it. had
expected the prime to get for it. We were told of a number of examples of this kind of problem
We were given to understand that these situations tended to be resolved through negonaﬂon ‘the
prime typically concedmg its neglect and offering some penance, but without the subcontractor
giving in further. This was perceived by DoD lawyers to be a serious problem, particularly as to
software licensing. The difficulty for a contract officer in finding time 1o closely supervise data
nghts provisions in subcontracts was often cited as a contributing cause of this problem. Ctoser

supervision of the terms of subcontracts would, however seem to be the best way to resolve this
set-of problems. :
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8.1 Mandatory Clause

8.1.1 Subcontract Silence

The strongest argument for awardlng the govemment an entitlement to the same nghtsf in

subcontractor-produced software (or technical data) as it had arranged for with the prime is when
the subcontract is silent as to the issue and the issue pertains to something addressed wg a
clause that is mandatory in govern;me,nt software acquisition contracts, for example, the standfard
data rights clause. The same policy considerations that prompted the court in G.L. Christiaﬂj &
Assoclates v. United States [29] to read a mandatory "termination at the convenience of the
government” clause into a govemment contract would seem to apply as to subcontract arrange-
ments. Subcontractors will surely know that the software they are developing is being developed

for the government, They would probably be held to have constructive notice that DoD regula-
~ tions require inclusion of the standard data rights clause in software development contracts un-
less a deviation is granted {[61] sec. 27.404-2(b}(2)) and that the standard clause requires

primes to flow government requirements down { [61] sec. 52.227-7013(g)(1}). Regulations such
as these have the force and effect of law (Caha v. United States [22]). From a policy standpoint,
the effectiveness of the reguiations in creating a system in which the government will know what :

rights it has in everything it buys would be seriously undermined if subcontractors were a[lowed to
avold mandatory clause flowdowns without making a special showing of need for a dev:atlon
The regulations define, in many respects, what minimum rights the government must have. Un-
less a deviation is obtained, the government would seem to have the right to expect that thls set
of minimum requirements would be met.

8.1.2 Contradlctory Clauses

et e N

Suppose the prime is unable to persuade a subcontractor to allow the government to modify the
software and agrees fo inclusion of a clause that precludes modification. Regardiess of whetner
the standard data rights clause is inciuded or excluded, would the government have the righf‘to

modify the software? The issue is important because commercial ficensing arrangements typi~'

cally do not allow the licensee to make modifications or enhancements. Subcontractors for

software may be quite insistent that the software not be modmed especxaliy if the software s ’to

be warranted.

As Chapter 2 above indicated, some contract officers seem 1o believe the government would not' '

have the right to modify software if the prime had negotiated the nght away. Cther government
lawyers to whom we spoke believed that the government would still have the right to modify the

software notwithstanding the contrary agreement. One lawyer cited Technical Development :
Com. v. United States [46] In support of this theory. Certainly, the policy considerations whagh '

support the Christian doctrine and its application in subcontractor contexts would seem to be
useful to the government when confronted with a clause in contradiction to the government's
standard set of rights. A deviation is always available if a special case can be made for I;mmng

the government 5 r:ghts in partlcular instances. In the absence of a deviation, the governme‘wt _
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In other words, the DoD may never bé free from obligations to Contractor A so long as
copyrighted Z System is the basis for the derivative programs.

7.6 What about Patents?

On the assumption that software is not patentable and that software algonthms are not patent-
able, let's suppose that the Z System contract says nothing about allocation of patent nghts
Although there are certainly cases which say that software and algorithms are not patentable and
other cases which say that transformation of matter from one. physical state to another is reqmred
for patenting a process that may be implemented in software, it is fair to say that patent iaw as
regards software is in a state of flux. One important recent case upheld a brokerage firm’'s patent
of a data processing process implemented in software (Paine, Webber, Jackson and Cums V.
Merrill, Lynch, Pierce, Fenner and Smith, [40]). This case could presage a wave of npn-
manufacturing process patents for software. The government should simply be aware of fhis
because although patent ownership by a private firm on software in which the government had a
copyright would not necessarily hurt the government in terms of its own use of the software it
may hinder the gavernment's right to license commercial distributions of the copynghted_softwgre
by other firms whom the government might license to use the software. Commercial distributions
_might require getting permission from the patentee as well as from the government.

7.7 What about Trademarks?

. As indicated in Chapter 6, the govemment is more frequently taking ownership (or at least staking
out rights to) to trademarks in sofiware development contracts. Assume a DoD RFP for so me
system such as Z system or Z System-2 claims government ownership of a trademark for the
system. There.is nothing wrong with the government trying to get and enforce trademark ngpfs
so long as it is careful about what it is dbing. As Chapter 6 points out, trademarks can be véry-

tricky; certification marks in particular are subject to cancellation if one begins owning whaf is

being cerified. Because of this, gu:dance through a standard reguiation about taklng trademcirk,
rights would seem to be advnsabte

7.8 What about Warranties?

Now suppose a DoD RFP is issued for a software system such as a Z System-2 whzch disclaims

any warranties for the Z System coda that will be “GFl"ed to the winning bidder. . (Some govern-
ment people seem to think it unnecessary to disclaim warranties, arguing that everyone knows

that the government never warrants anything.) The Z-2 Contract, we'll assume, is is otherwise

silent about warranties. As Chapter 11 explains, there is some chance that implied warranties of
merchantability or fitness for a pamcular purpose may attach to software; and taking the copynght
may entail taking some responsibility for warranties. Because of this, the government should ibe
careful about making sure that in any distribution of the Z System code (or a derivative) to ajny

commercial customer of the winning bidder, the government's liability for warranties in that code -

(as well as in the original Z System) be adequately disclaimed.
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would give the government the right fo prevent Contractor A from preparing, copying, or distribut-
ing unauthorized derivative works (such as an enhanced Z System}. The copyright might aiso
give the government the right to challenge any copyright Contractor A might claim in an enhanced —
Z System (recall that copyright protection is not afforded to unauthorized derivative works). But

negatlve power is not the same as positive power. That is, the power 0 prevent Contractor A .
from making or selling an unauthorized enhancement would not entail a corresponding power;on —
the part of the government to employ the enhancement for itself (i.e., to use, disclose, copy, or do
anythlng else wnth 13 ' : '

L

7.3.6 DoD’s nghts to Control Contractor A’s Arrangements w:th Other | : S
Government Agencies . _ - SN

In this hypothetical, It has been assumed that DoD obtained a Iicense to copy and use the pA
System for governmentat'purposes_. This license wouid not. seem to be restricted to the DoD, but
would seem to cover all federal agencies. 1t is an interesting question whether Contractor A has
the right to sell the Z System to another governmental agency, given that the DoD’s license would
seem to mean that all governmental agencies are already entitled to use it without charge. -

L

Suppose, for example, Contractor A sells rights to the Z System to a NASA facility, at so}ne
specified charge, and even agrees to do some enhancements for NASA. The DoD might wonder
whether Contractor A has a right to do this and whether DoD will be able to get uniimited (or at
least license) rlghts to any enhancements that NASA might fund

As to the former questlon it would be somawhat dependent on the terms of the original contract,r
but assuming that there is no clause expiicitly preciuding sales to other governmental agencies, it
is hard to see on what basis DoD could argue that Contractor A has no rights to sell to NASA as
part of its commercial market if NASA wants to buy. As to the latter question, DoD would seem to
have no greater rights to obtain from Contractor A the derivative works it prepared for ancther
government agency than as to derivative works p_repar_ed for private companies. Perhaps,
however, the DoD could obtain the'_enhancements directly from NASA in such a circumstance.

7.4 Giving Out the Z System to Industry for Other ‘Than Rehost/Retarget
Purposes -

If DoD has oniy been releasing the Z System to software defense industry firms for the purposes =
of having rehosts or retargets made for the government to enable the government to tutfntlzits
governmental missions, this would seem to be within the scope of a "governmental purpose" L
license. But suppose the DoD decided instead to give out the Z System to the software defense —
industry for use by the firms to produce code for the government. Would that be a vdlld
governmental purpose within the govemment's license or would this be an encroachment on the -
commercial market rights of Contractor A under its copynght'-‘ It is a close question. If the. sole =
use that could be made of the Z System by industry was in performance of government contracts

that wouid seem to be within the’ acope of the government s license. Simply to distribute the z
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. 73.2 Giving Away 2 Systeni Code for Commercial Distribl.ition

casting Co. [30]). Also, copyright protection in a derivative WOdc will not attach to the extent that
unlawiully incorporates another author's copyrighted material ( [59] sec. 103(a)). If the gover

it

=

ment (instead of Contractor A) owned the Z System copyright, it couid authorize Contractor B to-
copyright Contractor B's derivative work. Not owning the copyright, the government can't grantto
Contractor B a larger license than the govemments arrangement with Contractor A permits.

Because of this, it would not be clear that Contractor B could copyright the retarget and dlstnbute
it commercially. As a matter of copyright law, Contractor A woukd seem to have a legal right to
control commercial distributions of the Contractor B version of the Z System, although as subsec-

tion 7.3.5 within indicates, Contractor A may not itself have any nghts to use or sell Contractor B's.

version of the z System

Now suppose that DoD is also in the process of letting a second contract for some enhancements

- to the Z System (Z System-2). (Suppose also that Contractor A will not be a contender for thls
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contract.) As a result of the problems DoD may have had with Contractor A over the original; iz
System, assume that DoD’s contract personnel for 2-2 try very hard to structure their contractual :

arrangements with the new contractor so as to avo:d those problems, One way to attempt th|s
might be to try to get government ownership of the Z-2. (The problems with this approach I:;e
discussed below in Section 7.5) Suppose also that part of the RFP authorizes the winner of ttﬁe

Z-2 contract to distribute the machine-readable version of Contractor A's Z System to all of ﬁs '
commercial customers. (The RFP might forbid the winner from selling Contractor A's version of '

the Z System code but might purport to allow it to distribute the Z System code to commercaal

customers free from the obligation to get Contractor A's pem‘uss:on and free from any obltgatxon ‘
to pay royalties to Contractor A.) To the extent that the Z-2 would be a derivative work of the Z

System, the RFP might also give permission to the winning offer or to sell or license the derivative
Zz Syste__m loits cor_pr_nercial customers free from any obligations toward Contractor A. -

The interesting question"is, of course, whether the govemment has the legal right to authorize -

commercial distributions of the Z System code or to authorize commercial distributions of .a

derivative work of the Z System program without Contractor A’s (i.e., the original copyrignt -

owner's) permission. This, of course, leads back to the question of what the scope of the
government’s rlghts are under the standard data nghts clause.

7.3.3 Balancmg The Government’s and Contractor A’s Interests

The government might argue that it does have the legal right to do these thmgs because it is an
appropriate governmental purpose to have rehosts, retargets, and/or enhancements of the 32
System made at the least cost to the government, and for those rehosts, etc. to be widely avajl-

able, and Contractor A aiways knew that wrdespread dissemination of derivative works was in- |

tended

Contractor A’s response might well be that under the ‘Copyright law, it has rights over distributions -

of its product to commercial customers and over distributions of derivative products to commercia




The question the government needs to know is: What is the extent of the government s rightsiin
the Z System. :

7.2 Government Takes Unllmlted Rights, or Does it?

In- most software development contracts, DoD will have used the standard data rights clause.

([61] sec. 52.227-7013). Assuming this was done in the contract with Contractor A for the Z
System, the government's normal expectation would be that since public funding would sub3|d|:ze
~ the development oosts, the government would have unlimited rtghts :

Now suppose for purposes of this hypothetlcal that to the surprtse and drsmay of the DoD, the:Z

System-soflware and documentation is delivered to- DoD with Contractor A's copyright notrce'

- affixed to it. None of the DoD procurement personnel who let the Z system contract may have

noticed the part of the standard data rights clause that permits contractors to retain copynght-

interests in all works delivered to the government (except those delivered as "special works.")

The reader should recall that the effect of the contractor's copyrighting a work paid for by tt}e; |
government seems to be that the government wiil get a license to copy and use the work fbr

governmenta purposes. Because the clause was ambiguous and was drafted by DoD, a court

would likely find the copyright retention clause to limit the extent of the government’s rights. That '.
this might perturb the expectations of DoD's procurement personnel who thought that the govern- '

ment would have unlimited rights is unfortunate, but not contractor A’s problem:. t

If DoD decided to attempt to purchase the copyright from Contractor A Contractor A wouid most |

likely realize that the government was in a poor bargaining position and would t{ake advantage of

the s_rtu_atron by offering to seil the copyright for what the Dol would consider to be an outrageotts

7.3 Rehosts, Retargets, and Enhancements of the Z System _ _
It is important to_understand how the cutback from unlimited rights to governmental purpo{e

rights might limit the government's power to achieve its objectives for Z system. The cteare'ﬁst _

example of a likely source of friction would arise in the creation of derivative software. We have
assumed that the govemment always intended to authorize rehosts and retargets to be made of
the Z System and that Contractor A would not be the sole source for all these derivative works.

Contractor A, in this hypothetical, would likely not contest the government’s right to drstnbute the :

Z System for the purpose of having rehosts and retargets prepared for it.

But what Contractor A may wish to contest is the nght ot the government to make certain kinds of -

deals to get rehosts and retargets made for them. Further, Contractor A may well claim rights ] tn
derivative works of the Z Systemn done by other firms._If firms deve!oprng the derivatives attempt
either to distribute the Z System or derivative works of the Z System for commercial purposes

Contractor A might challenge their rights to do so. . The government itself might be concerned :

about what, if any, rights it might have in rehosts or retargets done by Contractor A for entltle:s
other than the DoD. These problems are explored in detail below.
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Ada is less likely to be found generic as to corputer programs (or corhpilers) To the extent th:at
the DoD wants to assert trademark-type rights to "Ada" in conjunction with computer programs,w it
- may (n‘ careful) be able to malntaln some control over the term. . -

6.3.2 The Scope of the Government’e Rights iri “Ada“ as to Compilers

Assuming that DoD owns a valid certification mark in Ada as to compilers that meet its ngorous
set of prescribed standards, DoD not ‘only can authorize those who meet the standards to adver-
tise their products as "certified as Ada compilers,” it must police the market to insure that others
are not marketing uncertified products as if they were certified. But this duty can be over-
zealously enforced Owning a certification mark in-Ada does not necessarily mean the govern-

ment has a nght_ to prevent anyone who has produced a compiler that is capable of compiling Ada_

source code into machine code from making reference to-"Ada" in promotional materials for trie
program. DoD would have a right to control who can promote their products as "certified as an
Ada compiler.” However, this does not mean that DoD can stop someone from saying "this
program compiles Ada." There is such a thing as a fair use defense to trademark infringement
actions. Under 15 U.S.C. sec. 1115(b)(4) [63] persons are entitled to use words that other people
claim as marks if they do so in good faith and in order to accurate!y describe the:r product The
latter comment above would appear to fall within the fair use defense. -

6.3.3 The Scope of the Government’s nghts in "Ada“ as to Other Programs

From perusing the AJPO Guidelines for the use of Ada it appears that DoD is claiming rights to
control use of the term "Ada" in conjunction with programs other than compilers. However, thes{e

guidelines only set forth standards that must be met by compilers.. If the government wishes fo-

certify other kinds of programs, it would need to have and publish standards fér those other

things. And, of course, the government’s mark as to other programs would also be subject to §;.-1
fair use defense. :

6.3.4 The Scope of the Government’s Rights as to References to "Ada" in
Publications '

Many trademark owners whose marks are endangered because of widespread usage of the term

in a generic way {Xerox, Kleenex, and piemglass come to mind) have undertaken a policy t9

protect the source significance of the mark by highlighting its trademark significance. This maiy

include, in the mark owner's own promotional materials, use of a "TM" or "(R)" or "brand” placed ‘
next to the endangered mark; it may also include the mark owner's request {or even demand) to -

others who might make reference to the mark, that they acknowledge the mark as a trademark i m
some way (e.g., use of "TM" next to the word). A trademark owner does not, however, have a
legally enforceable nght to insist on reference to the mark as a mark in connection with wntten
materials (other than advertisements). The only thing that invades a trademark owner's rights IS
use of the mark by a competitor or near competitor in a way that would confuse consumers.
Referenee to a mark in a book or article does not fall into that category. That isn’t to say that D_oD
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To obtain rights to a certification mark, one must register the mark with a federal aoency and s;et
forth the criteria an applicant must satisfy to be certified to use the mark. The certification mark
owner is obligated to apply the standards in a non-discriminaiory fashion to those who seek

certification, A certification mark is subject to canceliatlon or to a challenge to its validity ‘in
[infringement litigation If:.

(1 ) the owner of it has not _controlted or is unable legitimately to control use of the mark,
(2) has started reproducing or marketing a'ny goods to which the cartification mark is applied,
(3) has permitted use of the certification mark for other than certification purposes, or

" {4) has discriminatorily refused to certify or continue to certify the product of any person who
meets the standards which the mark certifies { [63] sec. 1064(e)):

A certification mark will also be subject to cancellation if it is (or has become) a generic or

common descriptive name for a kind of product ([63] sec. 1084(c)). Even having an-

":ncontestable" mark will not preclude cancellat:ons on these grounds ( [63] sec 1065)

The |mportant - if obv:ous -- point here is that either one has a trademark or one has a certlftca-
tion mark. One cannot have both, at least not as to the same or similar kind of goods ( [7] sec
19:32). While “Good Housekeeping" is a trademark as to a magazine and a certification mark as
to various househoid goods there is a large gap between these two things. Where the gap is
narrower or non-existent, certification marks may be invalid if similar to a preexisting trade mark
already owned by the applicant. {See In Re Florida Citrus Company [32]}. And it one hasia

certification mark, one cannot- at the same time. be the producer or d:stnbutor of goods of the

same kind.

- 6.1.3 What is "Ada"?

The government has estabiished ngorous standards that must be met before a compiler can be
certified as an "Ada compiler.” It seems reasonable, therefare, to assume that the kind of mark

government must have in "Ada" is a certification mark for use in connection with compiler -

programs. If this assumption is correct, then, in accordance with the principles set forth in tHe
previous subsection, it is clear that the government, in order to maintain the certification mark
must not take ownership rights in any software using the mark. It must police use of the mark by
non-certified parties. It must make sure that the mark is not used for other than certification
purposes. And it must not deny certification to qualified panres If "Ada" is intended to be I‘a

certification mark for things other than compller programs, the government should make sure |ts _
registration for "Ada" is broad enough to cover these other things and the government must .

develop standards and guidelines tor other such "Ada" products
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achieve in a democracy that depends upon accurate public knowledge the broadest publicity for
matters of government.” The concerns expressed in the Rickover case relate to censorship and
freedom of information. These concerns provide a justification for prohibiting government acquigi-

tion of copyright protection for works developed at public expense, and are also consistent wijth _
the differential treatment accorded patentabiiity of inventions developed at public expense (in’
which case concerns over free flow of information and the potential for censorshlp would not be '

- as pronounced) : ol
_ ‘ [

Software would seem to fit more appropriately within the rationale for allowing exclusive rigﬁts

protaction in the area of inventions than for precluding such rights for the government in the area.

of copyrightable subject matter. Software would not seem to raise the same kinds of "free fiow of
information” and "right of the public to know" concerns which underlie the differential treatment

~ accorded "works of the United States Government” of a traditional copyrightable sort as opposed _

to works which Jnvolve patentable subject matter.

]
1

Software is a tooi for perfonmng ajob:itis a commercual item, not a commumcatwe one {at Ieast
not in the censorship/free flow of information sense of that term). The commercial realities of the

software industry make it highly desirable for the government be able to protect its interests in th:s _

area. The issue is not one of censorship, but one of rational use of public funds. The pubt_fc
benefit from a “free flow” of the "information” contained in software seems less strong than in the
case of books and articles. Given that the public is likely to pay more---in the form of higher
expendlture of tax doliars---for this dubious pnwlege the ratlonate for treating software the sarre
as other copyrighted works seems weak. - :

The peiicies of the Sectien 10'5'prohibition against copyright protection for "works of the United

States Govemment" simply do not fit in the case of software developed at public expense and
actually seemto be undermlned by such an application of this prows;on .

54 Conclusuon

There do seem to be some cnrcumstances in whlch government ownership of rights in software
would be desirable. Strict application of the copyright law does not provide adequate lnteIEectual
propenry protection for software developed at public expense. A protection scheme more akin tp
that provided under the patent laws may be needed to adeguately protect the governmentgs
legitimate interests in software developed at government expense. At the very least, an excep-

tion from the Section 105 prohibition against copyright could be argued for on these grounds.
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produced in performance of the contract, (3) th(e_ right to obtain an-assignment of copyright in su':h
data, and {4) the right to limit the release and use of certain data by the contractor {See [66] Se:c_:.
52.227-17(b)(){1)). '

One of the two key features of the FAR special works ciause is the explicit agreement it demands
_ from the contractor not to assert a claim of copyright in any data first produced under the contract
without the written permission of the contract officer { [66] sec. 52.227.17(c)). The second key
feature is the power given to the contract officer to direct the contractor to claim copyright in such
data and assign the copyright to the government or its designated assignee. (Id.) A furthpr
interesting feature of the FAR clause is the limitations it puts on the contractor's own use of da%a
first produced under the government contract. The contractor under the special works clause
agrees not to use the data for purposes other than performance of the contract and not to

release, reproduce, distribute, or publish the data. wnhout the wnuen permlssaon of the contrapt
officer. - : :

If owne_rship and control of certain soﬂware is what the Defense Department thinks it needs, the
Department would be well-advised to pursue a strategy similar to that reflected in the new FAR.

- 5.2 The Implications of Owning a Copyright

There are two differences in the nature of the copyright protectioh afforded to those who take

copyrights by assignment and those who own copyrights directly. A copyright obtained through
assignment can be taken back by the author after a period of 35 years { {59] sec. 203(a){3)). Thls
provision was meant to protect improvident artists who might have signed away their rights "for a
song" before the value of their product had been recognized. Thus, the government might obtaln

less than the fuﬂ-term of copyright protection (generally, 75 years) which would be available 1f it
couid take a copyright directly. Still, a more limited form of intellectual property protection | is .

certainy preferable to a form of protection which may be unenforceable; and, at any rate, 35
years is generally a more than sufficient length of protection due to the typically rapid obsoles-
cence of software. . ?

Second[y, to make an asmgnmen! of a copynght effective agamst a third pany it must be
recorded in the Copyright Office. Without recording, the assignment to the government m|g_ht
have to yield to a subsequent assignment to a purchaser in good faith ( [59] sec. 205(e)). In
addition, proper recordation of the transfer of copyright is a prerequisite to the ability to bring an
infringement action ( [59] sec. 208(d)). It would thus be important for the govemment to take this
step and see that the assignment is recorded with the Copyright Office.

5.3 A Need for Leglslatlve Heform°

Itis mterestmg to note that the U. S. Government is permitted to take patent rights dnrect!y, but not
copyrights. Congress appears to have two principal. reasons for prohibiting copyright protectlc__n
for "works of the United States Government.” If the Defense Department regards being able to
take direct copyright interests in software as sufficiently important to seek special dispensa_tid
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of two instances of such claims in the commercial marketplace: one in which the producer of a

compiler claimed rights to royalties in compiled code, the other in which the producer of an

operating system claimed rights to prevent sales of programs developed through use of
operating system to entities other than the operating system’s owner. it may be this idea

catch on more widely over time. DoD might want o consider putting a provision in the procure-
ment regulations to the effect that the government shall own rights in the software produced.

through use of other software, just to be on the safe side. -
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Fortunately, the government, through the standard data rights clause, always has modificatipn
rights in any software acquired under the DoD FAR SUPP. But as pointed out in Chapter 2

above, the government does not, as a matter of course, have the right to sublicense its modifié‘ﬁa- :

tion rights to others. To sublicense the modification right in copyrighted trade secret software

without the software owner's permission creates the risk of injunctive relief being entered ageunst=

the government. (See Chapter 3.) i

?l

Who owns what rights in modmed or enhanced software can be an extremety comphcated ques-

tion because of a copyright rule that limits or negates copyright protection for any derivative work _

made without the copyright owner's full authorization. [59] sec. 103 (a). Because the present
procurement regulations seem to give the.government authority to prepare derivative works of
copyrighted software developed at public expense only for government purposes, the rights of the

firm that made the modifications to make use of the modifications, even on its own copy of the.

same software, may be limited by the copyrlght rule. (See Chapters 1and?7. )

4.2.2 Duty Not to Create Similar Derlvatlve Software of Pravatety Funded Software

The govemment cleariy has the nght to modrty the software in which it has obtained rights, to
maintain it and to add a new capability needed 1o make the software better abie to do the thtng it
was acquired to do. It is, however, a different question whether the government has the right to
create another piece of derivative software, such as the translation of a program originally wrttten
in JOVIAL to one written in Ada, without the permission of the owner of a copyright in the onglnal

software. Indeed, the DoD FAR SUPP contains a policy statement indicating that proprletary _

software documentation will not be used to create other samllar software. [61] sec. 27.404-1(e).

|
£

4.2.3 Authority to Create Derwative Software if Publicly Funded ;.
If the government has funded the development of software, it usuaily expects to have unhmrted
rights in the software. If the government has unlimited rights in software, an argument can h:e
made that it has the right to create or authorize creation of derivative software. However, strictjy
speaking, the definition of uniimited rights refers to “use,” "copy,” and "disclose" as the rights the
government has, which could give rise to an argument that creating a derivative work is not within
the scope of unlimited rights. The copyright statute could be cited to support this strict oonst'ru&-
tion because of its separation of "copying" and "creating of derivative works" [59] sec. 1086. Some

clarification of the govemments right to create denvat:ve works in the defmrtron of unhmtted .

rights"” might be wise. : : : -,

i

Also, as Chapter 1 has indicated, the government's payment of the deveiopment costs of '
software does not necessarily mean that it has truly "unlimited” rights in the software. The _

developer of such software has the right under the present reguiations to take a copynght in |t
with a license back to the government to use it for governmental purposes. This would seem to
mean that the government's authority to authorize others to. prepare derivative works is thereby

limited. As Chapter 7 indicates, this may mean that the ongmal contractor would probably be :

able to prevent any contractor wha prepared a derivative work for the government from marketing
the dertvattve work commercnally
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ment may be reduced to havrng a governmental purpose license in it (See Chapter 1). ‘j_’he
government’s abrlrty to authorize other firms to reuse this software, for pumposes other than the
governmental project (i.e., for any potential commercial spinoffs) may be seriously jeopardtzeq by
the restrictions of the governmental purpose license (See Chapter 7). The government will also
have the same problems getting adequate documentation from company A to give to compan_jy B
for software reuse purposes as it does in . getting the documentation ..§‘for
marntenance!enhancement purposes (See Chapter 2). :

B
t

In addition to the rdea of reusing specrfrc software from one project to another (as in the radar
example), there is growing lnterest in broader scale reusability projects, such as creatmg
programs consisting of thousands of modules of code, dlfferent combinations of which can; be
formed to produce different software. Some programs of this sort have already been developed
Some are propnetary Some have been prepared by government engineers and programmers

It is clear that if the baseline program is proprietary, then modules of it will also be proprletary
Use of such a proprietary base program to create application software consisting of some of the
base program’s modules would seem to create a proprietary derivative work. Certainly if the
base program is copyrighted, it would seem that the user would need the copyright. owners
permission to create such denvatlve works. Thrs permission mlght be limited or withheld. For
example, the owner of the base program might Irmrt use to creation of certain kinds of apphcatron
software, or may make the right to this sort of reuse contingent upon payment of addutronai
royalties (besides whatever fee one paid to obtain access to the base program). if one wrshed to
use two or more proprietary base programs owned by different companies to create new software
with modules from each, one might need each company’s explicit permission. Some compames
" might object to incorporation of modules from another system. it is difficult to imagine how to deal
with all the many conflicting proprietary claims and the many claims for additional royalties evpry
time each standard module is used. (Think of how many pieces of software have the same bésic
1/O routine). This set of complexities has led many in the government to doubt the adwsabrlrty of
making use of proprietary reuse programs of this sort.

4.1.3 Incentive Problems withf Broad Rights to Reuse in the Government '

These concerns about reusability of proprietary software has led many to insist that the govern-
ment must own the software or have unlimited rights to make software reuse feasibie at all.

Some in DoD, though, worry about the quality of large 'sc_ale reuse programs developed either
internally at DoD or by private companies for the government. Although DoD does, in fact,
develop a lot of software in-house, that is not its main mission or the thing that it does best. The
quality of software praduced by the government may not be as high as that produced by a
top-notch software development flrm And private firms may lack incentives to develop outstand-
ing reusability programs for the government, that is, programs in which the government would
have uniimited rights and for which the government would have to pay no further royalty.ino_
" matter how much reuse was made of its modules. (This, of course, is precisely what many
government pe'op[e want: to buy one excellent program and nat have to pay again each time a
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tricacies of the copyright law as it affects the many different types of derivative works of soﬂware
with which DoD must deal. To understand how the derivative works right may [imit the

- government’s rights as to software, this Chapter will first discuss reuse and then the other forms
of derivative works with which DoD must be concerned. :

4.1 Reusability of Software - The Pros and the Cons

Reuse of software is an attractive idea. For one thing, if software was reused, there would likely
" be more standardization of software and software components, which would seem a prom:smg
step toward solving some of the current problems with supportability and maintainability of
software raised in Chapter 2. Greater consistency and reliability in software would also seem to
be potential benefits of reusability. - Reusability also holds out some promise of saving con;
siderable amounts of money, or at least of allowing DoD to get more or better software for the
same money. [t was widely believed by DoD personnel to whom we spoke that DoD was payiné
time and time again for development of the same software or software components. It was wideli
believed that software costs would be reduced if software, or at least certain common functions ir‘H
software, were able to be routinely reused. Also, reuse would seem to promise reduced software
development time. If one can use this standard input-output routine and that filter and this stan-
dard whatever, and put one’s programming effort into providing the "glue” with which to put the
standard components together, or into making certain necessary enhancements to some com-
ponents, surely that should reduce the time it takes to develop software. Perhaps this would also
free-up software engineers to tackle more difficult software develcpment problems.

Given these {and other) prospective advantages of reusability of software, it is no wonder thaf
DoD personnel are seriously interested in promoting reusability and no wonder that DoD has
invested considerable sums in reusability projects. Yet, some initial experiences in reusablhty

have reveated a considerabie number of problems with the concept, some of which pertain 1o the i

feasm]lzty of makmg appropriate licensing arrangements if software is reused.

¥
;

4.1.1 The Debate over "GFI" Software | | | o

z:
. . &
Among the many current "reuse” issues being debated within DoD is whether it is appropriate tcg
provide software developed by one contractor to a second contractor on a "government furnished

information” (GF1) basis (which would require the second firm to use the first firm's software). 1t 13

our understanding that the Navy and the Air Force have different views on this issue. The Navg
is more favorably. disposed to this practice than is the Air Force. Air Force people to whom we
spoke regarded the problems likely to arise if this kind of software reuse was attempted to be sa
many and so-ser_'_:ous'as to outweigh the potentiai benefits. Without attempting to take a stand on
the merits of either position or to promote this model of reuse over others, it seems worthwhile to
detail the controversy to illustrate the more general problem of how to make appropriate arrange:
ments for reuse.

Here is the Air Force’s argument: suppose one decides to reciuire reuse of radar software
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3.3.2 Thoughts of Procurement Personnel Regarding Ongoing Training Needs |

. Procurement personnel with whom we spoke generally felt that-some form of training in the areas
~of software and data rights would be very useful for them. Most expressed the view that some
‘background in these areas would give them a greater feeling of confidence in their abllity to
effectively negotiate for and purchase such products. Further, the people with whom we have
spoken have often expressed the view: that such training should include some coverage of ithe
regulations (FAR and DoD FAR SUPP}) which cover software and data rights procurement issues.
Many of the individuals who must work with and within these reguiations find them to be contus-
ing, and therefore feel that some explanation of their function and purpose would be helpful. -

While those we have spoken with have expressed differing views on the structure a course; on
software and data rights issues should take, most have felt that a two day seminar format would
be most appropriate. A common complaint about training attempts in other areas was that f’too
often there has been too much material crammed into a few short hours of time, with the reguit
that the participants took little useful information away from the course. Many felt a two or three
day format was the optimal blend - allowing enough time for some in depth coverage of a
subject, but not so-long that people lost interest. Most of the people with whom we spoke were
concerned that if an effort was undertaken to provide training as to software and data rights, ihe
course should be relatively substantive in nature, not,.as one contracting person we spoke wﬂh
~ put it, "a summary of the fact that we have problems "

Cther suggestions included that the course be developed and implemented by an cutside con-
sultant so as to provide a more ob;ecti\}re view of some of the controversial issues which a%ise
when discussing software and data rlghts issues. It was also suggested that such a course could
then be presented at various bases :

3.4 The Need for More Specialszatlon and Broader Expertlse by DoD
Lawyers

DoD has soeme very fine and expenenced patent and technicai data rights lawyers. These areithe
people who tend to advise DoD about software intellectual property matters. Unfortunat_,ly,
sometimes these lawyers do not have as much expertise in the areas of copyright, trade secret,
* trademark, and chip protection laws, all of which are now necessary to provide comprehensijiﬁ:e
legal guidance in software acguisition matters. Copyright law differs from patent law in a number
of important respects. (The government, for example, can own patents but not copynghts
directly.) DoD should encourage moare specialization on software intellectual property mattersj as
well as a broadened approach to understanding software legai protectlon by its lawyers.

3.5 Recommendations

1. Develop and implement a training program regarding software and data rights acquisition_;for
procurement personnei, as previously recommended by the OSD Study Group. Such training
might be done in a two to three day seminar format which could be presented periedically, at

64




3.1.3 Need for a Feedback Mechanism

Upen the fielding of a system, responsibility for that system passes from one comrnand to
another. As a resuit, the people who must deal with maintenance and enhancement problems

which arise due 10 inadequate acqursmon of documentatlon and/or data rights are different than-

the people who originally procured the system and supporting matenal In other words, the
people who failed to get adequate documentation and rights do not have to deal with the sub-
sequent problems which their lack of foresight have occasioned. Moreover, it appears that no
~ mechanism exists whereby the procurement personnel are made aware of the p'roblems-océ

castoned by their failure to acquire certain documentation and/or rights. Without such feedback, it
seems unlikely that the procurement people will have the mcent:ve, or for that matter the
knowledge necessary to cause them to confront this problem.

3.1.4 lndustry Can Be Expected to Expiort DaoD Weaknesses

It can also be expected that industry will exploit the weaknesses in DoD procurement practices. lf
DoD contracting personnel do not understand the product they are purchasmg. and make broad

vague requests for rights and documentation.in RFP's, then it seems likely that industry wil seil _

the government those rights and that documentation which industry is willing to part with, whethe'
the government really needs it or not. In a sense, that is simply good business. If the govern
ment tells you it wants to buy your product and is willing to meet your price, why not sell it to
them. If the government later finds it really didn't need the product or that it was not as vatuable

to the government as it onglnally thought itis realiy the. governments own fault for not havmc'-

done its "homework "

3.2 Preparation of Proourement Personnel for Thelr Role in System
Acqmsmon

3.2.1 Background from Whic_h Procurement Personnel Come to the Job

Our research indicates that procurement personnel come from a _vériety of .academic and profes-
sional backgrounds, often unrelated to the type of work they will be doing as a contracting repre:

sentative for the government. Very few have any background in technically oriented fieids, such

as engineering, which would aid them in understanding the technology involved in the systems
they are charged with acquiring. An almost universal response of those with whom we spoke, a
.group which included procurement personnel, engineers, and atiorneys, was that some under-
standing of the technology invoived in the system --- especially with regard to software, technical
documentation, Iife cycle concerns, and data rights --- would be very heipful to the procurementj
personnel in the performance of their mission. It was as widely acknowledged that such
knowledge is, at this time, lacking. -
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component t6 be embedded within a sophisticated system. In procuring the larger, more complex
system, the procurement personnel must deal with many smaller components, any one of which
while it may seem but a minor element in the overall picture, may effectively crippie the system
the technical data and rights that have been acquired prove to be insufficient to implement, main
tain and/or enhance the component or product.

=

Moreover, this procurement process often takes place In the context of strong pressure on con-
tracting personnel to "field" the system as fast as possible, and wrthm tight budget constramts
The procurement person knows that his or her performance will be judged on the basis of how
quickly, and often how cheaply, the system goes from inception to fielding, not on how well the

system. is supported by needed documentation and data rights. As one contracting mdrvrdual _

informed us, "If there's a delay in the fielding of a system | am respons:ble for procuring and | say
it's because I'm negotiating over data rights or technical documentation whrch will be needed tor
maintenance and enhancement, I'm gotng to be gone ina hurry "

3.1.2 Procurement Personnel Do Not Generally Understand Software Asa
Technology or Data Rights

Procurement personnel with whom we spoke often indicated to us that they feit that their under;-
standing of software as a technology was insufficient to allow them to make procurements in an
optimal way. Moreover, many of these individuals informed us that their lack of understanding of
the technology that they must acquire inhibits their -ability to apply the software/data nghts

procurement regulations.  In takking with these individuals, we noted that they sometimes hac_'

difficulty responding to questions which required some understanding of software technology.

Further, virtually all of the contracting people we talked with informed us that they do not have
sufficient knowledge of software and data rights to enable them to value one package of rights as
oppeosed to another. That is, procurement personnel seem not to understand how the range of
potential limitations on software or data rights may affect the value of the product being acquired.
A lack of valuation ability may place the government at a disadvantage in any negotiation involv-
ing limited or restricted rights packages. - It is difficult to effectively negotiate a price for a par:
ticular package of rights if. one cannot gauge the value of that package as opposed to another. lt
seems like trying to buy a plane when one does not know what a plane actually does. Without
such knowledge it is mtpossrble to deterrnrne the value of the product

Similarly, because the procurement people seem not o tully understand the technology whrchf
they are purchasrng. they may not fully understand the application of the procurement regulattons
regarding software and data rights to the acquisition of that technology. They also may not

realize the extend of discretion afforded them under those reguiations. They may not realize that :

the regulatlons allow them to structure licensing agreements which could, in effect, serve as
middle ground afternatives to the traditional extreme categories of unlimited and limited or
restricted rights. Again, it is difficult to negotiate effectively when cne does not understand the_
range of treedom one is permstted to exercise in those negot:atrons
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2.6.4 Use of Unusual Computer Languages or Equi pment to Get into Sole Source
Maintenance Arrangements

We heard of several examples of contractors using nonstandard programming languages an_
equipment to prepare software for delivery to the government DoD personnel to whom we spok

seemed to believe that a primary motivation for this was in order to facilitate bemg in a sol
source maintenance position.

o a”

2.6.5 Indemmﬁcatlon if Third Party Software Mamtamer Abuses R:ghts

Many government lawyers were very concerned about whether the government would be Ilableuf
a firm to whom the government provided proprietary software and its associated documentatlon
for the limited purpose of doing maintenance or enhancement work abused the right to have thls
material, for example, using it to prepare a compelitive product. -Some persons in the Defense
Department believed it appropriate for the government to assume responsibility for this.’ Others
.were adamant that the government should not be liable. '

58

(1)

-




2.5.2 Questions Under CopyrtghtLaw
‘Reverse Engineering

Apart from the DoD reguiations, might DoD be able to rély on the copyright law to obtain rights ta
reverse engineer software? The answer, at ieast currently, would seem to be it doesn't look efo
good. A recent software copyright infringement case held that making a copy (including makingia
core dump of the code into printed I's and O's of a program for reverse engineering purposes)
was an infringement of the copyright, notwithstanding that the parties charged with tnfr'rngement
had lawfully obtained a copy of the software (Hubco Data Products Corp. v. Management Assrs-

tance, Inc. [31]). While there are some copyright scholars who would argue that reverse en- :

gineering cught to be permissible in software cases as a matter of copyright law, this precedent
stands for the contrary proposition. Any prudent user of software ought to be aware of the Iegal

risks he or she is takrng if any copy of the software i rs made in the process of reverse englneenng
the software. .

Ownersh_ip Rights In Modifications -

The unclarity of the DoD reguilations about ownership rights and restrictions as to software
modifications may mean that if the original software is claimed to be protected under copyrigh
law {even as an unpublished work), it is copyright law that will fill in the gaps. The generét
principle of copyright law is to assign ownership rights to whoever is the “author” of an "original
work." Creation of a derivative work may involve original "authOrship. (Even an edited work wil
involve the editor’s judgment about what to include and what to leave out. Even the translation of
a book from one language to another involves selecting this adjective instead of its synonym for

=

incarporation into the transiation.) Modrtrcatlons of software are denvatrve works that may. quat:ty_ _

for some copyright protection. - : !

L

* However, unless one has the permission of a copyright owner from whose work one's own work

derives to make such a derivative work, one infringes the copyrrght It the original author has _

given a second author only limited permission to make the derivative work {e.g., only for a par;
ticular purpose) the latter's ownership rights may be curtailed to that extent. As Chapter 4 ex:
plains, copyright protection will not be afforded to any unauthorized derivative work to the extent
incorporates the original work’s expression. It will also not be given to a derivative work au
thorized for a limited purpose and then used beyond the original purpose ( [59] sec. 103(a)).
{See also Chapter 7 for an elaboration on this point ) Co : : o

N |

It is probably also worth mentioning that the government would not likely be tree from obligations
to the owner of proprietary software simply because at some point the government's enhance‘;
ments wouid be substantial enough to make the proprietary software unrecognizable. :

To the extent that the government has a firm other than the copyright owner do maintenance o:r '

enhancement work for it, the govemment ought to recognize that the maintenance/enhancemen
- firm may claim rights fo the enhancements (It may even deliver the enhanced version with its
copyright notice) but the viability of these rights clarms would be limited by the scope of authorrza?
tion DoD has from the original contractor
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(e) Tobe able to maxlmrze the possibility of gaining agreement for competitive maintenance of
proprretary software, DoD should be prepared to make arrangements : '

(i) ~ either to name whao will be the third party maintainer or define what process will be used to
qualify a potential third party mamtamer and '

(i} to promise the developer of the software to put the competmve maintainer under a specific
set of restrictions. (such as those under which the government operates as to that software).

The government mighi also want 1o consider naming the original software developer as a third

party beneficiary of the agreement between the government and the third party maintainer as tcﬁ-

restrictions on rights so that if there is abuse, the developer can sue the maintainer directly.

2.5 Other Legal Issues Relating to Modifications.

' Although the government clearly has the right to modify software developed at private expense, e

number of legal questions have been raised about modmcatrons. some of which derive from the :

- DoD regulations and some from copyright taw.

2.5.1 Questions under the DoD FAR SUPP
“Unlimited Rights and Derivative Works Rights

An imponant questron that affects its rights to modify and enhance software deveioped at pubhc _

expense -- a question to which the DoD regulations give no answer -- is whether the Defense

Department has the right to prepare derivative software. The.definition of uniimited rights makes _

no mention of a derivative works right. It should if DoD wants to be sure it has one. i

Effect of Modiﬁcation on Pre-existing Restrictions ' : '

If DoD modifies propnetary software in whlch it has oniy restrrcted rights, how does the modrflca-
tion affect the restrictions? The standard data rights clause ([61] sec. 52.227-7013) seems to
answer the question somewhat differently, depending on what kind of restricted rights software
one is talking about. It provides as to commercial software (or rather to software that a firm has
elected to have treated as commercial software) that "unmodified portions [of the restricted rrghts

icommercral software] shall remain subject to these restrictions.” (See subsection (b)(3)(ii).) Other :

than commercial software is governed by subsection (b)(3)(i) which refers the reader back to the
definition of restricted rights in subsection (a), which in its subsection (4) provides that "those
portions of the derivative software moorporatrng restrrcted nghts software are subject to the same
restricted rights.” . t

It may be that the intent of the drafters of this clause was fer these two provisions to mean the
same thing. If that is so, it is a shame that precrsely the same wordrng wasn't used in both
places, for that would remove the potential for ambiguity. If they were intended to mean dlfferen;
things, it is not clear why this would be so. Several lawyers to.whom we spoke thought that these
provisions were not substantively the same and believed the commercial software provision to be
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Over time, the original developer may become more and more confident of its position as the so_'e
source for maintenance of software, and may increase the price for its services accordingly. it
may be difficuit for the government to break away from sole source maintenances no matter what

the cost. It should be noted that commercial buyers tend to have similar difficulties in this
respect. '

72 3.3 Lack of Experience and Training as Contributo'rs to the Problems

If one adds to this set of already described structural disincentives to adequate planning for
software maintenance and supportability, the fact that procurement personnel are often not weit
trained about software, system lifecycles, or data rrghts one can see that the structural problems
internal to the Defense Department may be significant contributors to software maintenance
problems. it takes considerable sophistication and experience with major systems and what |t

takes to support them to plan ahead for system supportahility. Adequate planning may be mad:e :

additionally difficult because at the time a development contract may be let, the software for the
system may not yet be in existence, but only in the preliminary planning stages, and. supportabrlrty
of the software system may not be easily ptannable untrl after the system is more fully developed%

2.3.4 How Interna! Structurat Problems Work to the Advantage of Industry -

It is perhaps an obvious point that the structural problems internal to the Defense Department
create opportunities in software maintenance and supportability contexts for industry to charge
very large sums of money for work or rights that could have been purchased more cheaply had
they been bargained for at the early phases of the contractual arrangement. [t is often in the
industry's interest to take advantage of these opportunities when they arise.

2.4 Recommendations about How to Plan Better for Maintenance and
Enhancement of Software . _
Although further work could surely be done about the government s software malntenance IlcensE

ing problems discussed thus far, it is possibie to identify some ways in which DoD might i |mprove
its approach to solving this class of maintenance/enhancement problems. New regulations wont

help much. The best solution to this class of problems is |mproved planning for maintenance and :

enhancement of software at the tims the contract rs made

2.4.1 Getting Adequate Documentation to Enable Maintenance or Enhancements

{a) DoD would do well to develop a better, more standardized set of specmcatrons about what
software documentation must be dslivered to DoD and wrth what nghts '

(b) DoD should decrde upfront what arrangements the government wants or needs to maké
about who should do the maintenance or enhancement work. For reasons other than merely
cost, the government may need to do the maintenance in-house. How much rights and how

much data the government needs from a contractor will in large measure depend on this decision. N
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2.21 SoftWare Tools

Software tools are a set of programs that may be used to produce other programs. Software

toals commonly include editors, compilers, and debuggers, among other things. The appti_catiq:n :

software produced by the tools could be anything from the guidance system of a missile to an
inventory control program. Much of the expenisive software the government buys is softwarje
which is expected to be modified over time. For example, ' satellite monitoring systems must He
revised whenever a new satellite is launched. In order to modify application software in an

aptimat way --and in some cases, in order to modify tatall - it may he desirable or necessary to '

have access to the tools that were used to create the program in the first place. Even if th:,e
government’s contract officers have the foresight to try o bargain to obtain rights in softwar;_e
tools, the company may be extremely refuctant to grant anyone -- let alone the government

(which is widely perceived by industry to be unable to protect commercial secrets) -- to have ‘%1 :

copy of the software tools, or even to have access to the tools. A software producer’s tools may
be perceived to be the major factor i in the companys competitive edge in the industry. Partmg
with them may be a highly charged subject Indeed, for the government to be able to make any
deal to get propnetary software toois is thought a remarkable event.

i
I

One potential approach to solvmg this problem mnght he for non-governmental third parties to
enter into licensing arrangements with the software tool producer (assuming that.the company

would license anyone) on more restrictive terms than government procurement practices woul_i’d
allow. The govermnment could then allow this third party licensee to do thjs
maintenance/enhancement work. This may not be a soiution in all instances, however. |

There. seems to be a strong preference, if not a clear pohcy, for DoD to do "organic"
maintenance/enhancement work for all weapons system software and weapon related softwars.

We were also frequently told that many compames wouid not llcense proprletary software tools to
anyone.

Those software tocls which companies are likely to be willing to make available to the govem-
ment with unlimited rights are the older, less valuable technoiogies. If DoD’s priority is to get th@a
best technology, using old tools doesn’t seem to be desirable. If DoD's priority is to be able to db
all maintenance and enhancement organically or competitively, then havmg rights to old toots is
better than having nghts in none.

2.2.2 CAD/CAM Programs

increasingly, industries are using computer aided desigrn/computer aided manufactunng :

(CAD/CAM) programs to design and manutacture systems. Most of the examples we heard
concerning systems designed for the government with CAD/CAM programs were from the

aerospace industry. Because aircraft tend to be rather expensive systems and systems whici _

. require more than a modest amount of maintenance and enhancement, both as to software and
hardware components, there is growing concern within the Defense Department about getting
access to and Tights in the CAD/CAM programs used to design the systems in the first place.
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2.1.1 Getting Rights to Modify. -

Obtaining rights for the government to modify software is not a current software licensing probler_n
of the Defense Department. While many other buyers or licensees of software are experiencinb
difficulty in negotiating with software firms about whether or. not they can modify software, thIS
does not seem to be DoD’s problem The DoD procurement - regulations require that in aII
software acquisition contracts the governme_nt must get the right to modify the software ( [61] seg
52.227-7013(b)(3)). Government lawyers, on the whole, tend to think that this means that even
when a contract between the government and a software contractor is silent about modmcation
rights, the standard data rights clause will be construed by a court to beincorporated into the
contract under the Christian doctrine. (See [29]) in which the court read a "termination for the
convenience of the government" clause into a military housing contract.) On the other hand
some DoD contract officers seemed to believe that if prime contractors had negotiated away the
government's right to modify software in dealing with a subcontractor, the government would be
bound by the prime’s action. This may not in fact be so for reasons discussed, at Chapter 8. ;

if, instead of relying on the DoD standard data rights clause,.the gouernment was relying on thie_
copyright law as a basis for obtaining rights to modify software, the government's rights wouid be -
on more shaky grounds. Copyright law regards any moedification of copyrighted software as the :

creation of a "derivative work" which one needs permission. of the copyright owner to do [59]
sec. 108(2)). Although owners of copies of software have a limited right to modify software under
Section 117 of the copyright law, the right is so limited as to be virtually nonexistent (1) because
only "owners" of copies (and seemingly not licensees) have such rights, and (2) becéuse
medifications are only permitted to the extent they are created as an "essential step in the utxhza—
tion of a computer program in conjunction with 2 machine." One court has interpreted this to
mean that modifications are only permitted if the program won't execute as is (Midway Mig. Co. v

Strohon {38]) Because copyright law currently offers such limited rights to modify software, it is a |
" good thing for DoD that it has made modlflcatlon rights paﬂ of the package of minimum rights tha; _

it a!ways gets in software.

2.1.2 Getting A:dequate'Documenta_tio_n to Make Modifications _
Getting = adequate software documentation seems to be the major software

maintenance/enhancement problem experienced by the Defense Department. Many of thé

"horror stories” we heard were instances of one of the following sorts:

(a) not being farsighted enough to ask for delivery of all the documentation needed to en-
hance or maintain a system (by far the most commen and most significant problem); -

{b) not belng sufficiently diligent in supervnsmg the dalwery of documentatlon to insure that
averything that should have been delivered was, in fact, dehvered : :

{c) not supervising the attachment of restrictive notices to software to ensure they were only
attached to software whaolly developed at private expense;

(d} not being able to comprehend the documentatlon dehvered because of its compiexity or
turgidity; or .
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1.8.3 The Proposed FAR Policy is More Compatible with CICA and the 1985 DoD
Authorization Act Than Is the DoD Policy

The CICA and the DoD Authorization Act indicate that Congress intended there to be a uniforr:
system of federal procurement pollcy The proposed DoD FAR SUPP mns counter, in man'y
instances, to the pohcy which other federal agencnes will follow under the FAR.

Congress intended that federal procurement regulations achieve a balance as to the mterests of
contractors and the government. The proposed FAR more reasonably balances the interests of
the parties invalved than does the DoD FAR SUPP. It, for example, creates the potentiai for the
government to take less than unlimited rights when hoth public and private funds are used to
develop software. The proposed DoD FAR SUPP would not permit this. In fact, the proposed
DoD pelicy, while in most respects the same as the existing policy, would shift substantially the

rights balance in favor of the government because the definition of "developed at prlvate -

expense" would make it nearly impossible for any software to qualify. This would mgmﬂcantly
reduce incentives to do business with the government

1.9 Conclusion

i
I

_ ‘ !
An sven better solution to DoD’s software data rights problems than revising the standard data .

rights clauses as suggested in Section 1.7 would be for DoD to adopt the same basic "dat*a
rights” pelicy as soon will govern all other federal agency acquisitions. More specifically, DoB
should adopt the proposed Subpart 27.4 of the Federal Acquisition Regulations (FAR) rather than
the proposed Subpart 27.4 of the DoD FAR Supplement (DoD FAR SUPP).

%f
i

Even if DoD chooses not to adopt the FAR data rights provisions, it should recognize that th{e
current software acquisition policy is seriously flawed in a number of respects. It is highly an'f-
biguous about certain rights provisions concerning matters which need to be clear. It conflicts wuth
intellectisal property law in some instances. It creates needless disincentives to do business W|th
DoD in the software acquisition area. It is not tailored to take into account the kind of technology
software is. Thé present policy is too closely tied to the technical data rights policy and fails to
recognize that the economics of software development are significantly different from the
economics of technical data. If DoD wishes to acquire rights in the best software technology, :t

must adopt a software data rights policy that is no more dwergent from standard commercna_l
pract:ces than is essential to fulfill its mlssmn ;
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in things funded oniy in part with government money. The 1985 DoD Authorization Act (creatiij_g '

10 U.S.C., sec. 2320(a) [52]) suggests this may be compatible with Congressional thinking.-

A second variation on the draft standard data rights clause above, which we would have DaD

consider would be one that would have the government bend to industry’s demands for getting
only a governmental purpose license as to intellectual property developed at public expense
instead of “unlimited rights" and would require industry to-bend by giving DoD the right to sub-

license for competitive reprocurement or maintenance purposes (subject to appropriate restric- -

tions on the third party) as part of its "minimum rights." Again, only modest changes in the dre;ft

above would seem to be required to accomplish this. If getting competition for reprocurement and -

maintenance purposes is a high priority of DoD, it may be worthwhile to consider whether tﬁe
government can live with being able to use and subllcense use of intellectual property for
governmental purposes If it can, maybe this wouldn't be a bad deal to make.

1.8 Recently Proposed Revisions to the DoD Procurement Regulations

Until recently, there has been no substantive "data rights” policy under the FAR. Because DoD
has long needed to have a standard policy for acquiring rights in software and technical data,

DoD developed its own elaborate policy, wh|ch is currently embodied in the DoD FAFi SUPP-

({61], Subpart 27.4).

The Competition in Contracting Act (CICA) {'57], passed last year, required development of a

substantive data rights policy for all federal agency acquisitions. Both CICA and the 1985 DoD -

Authorization Act reflect Congress’ intent that there be a uniform data rights policy for aft tederél
agencies. The newly proposed Subpart 27.4 of the FAR is the substantive data rights policy that
was developed to respond to this Congressicnal mandate.

Shortly aitef issuance of the newly proposed FAR data rights provisions, DoD issued a set of :

proposed revisions o the DeD FAR SUPP. Although said to "supplement" the FAR, the proposed
DoD reguiations, if adopted, will entirely supplant the FAR. ' L
Supplantation of the FAR is inconsistent with the Congressional mandate for a uniform policy for
federal acquisitions. Because of this and because the proposed FAR contains a superior data
rights policy, one which is more straightlorward and concise, more consistent with commercual
. practice, and more compatible with other Congress:onal directives in the CICA and the 1985 DoD
Authorization Act, DoD should give serious consideration to: adopting the FAR proposal rather
than the DoD FAR SUPP proposal. If a few additional provisions are necessary to enable the
Defense Department to carry out its special mission, DoD should, of course, be able to supple—
ment the FAR to accomplish these ob;ectives Gomplete supplantation of the FAR Is, however
neither necessary nor des:rable B :
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(2) Minimum Rights Legend: Inteilectual property in which the government has only minimum
rights must be delivered with a restr'[ctive marking of the following type: -

Minimum Rights
Property of: {contractaor or subcontractors name)

(3) Restrictive Legend for Other Licenses: Intellectual property delivered to the government un-

der other kinds of Ilcensmg arrangements must be delivered with the following restnctlve marking:
Negotlated Rights
Property of (contractor or subcontractor) -
~ Contract No:

(4) Substantiating Restrictive Legends: The government may challenge restrictive legends:at-
tached to intellectual property delivered or intended to be delivered under this contract on the
ground that public funds were used o deveIOp the intellectual property. Within 60 days after

written request for substantiation of a restrictive legend, the contractor or subcontractor shall _

provide clear and convincing evidence that the intellectual property was developed wholly at
private expense. If the contract officer finds that the intellectual property was not. developed
wholly at private expense, the govemment may ignore or-cancel the restrictive legends.

(5) Right to Appeal Cancellations of Restrictive Legends: If the contract officer finds that intel-
lectual property delivered under this contract with restrictive rights has not been developed whblly
at private expense, the contractor or subcontractor shall have the right to appeal any decision of
the government to cancel or ignore the restnot:ve markmg in accordance with the prowsuon= of
the Contracts Dispute Act. -

(6) Contractor Challenges to Subcontractor Restrictive Legends: When a subcontractor delivers
to the contractor any inteillectual property for eventual delivery to the government under this con-
tract, and the intellectual property is marked with a restrictive legend which the contractor
believes to be inappropriate, the contractor shall notify the contract officer of the mappropnate
legend so that the contract officer may challenge it.

Definitions

[NOTE: Only the definitions to be changed are mentioned here. Additional definitions of such

terms as "developed at public expense and "government purpose are not otfered here, although
they too shoutd be added. ] L ‘ -

The followm_g terms used in this clause have the following meanings:

(1) Unlimited thhts "Unlimited rights” means the right to use, copy, disclose, distribute, per-
form, display, and prepare derivative works of intellectual property, in whole or in par, in any
manner and for any purpose whatsoever, and to have and permrt others to do so.

(2) lntellectual Property. "Intellectual property refers to techmcal data and computer software.!
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1.74 Proposed Alternative Data Rights Clauses

There are many ways a standard data rights clause for DoD might be structured and wntten
Amang the problems with the existing standard data rights clause is its great length (nine pages)
and its turgidity. It is a clause which has been much amended, as first this situation, then that, is
taken into account. The amendments have, unfortunately, not aiways been simple, straightfor
ward, unambiguous and comprehensible. Perhaps # is time for a fresh start. Over time a new
clause may also become encrusted but at'least for a whlle it may be an |mprovement :

Even wrthout altering the substance of the data rrghts clause, DoD might be able to get som;e

"mileage” from a revision of the standard data rights clause that would make the clause more .

readable and less ambiguous. One of industry’s standard complaints about the clause is its
jesuitical complexity, a cornplamt which could be ehmlnated by sucha revrsron '

The dratt atternatwe data rlghts clause found below does not retain atl of the substantive prov
sions of the existing data rights clause. It drops, for example, the claim to unlimited rights in
non-deliverables produced at government expense on the ground that this provision serves only
to frustrate the government when it believes it has rights it cannot enforce. On the other hand, |t
gives the government back its unlimited rights in oopynghted material produced at govemment
gxpense. And it defines unlimited rights in a broader manner so as to allow creation of denvatuve
works, among other things. This draft is offered simply as an item for consideration, as somethinig
to think about if DoD decides that a revision of the standard data rights clause might be desirablé!.

Following the draft clause is a short dlscussmn of iwo other possible alternative draft clauses, one
of which industry people might greet as reflecting a more “enlightened” policy, and one of whlch
we suggest might be a workable compromlse of the government s and of industry’s concerns.

B 7.5 An Alternative Standard Data Ftrghts Clause
‘ thhts ot the Government

(1) UnIimited Rights Ltcenses- The government shall have unfimited rights in:
(i} all intellectual property to be delivered under this contract which was devetopad at publlc
expense .

{ii) all intellectual property’ to be deiivered under th:s oontraot whtch is in the pubho domam ar
~ otherwise distributed without restriction; -~ :

(iily alt intellectual property o be delwered under this oontract which incorporates intellectual.
property in which the government already has Untlmlted nghts and ‘

(w) ali mtellectual propery dehvered under this contract whtch is not prOperty marked as o the
'restrlctrons pertalmng to it. . :

{2) Minimum Rights Licenses: The government shall have a minimum rights license in ail intel-
lectual property delivered under this contract which has been developed at private expense. Writ:
ten permission of the owner of such intellectual property wiil be required before the government
may make other uses or disclosures of thls intellectual property. : 3
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1.7.3 Getting More Rights Than DoD Needs .

Government procurement people frequently say (and there is even a DoD regulation to back rt ‘

up) that it is the policy of the Defense Department to acquire only so much rights as the govern-
ment needs ( [61] sec. 27.403-2(a)). The truth is that DoD routinely acqmres more rights than |t
needs. Its practice reveals that its priorities often lie elsewhere :
Perhaps the clearest ttlustratlon of overacqmsatlon of nghts is the government's standard policy of
acqumng unllrnited rights in software and data produced at government expense, even as to what
' is non-deliverable under the government contract.. The government doesn’t a always need to have
unlimited nghts in these items afthough perhaps sometimes it does. Another illustration is tts
insistence on treating many things clearly not in the public domain and not developed at publlp
expense (such as manuals) as subject to unlimited rights. Still another illustration is its policy df
treating somethmg as having been developed at government expense if so much as $1 (or for
that matter, a dime) of government money has been spent in its development, which of course

will mean that the government will get uniimited rights in it. Again, it isn't the case that the govern;'

ment always needs all those additional rights, especially since if that $1 of government money
had not been spent on "fine-tuning” the product, the government would have contented itseif with
restricted rights to the proprietary software. The vigilant search by government lawyers for som_ie

technical defect in compliance with the DoD FAR SUPP to. enable the government to get un :

limited rights in something which both parties reascnably expected to be subject to restriction%
(the price itself also reflecting the expectation of restrictions) would be vnewed by industry as yet

another instance of the government searching for more rights than perhaps it truly needs (and
has paid for). :

'From our interviews with DoD oerson_nel, it appears that getting unlimited rights in pubilicly funde
software and technical data is, for many people, a fixed star in the firmament of the DoD procure

ment universe. industry seems to have ad]usted to it, although th:s is one ot its Eeast favorite
government policies. : _ -

There is a certain elemental appeal to the policy. People generally tend to think that if they pay
money to have something made for them, they "own" it and. should be able to do with it as they
please. Government people frequently express this kind of sentiment toward the spending of
government money, and seem not to understand why private firms might object to the policy. The
private firms, of course, tend to think that the government is trying to get SOmething for nothing.

The truth i is that private firms understand thls pnncrple of getttng aII the nghts and benefits when
one pays for something very weII when it comes to their rights as against those of thet_r
employees. Within a firm, ownershlp of intellectual property and profits resuiting from the value of
the intellectual property do not go to the creative employee, but to the shareholders of the firm.
{But then, that is the essence ot the tree enterprise system whuch the Department was created to
defend) : : :

Yet government people do understand -- even if they don't much like. it -- that private firms see,nét
to lack incentives to develop and deliver their best products. to the goVernment when the firms
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1.7 Rethinking and Simplitying DoD’s Data Rights

As DoD well knows, industry people have a‘lot of complaints about the DoD procurement regula'
tions, especially as they affect software data rights.. “Revise Part 27.4 of the DoD FAR SUPP/

they are wont to say. Just how, they do not usually say, or if they do, they tend to pull out a hug _

[4+]

laundry list of grouses and do not dltferentlate among them at all.

We take as "givens" much of what mdustry doesn't like about government procurement practice
(e.g., the auditing of the books, the limits on profits, the record keeping requirements) and muc
of what the government has insisted it needs (more rights than industry commonly gives to it
commercial customers, especially as to reprocurements and maintenance.)

On the other hand perhaps a revision of the procurement regu!atlons as to data rights would be a
idea.

Doing so might be a step toward improvement of relations with industry. And if the government
can clanfy what its priorities are in the data rights area, perhaps it can strike a balance W|th
industry to get a littte more of what it truly needs to achieve competition in reprocurements,
maintenance, and enhancements, by giving up a little of what it already has, but does not truly
need, perhaps trimming back somewhat on its unlimited rights policy. At the same time perhaps
the government can Slmp[lfy the regulations and make them more comprehensibie which would
be a beneht both to the government and industry.

E
1.7.1 Comprehensibility as a Goal of the Regulations [I
One of the pricrities DoD should have for its data rights regulations is having regulations whlch

are as simple, straightforward and clear as poss:ble The current DoD data nghts regulations fali
short of thls goal.. : : ,

Procurement regulations.- especially as to data rights - need to be readily understood and applied
by people of ordinary intelligence who aren't lawyers and who often have to work under extremé
pressure and have many things to worry about besides data rights. Given this, one can perhap§
see the value of at least attempting a more simple, straightforward approach. When a contracting
officer is being rushed to field a system, and when future promotions will ride on how quickly he is
able to field that system, he is likely to avoid becoming enmeshed in complicated data righté
issues which he will likely not understand all that well to begin with and which, if he pursues thezr
depths, will surely slow the procurement process down. If the system is fielded with snadequate
data rights for, say, organic maintenance/enhancement purposes, well, that will be someone
else’s problem anyway. A more streamlined, understandable regulatory structure might help the
contracting officers to overcome their reluctance o address data rights issues.

{E

One good exampte of how the regulatlons unnecessarily compllcate data nghts matters is the

provisions for two kinds of restricted rights for software and yet another set of restrictions ("I|mtted o
rights") for technical data (See section 1.3.4). ltis drmcult to understand why there are two kmd_c _
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Here is a second problem with the proposal. The ordinary persoﬁ might tend to wonder whether

"license rights” were more or less than other things. The ordinary person would say, "Wéll ;

'license rights’ surely has to be less than unlimited rights, but is it more or less than limited (or in
the case of software, restricted) rights?" Now on the one hand, it would seem that if the govern—
ment, in getting "license rights,” was getting the right to show the valuable data or software of one

company to another company for reprocurement purposes, ‘it would seem like the govemmeht :

was getting more than limited or restricted rights because limited and restricted nghts aIIow only

. use and disclosure within the govemment (except in emergencnes) o S
_ :

On the other hand from talking with the OSD study’s members and from reviewing the OSD
Study’s discussion of "direct licensing,” the ordinary person might well think that this proposal wgs

intended to enable the government to get the benefit of data or software which it might nipt :
possess, but which a third party might have gained licensed access to. In other words, this mig'ht,

be a way for the government to get the benefit of certain data or software without getting __z
rights or less than minimum rights to them. So this would tend to make someone think it was Iess

than limited or restr:cted rights. If this was intended, then the regu[atlons would have to make th:s
very clear.

Furthermbte, if all one wanted was a middle ground between "uniimited” and "limited" right's,_él it

isn't clear that a special "license rights™ provision is necessary. The present "limited rights” aljd
"restricted rights” provisions aiready allow for a middle ground. With the original-contractor's wr§t-
ten permission, it has always been possible to give out to another contractor limited rights tech-

nical data or restricted rights software. There is no prohibition against gettlng that written permls-_

.sion inthe ongma[ contract. B

What DoD seems really to need is not a middle ground, but a contractual commitment from ttje
originat contractor to agree to one of three things: (1) to license the govemment to subticenseé;a
second firm for reprocurement or maintenance purposes, (2) to enter into a license agreemeht
- with a second firm to allow it to use the data or software for reprocurement or mamtenance
purposes, or (3) to allow restrictions on the govemments use and disclosure to expire after a
period of time so that competitive maintenance or reprocurement can occur. If the commitment to
allow third party access for maintenance or reprocurements is what is truly needed, any such
regulation should say so very clearly. Neither the OSD Study Proposal nor the recently |5$ued
- proposed DoD regulation on license nghts provides th:s clear: guudance }
Yet another probtem wrth both the OSD Study Proposal and the proposed DoD regulatlons con-
cerning "license rights” is that there is already one set of “license rights” in the DoD FAR SUPP
{ [61] sec. 52.227-7025). It is downright confusing to have two entirely different “license r:ghts"
clauses in the same set of regulations (one applicable to SBIR and one applicable to

reprocurements). The OSD Study would not have revised the existing definition. of "license ngh_t :

{although the current definition only gives the government the right to sublicense "for governmetgt-
tal purposes.” This, unfortunately, begs the question whether competitive reprocurements are
within the meaning of that phrase). The proposed DoD regulations give license rights two' dlfferent
meanings which only exacerbates the problem. If the narrow interpretation of unhmlted nghts |s

34

-----




1.6 Issues Arising from the OSD Technical Data Rights Study- _

1.6.1 Fixed Expirations for Restrictions

in September 1983, the Secretary of the Air Force, Vernon Orr issued a drrectrve [55] (since
modified) requiring that a clause.be inserted in all future Alr Force deveiopment cantracts to
provide that all restrictions on technlcal data and software delivered to the government under
contract would expire no later than five years after delivery (referred to below as "the Orr ciause")
NASA had been using a similar clause for some years. This idea interested one of the com-
mittees of the House of Representatwes which asked OSD to study the idea. The OSD Techmcal
Data Rights Study was organized. Its report, issued in June of 1984 [11], rejected the Orr clause
- approach, at least as to technical data. The 1985 DoD Authonzatmn Act gave the Secretary of
Defense authority to issue regulations permrthng fixed expiration pericds of up to seven years

(See [52] sec. 2320(c).) The DAR Council studied the OSD Study Proposal and the Authonzat[on :

- Act and issued proposed changes to the DoD FAR SUPP for public comment. Those proposed
reqguiations would have permltted but not mandated fixed expiration periods:
From the standpoint' of traditional intellectual property .theory. fixed expnrations for restricti\);:e
legends make sense. If the technical data or software being delivered is not inventive enough t:o
be patented, why should the government create what is in essence perpetual protection for trie
thing when if it was patented, it would be in the public domain after 17 years?. - If copyright Iaw
would not protect the information, |deas processes, procedures, and other vaiuable things con—
tained in technical data, drawings and software, why should the government's data rights poquy

© treat them as protectable property? Intellectual property law does not accept the idea that info?— '

mation and ideas are capable of being "owned" by anyone. Even traditional trade secret law does
not protect any “property” right in the valuable secret per se, but only protects the confrdentlal

relationship that may have been formed when one person disciosed something valuable in con- '

fidence to another, or protects against industrial espionage or other tortious conduct by one wrfo

wants to obtain the secret [14]. Trade secret law also recognizes that over time oid tBChHOIOgy :

"~ may become less valuable, or valueless, which makes fixed. expirations seem reasonable. It is
also in keeping with the modem law of trade secrets to grant injurictive relief only for the period of

time it would take to discover the secret oneseif (and if that ttme is past, no injunction may |ssue)
andto grant monetary relref fora smlarly limited perlod

From the standpoint of how industry regards its secrets the fixed exprratron approach poses
some difficulties. Fixed expiration penods are sometimes used by industry, but generally in the
context of negotiations focused on a particuiar item of software to be acquired. The mﬂexrble

approach of the original Orr directive has now been rethought and DoD seems to have kept the '

option but allowed greater flexibility about it in the acquisition process. It may be possible to

provide for a specification during the planning stage or system acquisition as to whether an _

expiration period woulid be desirable, and if so, how long the period should be.
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signed the agreement, the government could not be bound by the terms of the license because
only the contract officer has the power to bind the government. Yet companies widely insisted 0n
getting the actual user either to sign or to break open the package. Those who believed that sugh
acts by users would not bind the government also believed that if users opened the package or
signed, they would expose themselves to personal liability and potentially to injunctive relief (even
if acting in a governmental capacity), which was thought to be undesirable and perhaps incof_n-

sistent with the regulatory mandate. It would be very helpful to the people who have to use these:
reguiations for procunng software to be able to get clear guidance from the. reguiatlons about th:s -

troubiesome issue,

%?

1.5.2 What Effect on Government's Rights ?

What effect the failure of the contract officer to open the package or sign the agreement wou[d

have on the extent of the government's rights thereafter was also a subject of some- debate
Would it be unlimited rights because of the failure to follow proper procedures and to make tﬁte
restrictions a part of the government contract? Or restricted rights normally applicable to oomme*;r-
cial software? Since these licenses typically restrict the government’s ability to modify tﬁe
software, they contain less than the four minimum rtghts the procurement regulations say the
government must have. How. that atfects the government's rights aiso. mystified some, atthough
others pointed out that ( [61], sec. 27.404-1(c)) states that "{a]s a minimum, however, the Govern-
ment shall have the rights provided in the definition of restricted rights in Section 27.401," and
that the Christian Associates case [29] suggests that Clauses that are mandatory in government
contracts will be read into a contract even if not found there. (That case involved a contract siient

on a clause, not one contradrctmg the ciause) (See Chapter 8 for more discussion of this
probiem.)

1.5.3 Other Terms in Violation of Federal Prdct_.trement Hegutations-

Many of the other standard terms of these licenses are in conflict with federal procurement ta\!v.
For example, they typtcally set forth such things as what state law will govern disputes, ac@d
where lawsuits are to be brought, as well as providing for instant termination of the license in the
vent of any violation of the terms of the license, and a retum of the software to the vendor. The
government could be expected to argue that none of these would bind the government even if the
contract officer broke open the package or signed the license agreement. Since the contract
officer is not authorized to agree to things which are in violation of the procurement regulatrons
the argument would conclude that the government would not be bound by these conditions. That
may well be so, but what would be helpful to.the people in: the field is to have a regulation th at
explicitly addresses this problem.
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make provisions to accommodate this technological development ([64], sec. 18-27.473—2(9;))._'

~ The DoD shouid think about doing so as well.

1.4.3 "Time Bom bs,” "Worms," and "Triggers"

Some software being sold commercially contains "ime bombs," software devices that at a
prescribed time either stop the software from working or stop it from working accurately. Otr’ger
software confains “worms," software devices that, upon a certain condition being met, cause
destruction to that software, other software, or stored data. Still other software contains “triggers,”
software devices which prevent software from running on any but a specifically identified C.P.U.
Because of the possibility that a software firm might install "time bombs” or "worms" or “trigge! £
in software acqu:red by the government, perhaps the regulations ought at ieast to require noti Ece
to the gpvernment |t software is to be delivered with "time bombs" or other such devices. '

1 4 4 The New Chrp Law

The only forms of intellectual property law to which the DoD FAR SUPP makes reference are
patent and copyright law. in fall of 1984, Congress created a new form of intellectual property law
to protect designs of semiconductor chips. Because much of. the software that DoD buysiis
delivered on chips, the new chip law seems at least somewhat related to DoD’s software !lcergs-
ing practices, and hence within the broad scope of this report. Chapter 12 discusses the features
of the chip law as they may affect the Defense Department. '

1.4 5 Trademarks

Another form of intellectual property law to which the DoD FAR SUPP makes no reterence is
trademark law. Because it is becoming more common for the government to take trademark;
rights as to software under development (especially in connection with the government’s promo~.

tion of Ada as a standard language for military applications}, some standard clauses for obtamrng
trademark r:ghts in software products produced for the government by private firms should be
available. Because of some nonobvious wrinkles in the trademark law which could trip up the
government’s efforts to maintain trademark rights, explained at some length in Chapter 6, it is
important to have a policy which will get it right the first time. '

1.4.6 _vaernmeht Rights in Derlvative Works

As Chapter 4 explains at greater length, there are a number of "derivative works" issues not

currently addressed by the current regulations which are of some considerable importance jin
- software acquisitions. Two of the issues are: (a) what if any rights the government has in
contractot-prepared derivative works of software in which the government claims unlimited r:gh (]

{see also Chapter 7) and, (b} what if any rights the government has in modrfrcatrons it makes to

Arestrlcted rights software prepared erther by rt or for it by prrvate frrms
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although it still does not address the critical issue of what it means for software or technical data
to be "developed" (i.e., what are the critical events, especially as to software -- When the algo-
rithm is developed? When the source code i |s wrltten’? When the code is first compiled? When |t is
debugged'? etc) :

The proposed revisions to the DoD FAR SUPP data nghts provisions issued in the late summer
of 1985 undertook to define "developed" and "developed at private expense" more precrsely

Unfortunately, the definition proposed is so stringent that virtually no software would qualify as'
privately developed software (because of the testing requ:rement ard because of the requurement -

that ail development be completed before any govemment contract for the software is:in
existence). The proposed definition (like another similar attempt a few years ago) has proved too
controversial to be adopted ( [8] pp 443-445). It does seem time 1o try to develop a definition that
both industry and government can live with. The term is too important not to be defined. :

1.3.4 Two Types of Restricted Rights o | ;
The policy provisions of the DoD FAR SUPP ([61] sec. 27.401) contain only one definition :of

restricted rights applicable to software. The implementing data rights clause found at ( [61] se'c._

52.227-7013) sets forth, in subsections (b)(a)(r) and {ii), two different sets of restricted rights, one

applicable to commercial software (at the vendor’s election) and one appiicable to other software :

One of the problems with this aoproach is that while the two sets of rights resemble each other?g_in

some respects, they are not the same, and to the extent they are different, it is not apparent wrifat _

principled hasis exists for the differentiation. (One, for exampie. focuses on the computer for
which software was acquired, whereas the other focuses on the facility. Also, the two sets of

rights do not seem to treat modifications the same.) . It appears that the differences may be tEre'

result of imprecise drafting. If these differences are intentional, then they shouid be explained.

Anather problem is that there isn't an easy way to refer to the two kinds of restricted rights. That :

is, it would, at a minimum, be helpful to be able to refer to "commercial software restricted righ{s"
and “trade secret software restricted rights.” It is also hard to comprehend why documentatir}n
concerning commercial software should be allowed to get restricted rights treatment, but riot
documentation for other software. Subjecting other than commercial software documentation to
" the broader "limited rights” policy (giving the government the right to use, disclose and duplrcate
the documentation throughout the government) has an added disadvantage for the government in
that it deters many software firms from doing business with DoD or from selling rights to therr

most valuable technologies. Moreover, none of the contract officers to whom we spoke couid t:éll :

us the difference between these two sets of restricted rights or could tell us how to apply thern
Industry people also seemed somewhat confused by these two sets ot rtghts This creates need-
less confusion. : :

What seems to be the general mtent of this segment of the regulatrons is to set a "floor" :‘of
minimum rights Whlch the government must always have (as well as setting a standard ' cerlrng"
of unlimited rights when government funding has been used) and then to indicate that inter-
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government with an intention that it also be sold in the commercial marketplace will not I‘lkr.ly
qualify for treatment as commercial software since at the time of development there will be no
sales outside of the government. Our understanding is that because of the ambiguities of Ian-

" guage in the regulations, most contractors do not exercise the optron of having software treated

as commercial. .
1.3 The Need for More Precise Definitions

1.3.1 What Unlimited Rights Means Vis-a-Vis Ownership

There does not seem o be a conserisus among DoD pers.onne[ about what "uniimited rights”

means vis-a-vis ownership. We dlscovered at feast four lnterpretatlons DoD personnel had as io
this issue. - ]

(a)- Some think it is the equivalent of ownershig.

As one person has said, "if it looks like a duok and quacks I:ke a duck rt isa duck "

(b) Some think it means the govemmont co-owWns the subject matter the government owning it
in the governmental sphere the contractor ownlng it in the oommercral sphere.

. The recoupment provision was thought by some to’ support thls interpretation,
(c) Some thmk it means the thlng ls |n the public domam

Cenamly, with trade saecret data, what the government seems to have is the capabelny to put the
thmg in the public domam .

)] Some think it means that 1he the contractor owns the thtng and that the government has a
license back to use the thmg for governmental purposes

Section 1.1.1 suggests that thls last interpretation may be the more appropriate one Yet there is
a big difference between "unlimited rights" as- defined by section 27.401 ("to use, duplicate or
disclose .. . in any manner and for any purpose whatsoever, and o ... permit others to do s0") and
"license rights” as defined by that same section (which limits the nght to use, duplicate or drsc!ose

to "governmental purposes”), 50 somethmg different must have ongmally been meant by un- :

limited rights.

Why does it make a difference what it means? Because DoD people (and industry people as well)
sometimes think of "unlimited rights" as an ownership.interest which means they may act on th?is
belief, which means they can get into trouble if it isn’t true. For example, in negotiating a software
development contract as to which keeping control over derivative software may be important, the
government may use the standard data rights clause and expect to get unlimited rights. The
. government might have thought it wouldn't need a copyright since it would have unlimited nghts
or it might think uniimited rights was ownership. But if the c_ontractor copyrights the software, .thie
government may not have unlimited rights; and even i it has unlimited rights as to unoopyrighte:d
software, it isn't clear this inciudes rights to make derivative software. (See Chapter 7) What
_unhmlted r[ghts really means vis-a-vis ownership matters.
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the latter, it is clearly contemplated that other restrictions can be negotiated by the parties, sub-
jectior_t!y to the requirement that the government always has the four minimum rights set forthfj in
the clause. (A different restrictive legend is to be attached to the software depending on which
arrangement the contractor has elected to take.) The language of the standard clause cén-
templates that a separate license agreement contamlng other restrictions Is to be negotrated and
made a part of the government contract .

The issue arises: what happens if a separate license agreement has not been negotiated or if a
license agreement has been negotiated but not explicitly made part of the government contract’-’-

Reportedly, many firms have provided their proprietary software to DoD, and have not negotuated
separate licensing agreements, let alone made such agreements part of the government con-
tracts. These software firms apparently assume that the government will have no more than the
four minirmum rights.

The government might make the argument that unless there is a separate agreement and |t is
_ made a part of the government contract, the government has uniimited rights in the software. The
following language of the clause could be used to support this interpretation: "The contractor may
not place any legend on computer software indicating restrictions on the Govemment's nghts in
such software unless the restrictions are set forth in a license or agreement made a part of thls
contract prior to the delivery date of the software.” On the other hand, industry might argue that
the govemment should be held to the four minimum rights where no separate license was
negotiated or made part of the contract S0 tong as the software was developed wholly at prlvate
expense. - : , _ L

3
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If the govemment did decide to litigate on a claim of unfimited rights in software where no
separate agreement was made part of the contract, we think it unlikely that a court would uphcé!d
the government’s interpretation of this clause. If a software firm provided the government with =|ts
proprietary software on the understanding and in the expectation that no more than the four

minimum rights would have attached, it would seem likely that the court would protect the party s.

reasonable expectations. Modem contract law has moved away from hyper-technical approaches
to contract formation and tends to enforce reasonable expectations of the parties. This is a casie,

however, in which even if the government won, it could lose in the long run since the mere
' pressmg of the claim mrght further rmparr already strained re!atrons between industry and govern-
" ment. - . _ !

Some industry people who knew about this little "booby trap” in the regulations were nervoii.rs
about it, but thought that DoD’s contracting personnel would be "reasonable” and not spring the
trap. Even where the likelihood of harm may be perceived. to be slight, however, a software
contractor may be unwilling to take even the risk presented by the DoD procurement regulatio ns

when the firm’s most valuable technology would be at stake. This disincentive to do business wth -

the DoD is even more pronounced where a small contractor is involved since the vaiuable tech-
nology at issue is !lkety to be the very "lieblood” of the company, that is, the competitive edge
which allows the company to survive in the marketplace. In such cases, even a slight risk is like ly
to dissuade such a company from doing business with the DoD, with the result that useful tech-
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The issue could arise in a number of different contexts. For example, suppose a series of DbD
contracts was awarded to a small business over a- several year period for devetopmentiof
software. Assume the contractor developed an excellent aigorithm that was not a deliverable item
under the contract, and offered to sell it to the government for an additional sum. To further cloud
the issue, suppose there had been a short hiatus in government funding of the research, and that
it was durmg this hiatus that the algorithm was developed at the contractor’s expense. The
g0vernment might very well insist that the contractor deliver the algorithm on the ground that it
already belonged to the government. The, contractor would likely disagree, creating an |mpasse

The end result would likely be that the government would have to meet the contractor’s price,| or:

go without the algorithm. _ o

Theré would be some equitable pull to the government’s argument that after giving this sniall
business funding, it is owed something of value in return. The contractor's position that the years
of government funding had not supported development of this product might appear dubiousito

some, and thus could weaken the contractor's equitable argument. Yet there would also seem to.

be some equ:ty in the contractor's stance. He could argue that he had been willing to deliver what

was deliverable under the -contract, and it wasn't his fault that the government hadn't called for.

delivery of the algorithm and hadn’t put in a deferred ordering clause as the current regulat:ons
allew. Moreover, since the government would not have had a contractual basis for complatnt

agamst the contractor had he not developed this valuable algorithm, it mnght seem to some as.

though the government was trying io get something for nothlng

Other interesting quest'lons deriving from the problem of what it means to have unlimited rights.in
non-deliverables include: whether the government has any rights if the contractor later sells the
valuable non-deliverable to someone else; whether the government can rightfully claim unlimited
rights in a derivative work which incorporates the non-deliverable and which was (hut for the

non-deliverable) clearly developed at private expense; and what if any obligation the. contract'or'

has to inform the government of any other use of the non-deliverable. If a contractor has reason
to believe that the government would claim unlimited rights in a derivative of non-deltverabte

software if that item is later delivered under a subsequent acqu:smon arrangement, the contractor.

is not itke!y to be willing to deliver it. _ . : :

This problem seems to be an instance of confusion over the meaning of "unlimited rights” vis-a-
vis -ownership {see Section 1.3) as welf as another instance of the government's having higher
expectations about its rights than "uniimited rights” seems able to deliver. The advantage to Dc'iD
in leaving this ambiguity in place is that it may sometimes be helpful in negotiating with softwate
developers about non- -deliverabie software or algorithms. The disadvantage to DoD inleaving thts

ambiguity in place is that without an option or deferred ordering clause, it raises expectations that :

the government may have no lawful right to have satisfied, and may create opportunities for
distrust and bitterness, which are in neither the government’s nor industry’s long term best lnter-
est. So, it would be wise for the government 1o consider making the deferred ordering clause
standard, or drop its unlimited rights claims to non-deliverable software or data..
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1.1 Ambiguities or Problems in the Data nghts Regulations That May Harh
the Government’s Interests

There are several provisions in the current DoD FAR SUPP that are widely perceived to :be.

troublesome for the government in achieving some of the goals it may have for software systems.
Four instances of this are discussed in this section.. (Selected portions of the DoD FAR SUPP
can be found in Appendix B.) - :

1.1.1 The Apparent Conflict Between the Unhmlted Fughts Prov:suon and the
Retentlon of Copyrlght Provision.

It is standard government policy to obtain unlimited: rights in any software developed at public

expense under a govemment contract or subcontract ( [61] sec. 27.404-1). "Unlimited nghts'{ is.

defined to mean "the right to use, duplicate, or disclose ... computer software in whole or in pert

in any manner and for any purpose whatsoever, and to have or perrmt others to do so" ( [61] sec
27.401). - _

?
:3
;

Another subsection of the standard policy regulation.allows contractors to retain copyrights in-%fa!!

software (or, for that matter, technical data) first developed or generated in performance ot;, a

government contract even if funded by the government ( [61] sec. 27.402(¢)}. The only exceptiion

to this is when the government uses its "special works" ¢lause, which purports to give copyriéht

“ownership to the government. Where a contractor owns the copyright, the government is sdp-
posed to get a license back to copy and use the copyrighted material for governmentat pu mgse
([61] sec. 52.227-7013) for the implementing data rights clause; see also [8) {pp 487-488) fon

d;sc:ussmn of this ambiguity). This latter provss:on is not welt understood by DoD’s own procure
_ ment personnel

itis possible to envision a 3ceoario where the government might expect it would have unlimit od
rights in software developed under a software development contract only to find that the contrac-
tor delivered the software with a copyright notice on i, and that the government's rights would
have been cut back because of the contractor's-invocation of the copyright protection. Chapter 7

gives a more extended hypothetical discussion of how this mlght conﬂlct with the governmen"s
sense of its interests. :

In any Iltlgatlon between the govemment and a contractor over the meaning of these two seem-
ingly conflicting clauses, it seems likely that a court would construe the clauses so as to give
effect to the copynght limitation. The law .generally construes any ambiguity in a contract against
the party -- here the ‘government -- that has drafted it. What that means is that unlimited rlghts
doesn’t always mean unllmited nghts

In fact, it may never mean uniimited hghfs Vlrtuai[y all of the technical data and software
delivered to the government is oopynghtable subject matter. Unpublished copyrighted. SUbJep't
matter needn’t be designated with a copyright notice to be protected under that law. Because iof

this, it may be that unlimited rights never means anythln_g but a license for governmental pL:r- :
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the DoD acquisition regulations do not provide any guidance about such issues. Access appears
to be less than the set of minimum restricted rights that the standard data rights policy coin—
templates as mandatory for software acquisitions. DoD needs to develop a better regulatory
policy to enable it to benefit ful!y;fr;om' this. relatively new and powertful technology. ?

. Chapter 11 Software’s Hybrld Nature

This chapter briefly explores how software differs from hardware and from technical data. One of
the many ramifications of the hybrid nature of software -- partly a "writing,” partly a "machine pa e
-- has to do with whether DoD may be able to claim warrant:es in software delivered to it under
contracts silent as to the issue of warrantles

Implied warranties -- as of merchantability or fitness for a particuiar purpose -- do not attach to

services; they may attach to "goods.” If more akin to hardware, software would appear to be .

within the meaning of "goods." If characterized as being more like technical data, software wou)[d
appear to be more in the nature of a service. Thus, the characterization of software can have
significant |mphcat|ons with respect to the question of whether or not implied warranties will et—
tach. We conciude that implied warranties may attach to software delivered to DoD, even thougf;h
government contracts, strictly spe’aking, are not governed by the Uniform Commercial Code fro?n

whence such implied warranties as merchantabllrty and fitness for a particular purpose ongma ly
came. : . '

_Chapter 12: Semlconductor Chip Protectlon

This chapter describes the new form of intellectual property law that Congress created in 19854
which gives a set of exclusive rights to owners of chip circuitry designs. The new chip protectlon
law resembles patent and copyright law in some ways, but it is unique in some respects. It als
repornson how the new !aw may affect DoD's software acquieitions.

The DoD acquisition regulatlons make no reference to the new Chlp faw. There is no exlstmg
mechanism, for exampie, by which DoD can take rights in the chip designs developed for it. The
chip law, like the copyright law, comams a provusnon prohabmng the government from durect!y
obtaining protection under that law. Thus to obtain protection in a chip developed by the govem-
ment or by a contractor for the government it appears that the DoD would have to employ an
assignment approach such as that dlscussed in Chapter 5 dealmg with govemment ownersh;p ef
copyrlght ,

An important way in which protectlon under the ch:p law differs from protection under the
copynght law is that section 1498 of title 28 U.S.C. shields the government from an injunction |n
cases where the government is found to have infringed a copyright or a patent; no such protec-
tion is available to the government for infringement of a chip mask. Thus, the holder of protect:on

under the chip law might be able to obtain an injunction against the government prohibiting further '
use of an mfnngmg chnp. whereas such relief would not be avanlable against the government as to
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Chapter 8: Subcontractor Flowdown Problems

This chapter raises a set of concerns voiced by DoD personnel about the extent of 'he
government's rights when prime contractors fail to obtain from a subcontractor the full set of ng‘tts
that the government had bargained for from the prime. The chapter suggests that the government
may be able to enforce rights under mandatory clauses as against the subcontractors, but not
those denv:ng from dlscretlonary or spemally written clauses _ '

Certain clauses such as the standard data nghts clause are required to be used in DoD software
acquisition contracts unless a deviation-has been obtained from the DAR Council. If a prime
neglects to insert the standard data rights clause in a subcontract with a software developer; or
negotiates with the subcontractor for less rights than the mandatory clause requires that the
government have, it would seem that the government could-enforce the standard data nghts
clause against the subcontractor. The clause is a government regulation and is required by
reguiation to be inserted in all DoD software contracts unless a deviation has been obtained.
Subcontractors-would I:kely be held to have construct:ve not:ce of this.

There are many clauses used in government contracts that are not mandatory. The "special
works" clause is an example of a standard discretionary clause. Other clauses are specially

drafted for particular contracts (e.g., clauses defining the scope of warranty rights in software)g; If

a prime contractor has promised the government to obtain certain rights under a discretionary
clause, and the prime either is unable or neglects to secure a commitment for such rights from a

subcontractor, it seems unlikely that the government could enforce against the subcontractor the

rights it had expected the prime to get for it. -

Chapter 9: Limitations on Governmental Actlon

This chapter dlscusses the risk of injunctive relief being entered against the government in dts-
putes over rights in software heid as a trade secret by its owner. The chapter identifies a number

of situations in which the government might be able to successfully avoid injunctive remedies, but

notes that certain recent legal precedents have created a serious risk of injunctive reliefii

n

software disputes, from which DoD may not be shielded by various statutes on which it has_

. customarily relied to avoid: |njunct|ons ' _ i

Most software tntended for commercual distribution. is held as a trade secret by the developer
Although the government. has statutory authority to infringe patents and copyrights, it does not
have similar authorization to appropriate trade secrets against the owner's wishes. Indeed, there

is a.criminal statute that penalizes any federal employee who discloses confidential mformatxon_.
claimed as a company's trade secret without authorization. Some DoD lawyers expressed con--
cern about an injunction issuing against governmental use of the software. This they felt mlght-

oceur in the context of litigation between a software producer and the government over trade

secret software. This is a risk that the government has not previously had to confront as to ttS _

equipment because hardware, if protected by a form of intellectual property law, would generatly
be protected only by patents, which the government could infringe. (Trade secrets generajly
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Chapter 5: Government Ownership of Copyrights

DoD is running a risk when it employs its "special works" clause to attempt to take a drrebt

copyright interest in software. This chapter proposes adoptron of a less risky strategy for obtar
- ing ownership rights in software. -

_) .
[}

When DoD wants to take a direct ownership interest in a work prepared for it by a private contrac-
tor, the DoD FAR SUPP directs that the "special works" clause be used in the development
contract. The clause in effect claims a direct copyright for the government under the ‘copyrig ht
"work made for hire"” doctrine. We understand that this "special works" clause has been used ina
number of DoD software development contracts. Indeed, it appears that a devratron would be
requnred fo attempt take a copynght interest in any other manner

The problem with use of the specral works clause for this purpose is that the copyright Iaw
specifically prohlbits the government from taking direct ownership rights in copyrighted works
The legislative history of this section reflects that Congress considered the issue of copyrigbt
ownership of works prepared for the government by contractors and decided that while agenciés
could decide that a contractor might be permitted to retain a copyright, the government could not
get direct copyright ownership in works prepared for it. ' _ *
Copyright law permits the government to own copyrights only by assignment, bequest, and tﬁe
like. Taking a copyright as if the work was "made for hire" is not the same as taking a copyright by

assignment or bequest. What the "special works" clause will be effective in doing is prectudrng :
the contractor from claiming any ownership rights in the software. A copyright obtained directly i xn :

the DoD pursuant to-this cfause may very well be found mvahd if chat!enged in court. %-
I

If the Defense Department wrshes to obtaln a copyright interest in software, we recommend th:fat

they adopt an assignment approach similar to that adopted by NASA and that proposed under thie

new FAR whereby the contractor takes the copyright and then assigns it to the governmerit o

Alternatively, the government might consider working for a Ieg:slatwe change which would pen'mt

the government to dlrectly obtam a COpyrtght in software developed for rt under government con-
tract. :

Chapter 6: Problems Ansrng from the Government’s Trademark
‘Rights with Regard to Software

The Department of Defense is increasingly ctarmrng trademark rights in software and. related -

technology. Acquiring and maintaining trademark rights is a specialized legal matter. There
seems o he little expertise within DoD as to the scope and proper use of the government’s
trademark rights in words (such as "Ada") used in connection with software. DoD personnel
seemed to be unclear as to the type of mark "Ada" is {i.e., a certification mark or a trade mark)

who owns the mark (i.e., the U.S. government, DoD or the Ada Joint Program Office}, and eve"n_ _

" as to what rights attach to a trade mark or certification mark, -
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may have incentives not to give up its “sole source" position as to maintenance and enhance-
ments, unless provnsron ‘has been made for this during the onglnai competition for the deve{op-
ment contract. The chapter recommends a variety of mechanlsms DoD might use to better plan
for competitive maintenance of software when this is desired. Escrowmg of software documen—
tation is discussed as a possible mechanism to ensure that"DoD will have access to tﬁe

documentation under specified conditions, while at the same time ensurmg that the propnetary _

rtghts of the developer are respected

i
13

In addition 10 acquiring written documentation and rights to medify, adequate maintenance anfd

enhancement of software will often reguire access to the "tools" which were used in the develofa- _

ment of the software. Software tools and CAD/CAM programs are increasingly being used tzo
develop software. Because of the commercial value of such tools, contractors are reluctant t;o
license the government to acquire rights in software tools or in some cases even access to thetin
because of objections to the government’s standard data rights policies. If DoD wishes to obta_‘i;n
rights in of access to the highest quality software tools and CAD/CAM programs that industry has
to offer, it may need to adjust its data rights policy. For exarnple it might make arrangements
whereby an.intermediary firm-could acquire the material on the government s behalf, subject to
more restrictions than the government ] standard pohcy permtts '

Other issues dlscussed in Chapter 2 that relate to software mod:ttcattons include the effect ef_

modification by the government on pre-existing restrictions, whether restrictions will attach to
modified portions, the significance of the regulatory -duty not to prepare similar software, the
ramifications of reverse engineering of software, decudmg about ownershlp rights in modlftcatlon'-:,
and the effect on-warranties when soﬂware is modnfned

Chapter 3: The Need for Better Trammg about Software, Data Rights, |
And Intellectual Property Law

This chapter examines the need for additional training of DoD contracttng personnei wrth regard
to both software technology and the government’s data rights poiicy. ‘

Although DoD is fortunate to have many dedicated, competent individuals among its procurement
personnel these individuals reported that they feel inadequately trained for the roie they have to

‘perform in complex software acquisition contracts. Much of the software that the contracting per- :

sonnel must acquire is “state of the ant”" technology. Communication between procurement per-
sonnel and users seems to be infrequent, which makes maintenance and supportability plannmg

more difficult. Often procurement personnel have no training in software technology, software Iife :
cycles, or software support systems.. Further, the procurement regulatory structure within WhICh _

the negotiation process must proceed -- especially as to data rights -- is quite complex. Fmat!y,
the turnover rate among procurement personnei is high, whrc_h only aggravates the situation,

Given the diff'icult environment within which contracting personnel must operate, it is not sumpris

ing that there have been problems related to the acquisition of software. Contracting personnel
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The question is what happens if the government acquires software which the contractor hias
decided to have treated under the regulations as other than commercial and a separate Iicen;se
agreement has not been negotiated or made part of the contract? DoD personnel seem to have

ditfering opinions about this. Some believe that the failure to negotiate a separate agreement \.fi.-iil,

result in the government acquiring unlimited rights in the proprietary software, even though but for

the oversight, the govemment would settle for having restricted rights. Others feel that only- the;

four minimum rights would attach. This is a source of considerable concern to those in andustry
who recogmze the possibility that the government mlght claim broader rights.

1.2 2 Unllrruted Rights in Software Documentat:on as to Other Than Commerclal Software.
The DoD acquisition regulations seem aiso to permit the government to claim unlimited rights|in

documentation for privately developed software insofar as it can be characterized as mstructlonal-

material necessary to maintenance of a-system. While the restricted rights provision pertaining to

commercial software seems to shield commercial software documentation from the broad reach

of this provision, there is no comparable basis for claiming an exemption from uniimited rights

treatment for the documentation to software treated as other than commercial software. Many.

industry people are quite nervous about delivering software documentation to the government fpr
fear they will lose aII proprietary rights in the documentatlon

1.3 The Need for More Precise Definitions

During interviews with DoD personnel, we found confusion concernlng certain defmmons used ?in
the DoD acquisition regulations. Some of this confusmn is the result of ambiguity and nmprecx Se

wording. In other mstances cruc:ai concepts are S|mply not defined. Some of the more s:gmfzcant
problems include: -

1. The lack of an adequate definition for the term unl:m:ted rights.  There is con-
siderable uncertainty within the DoD as to whether unlimited rights is more akin to
an ownership interest or a license right. We conclude that unlimited rights glves the
government a kind of license right.

2. The lack of any definition for the term governmental purpose. The DoD acquisition
regulations provide for, in certain instances, a license for governmental purposes, -
but fail to provide guidance as to what the scope of such license might be.

3. The term privately developed software needs to be defmed The scope of this term
is a highly controversial issue, and input from industry on this matter wouid seem
advisable. To neglect to define the term, however, only ensures conflict between
[industry and government as to its meaning.

4. The existence of two types of restricted rights in the acqwsmon regulatlons does not -
seem to serve any purpose sufficient to justify the confusion it creates.

1.4 Issues Not Addressed in the DoD Regu!etibhé | _
There are several issues relevant to the procurement of- software wh:ch are not addressed by the
existing DoD acquisition regulations. Since DoD's personnel need guidance about how the.;e

issues should be dealt with, provision should be made for them in the regulations. Among the
‘most critical areas not adequateiy dealt with by the present DeD acqws:taon regulatlons are:




the software industry. The policy also needs to be clear and comprehensible to persons of
average intelligence. The current software acquisition practlces of the DOD fall short of these
goais. '

To be fair, it should be said that to deveiop the new conceptual apparatus that is necessary to
treat software appropriately is a difficult task. The temptation is to use the nearest analoguefj as
long as one can, until the problems with reliance on the analogue become more pronounced than
the problems associated with developing a new concept. The time has come for the Department
of Defense to .renounce the quasi-technical data orientation. of its acquisition practices toward
software and to adopt a new policy that is clear and coherent, that is no more divergent from
commercial practlces than is necessary for the achievement of the Defense Department’s mrs-
sion, that is appropriate in terms of the Defense Department’s need to use the technology, _1nd
that is appropriate in terms of intellectual property rights associated with software. ' '

Report. Structure

This repont reflects the concerns of DoDs own pe0ple Perhaps the most valuable contnbutlon
this report can make is in its structuring and giving expression to concerns of those in the
Defense Department who have to live with the software licensing problems described in this
report. With one or two exceptions, all of the problems discussed in this report are proble ms
identified by DoD personnel.

The general structure of this report reflects the principal mvestlgators judgment about the relative
importance of the various categories of software licensing problems discussed in the mdnvrdUal

chapters. Within each chapter the order of discussion of. the problems, in general, is reflectrve—-ot'
in -

their relative importance vis-a-vis each other. The less worrisome the problems, the later,
general, they are discussed in the report. Below is a summary of the content of each chapter.

Chapter 1: DoD’s Procurement Ftegulatrons !
This chapter addresses a rather wide variety of software Ilcensmg problems that DoD personnel

have raised about the existing procurement regulatlons_ governing software acqursmons it

focuses most particularly on the standard data rights clause.

1.1 Ambiguities-Disadvantagirtg the Government

There are some ambiguities and inconsistencies in the DoD procurement regulations which seem-

to work 1o the disadvantage of the government. Four examples are discussed in this chapter

111 The Apparent Conflict between the Unlrmrted Rights Prowsron and the Retention ot

Copyright Provision
The DoD standard data rights clause, in general allows ‘contractors to retarn a copynght frn

software developed at public expense. The clause seems o give the government "unlxmrted
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